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Abstract

Business is increasingly dependent on informati@tesns to allow decision makers to
gather process and disseminate information. Asflieemation landscape becomes more
interconnected, the threats to computing resoualsesincrease. While the Internet has allowed
information to flow, it has also exposed businesseailnerabilities. Whereas large businesses
have information technology (IT) departments toprptheir security, small businesses are at
risk because they lack personnel dedicated to aslithgg controlling and evaluating their
information security efforts. Further complicatitigs situation, most small businesses IT
capabilities have evolved in an ad hoc fashion eliew employees understand the scope of the
network and fewer if any sat down and envisionedaire architecture as capabilities were
added. This paper examines the problem from theppetive that IT professionals struggle to
bring adequate Information Assurance (1A) to smmalkganizations where the tools are well
known, but the organizational intent of the infotima security stance lacks a cohesive structure
for system development and enforcement. This pigeises on a process that will allow IT
professionals to rapidly improve their organizasiosecurity stance with few changes using
tools already in place or available at little orgust. Starting with an initial risk assessment
research provides the groundwork for the introductf a secure system development life cycle
(SSLDC) where continual evaluation improves thaiggcstance and operation of a networked

computer system.
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Chapter 1 — Introduction
Background

Like many great leaps of progress, the unending/grof information technology (IT) in
the workplace has created new businesses, areasofierce for existing businesses, and
unfortunately new problems. Indeed, the Internet@&now it, growing out of the ARPNET’s
policy of open and flexible design, was never idishfor secure communication. (Longstaff et
al., 1997) As the volume of financial and otheradafnsactions increase over the Internet, the
potential for harm from network threats also inse=a As a consequence, complex security
measures that were once required by only FortuBecbpanies, such as regular security
audits, are increasingly a necessity even for thallest of companies. As we continue to
become an ever more networked society the finabelaéfits attainable by hacking a network
grow. As a result, it should come as no surprisg¢ttie number of attacks and the creativity
spent in trying to breach a network continue toaase.

Small businesses are particularly susceptiblettmlabecause they tend to be extremely
homogenous; Gartner estimates that “90 percennhafiso medium sized businesses (SMB)s
are running Windows on their servers, 80 percemtuiamg Outlook and Exchange for e-mail,
and 70 percent are using SQL databases” (BrowniRggcatore, 2003). Gartner research
further indicates that more than 60% of midsizarmsses in North America do not have a
dedicated resource to manage security (Brown & Biogy 2003). The situation in small
businesses is likely worse; where security is luthipéo a myriad of other responsibilities for
someone on the IT staff or even the sole IT pradess. In fact, many organizations are too
small to even warrant a full-time IT professionelying instead on vendors or even retalil

establishments to guide their IT efforts.
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Adding to this, smaller organization’s informatisystems (IS) projects generally grow
from basic implementations on simple networks; sersirealize the capabilities available to
them, more features are added and the complexityegbrocesses used to secure them evolves.
As this ad hoc development accelerates, toolsddecato secure the environment, but few
employees understand the scope of the networkeamek fparticipate in designing the
infrastructure in a secure fashion. The attackéher\World Trade Center and the Pentagon on
September 11, 2001 exposed numerous organizabidhs glaring reality that their networks
were not positioned to survive all out assault. ideer “many of the technology-related
problems that emerged from the September attackslbas to do with the capabilities of the
technology itself than with how it was implementé8eifert, 2002).

While an operational system can never be 100% secampletely vulnerability free, the
more specific vulnerabilities are understood, tbedy prepared a business will be to face an
attack. The goal of this study therefore is to tdgm process that will aid system administrators
as they move forward in their security effortshie face of largely undocumented and
unregulated environments. For this approach to wafermation Security (IS) is replaced with
the broader discipline of Information Assurance)(IBhe US Government’s National
Information Assurance Glossary defines Informat#@surance (l1A) as:

Measures that protect and defend information aridrimation systems by ensuring their
availability, integrity, authentication, confideatity and nonrepudiation. These measures
include providing for restoration of informationsgégms by incorporating protection, detection
and reaction capabilities.(Committee on Nationat 8e&y Systems, 2006)

While 1A includes the practice of applying secumfyplications and devices it is broader

than IS because it brings together disciplinesehgthasize risk management, reliability and
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governance over deployment and tactic. Where i8sein computer science, IA is not just
about computer security but rather a holistic apphao management that forces the business to
guantify its systems in terms of the value to thsibess, address the threats computerized or
otherwise that could compromise these systemsdendify the steps necessary for business
continuity if and when a negative event occurs.

The difficult part of system administration at shimalsinesses in light of IA practice is
that organic growth and ad hoc development hawdtegsin systems that are undocumented,
unregulated and unreliable. The IT professional ia loss when challenged with where to begin
because increasing the level of IA most often l&riagsociated increases in costs and reductions
in operational capabilities; adding a web filteeigpensive and the users can’t openly navigate
the areas they have become accustomed to.

While every IA strategy will consume resource cpstsntified as any cost associated
with developing and launching an IA strategy, seraiusinesses have already demonstrated
their lack of resources through their inabilityhioe IT personnel in sufficient numbers to
support their operation. For the IT professiortad, ¢thallenge then is to implement IA to improve
an organization’s security stance and in the ptesease operational reliability without
creating a program that is too expensive usingtatseady in place or available at little or no
cost. Implementation of 1A then lays the groundwfankthe introduction of a secure system
development life cycle (SSLDC) to continually impeothe security situation, along with the
operational capabilities of the company’s informaatsystems through managed development.
Problem Statement

The organic nature of system development andattiedf dedicated IT security

personnel along with the increasing frequency fifrmation attacks have left many small
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businesses acutely exposed to security vulneriakilitVhile the IT professional has a myriad of
tools available to draw from, too few companieséhaystematically developed the
organizational policies, controls and processesssary to evaluate and optimize information
security efforts while balancing their associatedts. It is therefore necessary to establish a path
for the IT professional to introduce IA into theganization in a way that quickly improves the
security position of the organization while optimig operational capability mindful of costs and
introducing a process to guide further developnagwt security improvement.
Information System under Study

The Colorado Convention Center in Denver Coloragwided the network for this
research based on the criteria that the systemestmpn contained valuable information, was
increasingly problematic, and the organization éatkny type of IS policy, control or
development goals. The IT team consisting of timd&/iduals was constantly in a state of crisis
management; no future planning or optimization a@surring due to the high number of
support calls and system outages being experiefgbite all too common in small business, the
need for this study was crucial to the organizasiability to gain control of the system and
provide the company with planning and developmeailstto insure its ongoing security and
competitiveness.
Importance of Project

Information systems have grown in complexity over past decade; as businesses
employ more Software as a Service (SaaS) theiesystequire enterprise style measures to
ensure security. Small businesses are just asstmaitéd as the Fortune 500 in their use of
technology and the organic development they haperenced coupled with small or non-

existent IT staffing has increased their exposonreutnerabilities to an unacceptable level.
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In 2008 the Verizon Business Risk Team publishedraprehensive study compiling the
history of four years of research across 500 sépaiata breach investigations and found that
“most breaches resulted from a combination of eveather that a single action” (Baker,
Hylender, & Valentine, 2008). The combination wéets could include employees opening
suspicious emails that then insert malware on ugpted systems, poorly written applications
that allow a user to exploit known vulnerabilitieft unpatched, a security device configured to
fail by fully allowing access or any number of dimnicombinations. The challenge, especially in
smaller organizations, is to adequately identifgt address the vulnerabilities that reduce the
significance of any combination of events.

The fundamental principle is that you can’t protebtt you don’t know about. This is
where IA enters the equation. Through its inteiigigtary approach, the fundamentals of well
run businesses are applied to the context of ITadressing IT as a function of business
management begins to apply the same level of sgrytlanning and governance applied to
other areas of business such as sales or accowviierg documented processes and metrics
determine how the business functions.

According to the Ponemon Institute’s, fourth anrfua. Cost of a Data Breach Study
“data breach incidents cost U.S. companies $202g@@promised customer record in 2008,
compared to $197 in 2007. Within that number, grgdst cost increase in 2008 concerns lost
business created by abnormal churn, meaning turmaf\eistomers” (Ponemon, 2009) The
traditional view of IT as strictly a cost centerthviittle inherent value, a must-do because others
are, is quickly being replaced by the view thatdDne part of the information systems that
function as a critical component of overall entespigovernance. Increasingly, businesses are

threatened with loss or theft of sensitive datandrerosion, increased operating expenses and
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near-term profit declines, all of which are consates of these occurrences that require intense
public relations efforts. In light of this and thesal dollar threats to the bottom line, effectife

can mean the difference between a having a thrisamgpany or a bankrupt one. Smaller
organizations have until recently operated as thaardy the large corporations are at risk
however, “as consumers see big companies rampcupitse they’ll expect it at all levels”

(Smith, 2009)

Research Approach

As previously mentioned, the problem contains fahjectives crucial to the introduction
of IA into a small business; Information GovernariResk Management, Network Operations,
and the creation of an SSDLC. Because each org#omzwill place different values on costs or
capabilities, a universal approach is not warraniékile Frameworks such as COBIT and IT-
VAL exist, the overhead associated with them iddargreat for consideration by small business
when first implementing a comprehensive IA effoltere none existed before. Different
strategies are beneficial to IT professionals basetheir needs, but all administrators can
follow the process as they introduce IA to thegarizations.

Too often security professionals express the sared bf concern for all vulnerabilities
that come to their attention. The focus of thigeesh is to help qualify the various threats and
categorize them through effective risk assessmaatileng the proper controls to be put in place
and establishing a pattern for continual improvetm€&ne source citations aid in channeling this
discussion, pointing out the necessary compontres,importance, and how to most effectively
address vulnerabilities.

Depending on an organization’s managerial buy-uhtae value they might place on

process or capability, five organizations might eamp with five solutions; all of which fit their
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specific goals. Looking at the “fundamental aspetisformation security can help an
organization rapidly improve its security stanceegally without major procedural,
architectural, or technical changes to its envirenni (SANS Institute, 2009) While each IT
professional will have a different approach, thedgtbrings clarity to the complicated process of
securing a network and the SSDLC introduces a fwarieto streamline the process as the
network evolves.
Thesis Overview

A literature review of Information Assurance, rislanagement, computer security, and
systems development will follow in Chapter 2. Dgstons of the design science methodology
including the creation of artifacts created for stedy are detailed in Chapter 3. Chapter 4
presents the results of the project including ttiéaats that bring understanding to the
challenges and aid development of a SSDLC. Finalyhapter 5, a discussion of the
conclusions drawn from the study and potential ojpymities for further development of the
study system will be presented. Appendix A is gestent of work prepared by the researcher
and authorized by the general manager to act agla &pr the project. Appendix B is a sample
of the artifacts that bring clarity to high levelncepts. Appendix C discusses a spread sheet tool
created to understand PCl compliance and how the @il meet these requirements. Appendix
D is a timeline of how the project progressed idolg major milestones and discussion of the
roadblocks encountered. Finally, in Appendix E,¢benplete set of policies and procedures
under review by legal counsel area presented. Afipdhrepresents the culmination of this

process which was to engage management where ahcthe IT professional struggled.



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 8

Chapter 2 — Review of Literature and Research

This chapter examines Department of Defense (DQ@id)rohe to provide a basis for the
importance of Information Assurance (IA) in todagisall business information systems. The
chapter then focuses on previous work in the feéltA including risk analysis; Governance,
operations and the concept of a system developlifercle to provide the foundation for the
project undertaken. Finally a discussion of theaesh methodology known as design science,
will demonstrate the value of the artifact basestaech conducted in this study leading into a
broader discussion of its application in Chapter 3.

Department of Defense Doctrine and Corporate Realjt

IA is largely a concept of the DOD. The definitiohlA given in the National
Information Assurance Glossary is that:

Information assurance is defined as Informationr@fens (10) that protect and defend
information systems by ensuring their availabilitytegrity, authentication, confidentiality, and
nonrepudiation. This includes providing for thetoeation of information systems by
incorporating protections, detection and reactapabilities. (Committee on National Security
Systems, 2006)

Availability, integrity, authentication, confideatity and non-repudiation as objectives of
IA are further laid out and defined in Table 1.

Table 1: Definitions of Information Assurance Olijees

Definitions of 1A objectives
Availability Assured access by authorized users
Integrity Protection from unauthorized change
Authentication Verification of originator
Confidentiality Protection from unauthorized disalioe
Non-Repudiation Undeniable proof of participation

(Joint Chiefs of Staff, 1998)
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In DOD terms, 10 is any action that occurs usin@$S weapon while at the same time
safeguarding the information contained on one’s eystem. “lO apply across all phases of an
operation, the range of military operations, anewary level of war (Joint Chiefs of Staff, 1998)
In effect, 1A is an operation that specifically tmes on protecting valuable military IS in order
to maintain the flow of information during battlénile at the same time maintaining IS
connectivity with enemy combatants in order toratieto disrupt the flow of their information.

The DOD cannot focus on IA only during a time abis; the fact that the United States
is constantly at threat of an information attackndads continual vigilance. IA as a portion of
US defense is a continual process where:

1) Access to the system by authorized users is maedai

2) Access is denied to unauthorized users

3) The information contained in the IS is safeguardenh loss, theft and corruption

4) Information transmissions can and are monitored

5) Early detection of intrusion is possible

6) Necessary action can be taken during and possiotiiio maintain communication

and recover fully afterword.

On September 11, 2001, the business world awolteetterrifying reality that it too was
a target of hostilities. Like the DOD, most corgerarganizations use there IS not only to
support their business, but also to extend thaichi@¢o potential customers and to share
information and services with existing customergRo 9/11, the most obvious forms of
compromise led to the loss of personally identiBabformation (PIl) like credit cards or social

security numbers and the defacement of corporabsites. In the minds of most Americans, this
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form of hacking, while serious, was considered aaninconvenience in light of the ease of
shopping and volumes of information available at¢hck of a button.

What is important about the DOD and IA that (Ba&eWallace, 2007) discuss is that
“given security controls’ technical origins, we past that many security programs still focus on
the technical and operational practices and ovknloanagement controls such as policy
development”. IA seeks to bridge the organizatiga@ by concentrating not only on computer
science solutions but rather all the other busidessplines utilized by well run organizations to
effect policy creation, employee training, disanglj and risk management. The DOD has taken
the approach that all information is an operatiod tnerefore should be managed as well as any
other aspect of the organization. In the wake ef2fL1 attacks, business are realizing that now
more than ever their operation is impacted by mfation and IA is gaining importance in
businesses looking for comprehensive security invgrents.

Risk Assessment

A business threat is defined as “an event or camdthat has not happened yet but could
potentially occur; the presence of these event®oditions increases risk” (Weaver, 2007) to
the business. All companies regardless of sizeamitiounter threats. Some will be physical such
as a hurricane or fire; some will be financial I&@ply chain interruption or financing
difficulties; and some will be technical like viesor cyber attack. Risk can be defined as “a
function of the likelihood of a given threat-souscexercising a particular potential
vulnerability, and the resulting impact of that atse event on the organization” (Stoneburner,
Goguen, & Feringa, 2002). Risk management is atimmof business security planning. It is
important to know what needs to be protected frdmtwas poorly documented threats and

improperly prioritized risks lead to the creatidruonecessary policies which can create the
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potential for other greater risks to be completalgsed. The objectives of Risk
Management are Risk Assessment (RA) to recogrskeand Risk Control (RC) to manage the
exposure to risk on a continuous basis.

RA, as a process includes identifying exposumstc; analyzing the risks, and
prioritizing the risks to be compensated for origaited. In the world of information technology
(IT), RA looks in great detail at system charaaation, threat and vulnerability identification,
control analysis, and the determination of riskatip In addition to the obvious - facilities, staff
hardware and software - asset identification mudtide mundane and often overlooked items
like network cabling, uninterruptible power suppl@PS), physical security and facility
integrity. While often overlooked, these factors catically affect systems. An historic building
may lack the structural support to carry the weiftra data center located on the third floor.
Without an understanding of this critical flaw thetire system could quite literally tumble
down. Threat assessment, therefore, is the ro@ofildentifying critical assets and developing
policies to manage threats to those assets allamagement to focus on specific instances of
risk. RC picks up where RA ends, considering ristedmination, putting the risk in appropriate
context; control recommendations, how does an azgdan respond to the risk; and results
documentation, were the risks appropriately prieed and did the controls do what they were
designed to do.

To effectively measure the success of any secpragram, it is first important to
understand what needs to be secured and why. Aeginis level of understanding is not an
easy task. Indeed, “at the 2001 RSA conferencamFsancisco, Microsoft Vice President Dave
Thompson said: “Security is a journey, not a destom.” (Mercuri, 2002) Where security

personnel will often place the same level of imaoce on all threats, “most organizations have
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tight budgets for IT security; therefore, IT setyepending must be reviewed as thoroughly as
other management decisions. A well-structured mskiagement methodology, when used
effectively, can help management identify apprdpr@ontrols for providing the mission-
essential security capabilities.”(Stoneburner £t2402)

Influencing security professionals’ tendency tovgatiechnical controls is the fact that
many of the best practices included in vulnerabdgsessment are mundane and not related to
technology. Table 2 focuses heavily on the physoal procedural aspects of running a
business, almost completely ignoring the techrasglects of the information system. Indeed in
small business, where the Systems Administrato) (&#s most likely hired for technical
expertise, the argument is too often made thateralnility planning is within the scope of the
SA’s job description and that such policy decisamen’t really necessary because the risks to the
business are too small to be measurable. Unfortlyntitis mindset leads to compromise.

Table 2. Best Practices for Vulnerability Assessimen

Best Practices for Vulnerability Assessment

« Identify the assets and processes at risk.

» Focus on business risk, not technology.

» Look beyond the IT turf (consider security impattacility and human resource policies).

» Use available automated tools for technical vidbh#ity scans.

* Anticipate legal obligations to ward off intrudeasind prevent involvement in distributed
attacks.

 Consider nonelectronic information (shred sewsithput and output forms; evaluate
nonmagnetic backups, for example, microfiche).

» Measure what really matters (lost time, not sesaate in blocking attacks; intrinsic value of|
lost or acquired data after a violation).

(Mercuri, 2002)

While many tools and frameworks exist to help orgations uncover their
vulnerabilities, the purpose of any assessmemnnatgly is to provide measures that mitigate the
risks associated with the company’s informatioreesNIST (Figure 1) has developed a risk

assessment methodology that details the nine pyistaps along with the myriad of technical
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and business related requirements that must bédeved to effectively manage a risk

assessment. As (von Solms & von Solms, 2004) disthe typical questions that business need

to address include:

» Against which risks must our assets be protected

* What countermeasures will provide the most efficegainst these risks
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The emphasis of the NIST risk assessment proceéssdentify a risk from all angles not just the
technical or system related aspects, and thatrtwepses much like a system development
lifecycle, be ongoing and iterative so that theamiigation’s security stance is ever evolving.
Because risk analysis is not a one-time activitg, ihitial report used to formulate a security
policy also sets the stage for information syst@wegnance. The initial policy is applied, then as
the policy is enforced and monitoring occurs, ttseavery of new threats and intrusion attempts
create the need for reassessment, which is tuattses further refinement of the security stance
of the organization.
Governance

Executive management in many companies continueigtoinformation security as if
technology alone will secure the organization. Theent practice, viewing security as a
technical challenge includes the layering of firdgyantrusion detection systems (IDS), spam
filters and virus protection. IA complements thgpeoach through the application of
management philosophy. “The head of an organizationit must ensure that the organization
has the capabilities needed to accomplish its oms§Stoneburner et al., 2002)

Information security is multi-dimensional with elgsdentifiable dimensions as shown in
Table 3. This list is long on business decision$ @nspicuously brief regarding technology
solutions. Very often management of a small busit@®s one individual as a System
Administrator (SA) to run their information systewrnsd to whom all these other policy decisions
are delegated. Unfortunately progress in all tla@sas is slow due to the overwhelming amount
of work and the complexity of the decisions regdir€onsequently the SA soon comes to
realize that they can’t perform their job effectiwvevhile also securing the company and thus

security concerns take a back seat to day-to-dayatipns. Eventually, the SA will “either move
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on, or out...This opens the company to severe riskalise no continuity exists as well as the
fact that the security plan never gets fully impéted”.(von Solms & von Solms, 2004)

Table 3. Information Security Dimensions

The Corporate Governance Dimensjon

The Organizational Dimension

The Policy Dimension

The Best Practices Dimension

The Ethical Dimension

The Certification Dimension

The Legal Dimension

The Insurance Dimension

The Personnel/Human Dimension

The Awareness Dimension

The Technical Dimension

The Measurement/Metrics Dimension

The Audit Dimension

(von Solms & von Solms, 2004)

In an article written for the Harvard Business Re&wi(Ross & Weill, 2004) were widely
been quoted as having found that firms with supéfiggovernance have over 20% higher levels
of profitability that firms with poor governancaygn the same strategic objectives. This would
seem to state that better IT governance makes@npany more profitable than those with
lower levels of governance. What the article adyufalund was that companies with mature
governance enjoyed 20% higher profits than comganith less mature governance when
following identical business strategies. The int@otr takeaway of this article is not that
increased profitability comes from increase goveceamaturity, but rather that achieving
mature levels of governance is extremely resouransive and as a result particularly smaller
organizations will attempt governance in an ad4manner (just as they do with system
development), but that accomplishing higher leeélgovernance proves a strong strategic

differentiator in competitive business environme#tdding to this finding, Ross and Weill state
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that “top performing enterprises generate a retartheir investment that is 40%+ better than
their competitors”.

As highlighted in Chapter 1, the cost to busindsseourity incidents is rising. Foremost
in the minds of most companies is the ability touse their sensitive data including credit card
accounts, employee records, corporate performaaiee audit results and security related
capabilities. Security incidents affect not onlg tonfidentiality of sensitive data, but can also
hamper the integrity and availability of IT resoescdisrupt compliance and ultimately threaten
the financial health of an organization.

In 2009, HSBC a financial holding company headarad in London England, and
ranked as the sixth largest bank in the world, fiveesd $5.2 Million USD for losing CD media
containing unencrypted personal data for over IBDgdustomers. (Kennedy, 2009) The fine
breaks down to roughly $29.00 USD per customerwatcand when added to the Poenemon
Institute estimate from Chapter 1 of $202 USD meoant for recovery purposes, means that
this incident will likely cost HSBC $41.5 Millio{$29 + $202}X 180,000 = $41,580,000).

For HSBC the loss was not a technical compromiserdiher a physical oversight; too
often a breach is the result of personnel negligevitether by leaving a laptop in the back of a
cab or improperly disposing of abandoned mediaothing else, the HSBC case highlights the
fact that governance is needed to keep these mside a minimum. While the cost of properly
implementing a governance strategy is high, HSB&dkear lesson that it is far less expensive to
move a governance strategy forward than not.

Written policy

“Most...technological threats require help from uring human accomplices on the

receiving end in order to do their damage” (Mill2906).
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The development of policies — as important and @waresuming as they are — leave many
IT security professionals struggling. The polidiesy craft are met with resistance, intentionally
ignored or simply ineffective. While frustratindpeise issues are easily avoided if acceptance,
simplicity and staff training are considered ad padeveloping the overall program.

Like any corporate initiative, acceptance stamsifthe top. As an IT security
professional, belief in the need for a policy waitily go as far the CEO allows. Over inflated
risks and cost will not win acceptance; facts ass [projections present a more reasonable
approach. Once the CEO and management agree dexk®pment of an IT security plan, the
focus turns to the employees. Unveiling the progomnzero-day is the quickest way to a failed
policy. Informing the staff of changes and briefthgm on progress while the program is being
developed will help ease the transition and mayeveate converts who understand the reasons
behind the initiative.

Well defined corporate strategy should begin withAaceptable Use Policy. While
different users may have access to different mdrdscompany’s system, all users are exposed to
some parts; therefore, the Acceptable Use Policst imel comprehensive and include statements
regarding the uses of all technology available withe organization. The policy should spell
out unauthorized activities such as harassmergmil or blogs, the viewing of offensive or
illegal content, the use of company resources agamail or the Internet for personal business,
how to handle unsolicited email that might contanuses and how to avoid infecting the
network with imported hardware, software or filéhe Acceptable Use Policy must also be
vague enough to cover technology and uses notfgjadigi identified or yet to be developed that
nonetheless would prove disruptive. The Accepthllsie Policy must also detail what constitutes

a violation of the policy and the penalties forlsw@lations. Companies are regularly advised to
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obtain the employee’s signature on the policy sy tannot refute knowledge of it if a violation
occurs.

The second part of a good security policy is useoants, which dictate how assets are
utilized. Access control, authentication and netgecurity are located in this portion of a
policy. Users may come from many different popwlasi such as employees, partner businesses
and consumers. It is important that the user papmslls out access for all to be inclusive of each
audience. Multiple logins, including screen savasgwords, should be utilized. “Authentication
is the methodology used to determine that a usehasthey state they are and that they have the
required credentials to access certain areas” (R&@95). Authentication can utilize usernames,
passwords, and biometrics, which authorize diffetesers to varying levels of access. An
administrator may have access to add and deletigagefwhile a general user may only have
access to functions and software pre-existing emthchine. Each user must understand that it
is their responsibility to protect the technologyrh unauthorized access.

Finally, user accounts should enhance network ggdwyr partitioning users to specific
parts of the system in order to increase secWisgr Account types should rarely be cross-
platform- for example, an employee product repriggere should only have access to a service
order platform, a partner should only have acaesmtintranet behind a firewall on a VPN to
determine what parts to supply, and a consumergdtumly have access to a public-facing
website where they may purchase and pay for a pto@pening systems up beyond their user
requirements can create problems. If the partnemacaess the service order platform, what stops
them from falsifying orders to increase their sales

As with user accounts, each organization has eéiftesoftware platforms and process

modules within each platform. A manufacturing otigation may have a production platform, a



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 19

fulfillment platform and an accounting platform. Anterprise management system like SAP
may include multiple modules like Accounts PayaBlecounts Receivable, and Shipping. In
each instance, the different platforms and modsiesild only be accessed by employees whose
specific job requires access to them. Each depattofean operation requiring various platforms
may require its own management policies, which thectome part of the governance of the
business. “Governance is actually a catch-all fml¢he idea of important business management
disciplines. It's not just IT, it's really a busisgfunction” (Desmond, 2007). A member of the
production team does not need to understand thiknfigint team’s policies and vice-versa. Only
the parties involved should be required to undadsfdatform specific policies or general users
may become overwhelmed.

Accepted use policies, user accounts and platfgenific policies intend to inform the
users of general company policies as well as Spgadtform policies that govern the way a
company conducts itself. While each is importame, focus of a good security policy should be
on limiting the amount of information each employeest assimilate based on their function and
responsibility to the organization. Well-writtenlpges do not by themselves guarantee security,
in fact the organization must work hard to enfort®t they have written, and therefore the
policies should be organized, brief and specifgarding what occurs when they are not
followed.

Documentation

Every project begins with planning which means papek. Accurate documentation of
the physical makeup of the network is essentialott risk analysis and governance because it's
hard to analyze or measure unknown elements. liti@wald‘the increased scope of design and

levels of complexity of information systems implamteions are forcing the use of some logical
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construct (or architecture) for defining and coltitng the interfaces and the integration of all of
the components of the system” (Zachman, 1987). Bxectiation should include the physical
network, servers and server apps, and Active Dorgaonfiguration and then move into the
application structure specific to each process.used

Documentation is paramount to governance becaaseérs of the organization must
have a clear vision of the desired future statthefentire system...for both diagnosing the need
for changes and for managing the process of chai@gekhard & Pritchard, 1992).
Documentation allows the IA practitioner to ideptfulnerabilities in the physical as well as
logical construct of the information system thatebotherwise remain obscured. The ad-hoc
nature of system development as mentioned elsevlasrenany hidden pitfalls that are only
truly understood when the architecture, similathi® architectural drawings necessary for the
creation of a new building, is formally laid outchexamined.

Documentation and enterprise architecture go hamémnd with the secure development
of a small businesses’ network. Architecture ancudrentation assist in policy development,
technical control and governance leading towandgegic differentiation. Indeed information
technology is a tool that businesses use everyalaytend their position in a competitive
market. Consider Wal-Mart who consistently proves tvhat all business in mass retail needs to
do, master distribution and inventory managemeant, e achieved to a degree that creates an
extremely powerful advantage that competitors, eviem similar tools available, can't beat. Of
course the downside of this technology is the thoéanintended disruption.

Fault tolerance through increased systems undelisgamay be the most important role
documentation plays in the network. In Decembe81@®gram Micro’s main data center in

Tucson Arizona, was taken offline for an entire tgya short ultimately traced to a fire alarm



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 21

panel that resulted in a power outage disablingglephone and computing systems, erasing the
short-term memory in their online sales main frafoesing some of Ingram’s customers to seek
other retailers to meet their immediate needs.ifitident, which lasted six hours, and was
resolved by bypassing the offensive circuit, cagram $3.2 Million dollars. While Ingram
sought compensatory relief from their insurancesigler documentation could have prevented
this outage or at minimum led to much faster digcg\{Salkever, 2000). This incident also
highlights management’s need to shift to a moresholview of information security through
governance. The cause was not an attack or datadeksue it was the result of a physical
security system that interacted with mission at&ystems in ways Ingram did not initially
understand. Each department responsible for tlagiows systems most likely understood their
role within Ingram, but governance above the depantal level might have prevented this
incident completely.
Operations

While most system administrators (SA) understamad diperations involve the processes
which keep the network and services running, trexaliy7demands of this position often mean
that the SA and his/her staff spend more of theie tand effort addressing immediate business
requirements creating solutions with no considerator scalability, fostering a patch and run
short-term mentality that maintains system fundaiidy but obscures the notion that there is “a
timeframe in which major transformation (needsdt¢our” (Cerny, 2009).

Administration, maintenance and provisioning atevighl functions that fall within the
realm of operational management, however in thelhigme sensitive world of system
availability, these functions are often overlookeyond the immediacy of keeping the wheels

turning. Contrary to Hollywood depictions of higkileed programmers working for weeks to
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infiltrate an organization’s network, the realitycarding to the Verizon Business Risk Team is
that 55 percent of all attacks required little orgkill to perpetrate and that 85 percent of all
attacks were not targeted, but rather opportuniseause the hacker either, discovered known
vulnerabilities such as cross side scripting presea particular company’s’ website, or knew of
vulnerabilities in a particular application andriteought to discover and exploit many
organizations utilizing these applications in rapistcession (Baker et al., 2008). Most
surprising, Baker and his team, Figure 2, found tinalength of time taken by the hacker to
perpetrate the compromise was much faster, ofteasumang in hours or days, than the time it
took the subject corporations to discover the campse, which typically ranged weeks to
months, and worse, their mitigation timeframe stretl into weeks after the long discovery

phase during which the vulnerability continuedemained exposed to exploit.

Point of Entry to Compromise Compromise to Discovery Discovery to Mitigation
Months Yggés Minutes Years Minutes Hours Vi Migqlges Hours
T g K i Months 1% S /10%
Weeks : j 14% LLp —
18% |
Days
Weeks 27%
18%
" Hours
7 36%
4 Months
Days 63% Weeks
28% 48%

Figure 2. Data breaches: a time span of eventsefBatkal., 2008)

Patch management.

While patch management should be viewed as parisgbtems configuration and overall
change management programs, it has become inoggasnportant to network administrators
and security professionals to consider in theira@peration. In 2003, “within 10 minutes,

90% of all vulnerable machines had been infecteitti the Slammer worm even though the
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patch had been available from Microsoft for six tien(Andrew, 2005). In 2004, CERT
published 4000+ vulnerabilities which demanded thatiness respond even though “only 27
new vulnerabilities were reported as having begiaged” (Heiser, 2005). Clearly more
vulnerabilities are recognized than are exploitwtile effective patch management protects the
availability of the system, “it is practical to maally install a patch on one or several highly-
exposed systems...updating a complete enterprisgestjmanagement (Heiser, 2005). The
Slammer worm is estimated to have cost businesss3600 million to fix. This cost is
associated with the downtime and labor requiretegan infected systems.

Backup and Disaster Recovery

While IS professionals have been focusing on bgsigentinuity planning and disaster
recovery planning (BCP/DRP) since the Y2K, 9/11hhighted the reality that a large percentage
of organizations did not have a BCP/DRP in plaaka@sContingency Planning and
ManagemenMagazine found, 40% of companies forced to shutrdfow 3 days or more failed
within 36 months (CDW, 2007). While the costs tooaganization resulting from network
outages is difficult to estimate we know that ibcan from thousands to millions of dollars per
hour depending on the business and its technoboggseire. Organizations need to understand
that lost revenue is but one component of this wbsth can also include “related late charges,
regulatory noncompliance penalties, loss of custagoedwill, and the cost of public relations to
repair any damaged reputations”(CDW, 2007).

With complex systems integration leading to thedfarmation of business processes,
BCP/DRP have often been viewed as part of the d8gss rather than the overall business
process when in fact, BCP/DRP is a managementiumtiiat is as important to delivering

continued value to stakeholders as any sales ouf@eturing operation is.
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Compliance

PCI-DSS addresses over 200 controls within thermé&ion technology (IT) and payment
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processing environment. As a general guideline,camypany that accepts credit or debit card

payments must comply with the PCI standard. Congsathiat fail to comply are subject to fines

and penalties or complete disconnection from paymarm programs. PCI-DSS has become the

de facto framework for the protection of paymentidgaformation and related data. “Because of

anti-trust regulations, all of the major card braustll maintain their own data protection

programs, but the brands mandate that their metslaaund service providers comply with the

PCI-DSS” (Price-Waterhouse-Coopers, 2008).

Build and Maintain a Secure Network

Requirement 1: Install and maintain a
firewall configuration to protect cardholdg
data

Requirement 2: Do not use vendor-
supplied defaults for system passwords §
other security parameters

Protect Cardholder Data

Requirement 3: Protect stored cardholder
data

Requirement 4: Encrypt transmission of
cardholder data across open, public
networks

Maintain a Vulnerability Management
Program

Requirement 5. Use and regularly update
anti-virus software

Requirement 6: Develop and maintain
secure systems and applications

Implement Strong Access Control Measures

Requirement 7: Restrict access to cardholder
data by business need-to-know
Requirement 8: Assign a unique ID to each
person with computer access

Requirement 9: Restrict physical access to
cardholder data

Regularly Monitor and Test Networks
Requirement 10: Track and monitor all acces:
to network resources and cardholder data
Requirement 11: Regularly test security
systems and processes

Maintain an Information Security Policy

Requirement 12: Maintain a policy that
addresses information security

(PCI Standards Council, 2008)

D

Figure 3. PCI-DSS requirements
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PCI-DSS consists of 12 requirements in six caiegpFigure 3, that address security
management, policies, procedures, network architecand software design with regard to the
protection of payment card data. On October 1, 20@8PCI Security Standards Committee
(PCI-SSC) released version 1.2 of the standardottewides enhancements and clarifications to
earlier requirements, which all currently certifiegrchants are required to validate against by
January 1, 2010.

Despite the penalties associated with informati@ath addressed by PCI-DSS, companies are
struggling to comply with the requirements. In gahauditing firm Price Waterhouse Coopers
(PWC) has found that companies view compliancend3 @roblem, lack clear definition as to
the scope of the processing environment coverdakiertification and underestimate the
complexity of PCI compliance (Price-Waterhouse-Goep2008). Many frameworks, tools and
software have been developed to assist companibgheir PCI efforts. A quick Google search
for PCI reveals over 144,000,000 entries, each giomto painlessly assist companies in
reaching compliant status. The simple fact is B@E-DSS compliance is a path riddled with
conflicting information that can lead a companyaast

System Development Lifecycle

All organizations have a mission. Whether explocitefined in a mission statement or
implicitly understood by the industry they operafiéhin an understanding that the
organization’s mission is critical to the implematian of IA within a system structure. Striking
a balance between the level of IA and its impacsystem operations and resource costs is

growing increasingly difficult and thus requiresdiaciplined approach. As pointed out in NIST
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800-30, integrating IA through risk management it System Development Life Cycle

(SDLC) can have an immediate impact on IA integrati
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Figure 4. The characteristics of each SDLC phasgedlanrisk management activities that

support them. (Stoneburner et al., 2002)
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While eliminating all risk from an information sgsh is impractical and therefore
impossible, one of the most effective ways of idtraing security is through the introduction of
a system development lifecycle (SDLC). Figure dralates the phases of an SDLC to the risk
management activities that support each. Busindesasmany tools to choose from when
implementing an SDLC. Control Objectives for Infation and Related Technology (COBIT) is
one such framework that defines an SDLC that implei“control objectives to develop
policies, procedures, and organizational structdessgned to provide reasonable assurance that
business objectives are achieved” (IT Governansttiite, 2007) Further, the goal of COBIT is
to produce a “control framework for enterprise goagce and risk management” (IT
Governance Institute, 2007). While extremely dethismall business is challenged to
implement such a large framework due to its lackegburces and though consultants can be
hired to guide the process, a secure system carabgained initially without such large
frameworks as long as security is built into theLSIprocess before damage occurs.

Big up-front design methodologies like WaterfallRapid Application Development
(RAD) take an enormous amount of time, are extrgragpensive and lack the flexibility to
respond quickly to changes in requirements anthisrreason more agile frameworks have been
created. Agilest are convinced that an evolution@native approach to system development
will overcome the major faults of traditional metiso There are three major issues with
traditional development that the Agilest work teeasome; a communication gap between the
client and the developer, an overabundance of dentation and inability to incorporate change
gracefully.

Many large system development initiatives haveethlbecause the developer and the

client did not view the project in the same wayaltraditional development scheme, the
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architects do an analysis with the client and fleame to undertake the remaining steps of the
software development lifecycle without the cliesgjlest look to involve the client at every
level. This “tacit knowledge” as described by (Bogl2002) keeps the developer and the client
on an even footing. There are no misinterpretedirements waiting to derail the project.

Boehm goes on to distinguish Agile methods fromath@ methods as those that follow
the YAGNI precept; that is You Aren’t Going to Nekdso why do it? Traditional methods
produce multiple artifacts that may or may not beded in the end. While this is a way of
avoiding the pitfalls associated with gaps in taoibwledge, it is time consuming and expensive
to document every possible item before beginningli@ment.
“A Manager’s Intro to the Rational Unified Proc€B3JP)” (Ambler, 2005) describes an agile
framework for Information System (I1S) developmdRitIP is a comprehensive process for
streamlining the system development lifecycle. Tileeycle RUP describes is easily
recognizable to managers accustomed to havingpteuftrojects in various stages of
development regardless of their specific businessentration. RUP practitioners are
encouraged to tailor the product to an organiz&ionplementation needs. RUP is a full
lifecycle development consisting of four phases ming areas of work referred to as disciplines.
Figure 5, demonstrates the amount of time requoa@chplement each discipline in a particular
stage is graphically represented by a hump. Fanplathere is little or no time given to testing
in the inception and elaboration phases, but asjag moves through the construction and
transition phases it becomes more involved.

1. There are five critical observations that differate RUP from other development
methods: Work products - the business model, theceacode, and project

documentation - will be created and changed atyestage of the development.
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2. The project will progress in “waves.”

3. Risk management is imperative to a positive outcorhe time needed to
document risk to a project is valuable and caneaghored

4. Each phase will end with a go/no-go decision. Tlenthas the opportunity to

decide whether to proceed or cancel for any reasanircumstance allows.
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& Change Mpmt
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i

Figure 5. The disciplines and phases of RUP and éssociated timeframes. (Ambler, 2005)

The view taken by traditional developers is trathediscipline occurs substantially in
one phase. Viewing the hump chart, Figure 5, revit all disciplines are in motion
throughout the RUP lifecycle.

Essential to the successful implementation of geptas “early and intense involvement

by the customer” (Hirsch, 2002). At the Inceptidadg®, a comprehensive use case study is
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undertaken. This involves interviewing all stakelevk regarding their needs, their current usage
and what they expect of the new system. Duringelaboration Stage, the stakeholders are re-
interviewed as the requirements are drawn up. pilasess, coupled with rapid testing, gives the
stakeholders and developers the opportunity toeedrtifacts continually as the larger view of
the IS evolves. Through the Construction and TteomsPhases it is essential to maintain
collaboration between developers and stakeholtieosigh effective communication. At the
conclusion of each part of the lifecycle, the dimsnallowed to decide whether or not to proceed.
Feedback is critical to this decision. If expedas have been managed effectively, the risks
have been addressed, the cost benefit is apparéniha IS functions as required, the decision to

proceed to the next phase or to begin the nexttiter will be simplified.

Much like a day-to-day business operation, multifdeations are released sequentially,
so the work may be in multiple phases at any gtiraa. Figure 6 shows the incremental release
of an IS into production over time. RUP practitimplace a great value on this incremental
process as it allows them to begin testing evahebusiness modeling, requirements and IS

analysis progress.

Incaption | Elaboration | Construction | Transirion| F‘rodumion|

Initial Drevelopment Cycle a Production Rebease 1

—

Elaboration

Inception Construction | Transitiorl| Pmdumion|

Development Cycle 2 o Production Release 2

Af_‘“———-——“"f/

Inception | Elaboration | Construction | Tran$iti0n| Pmdumion|

Development Cycle n 0 Progduction Release n

Figure 6. The iterative nature of RUP releases. [{em 2005)
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Consider the experience of Zuhlke Engineering AGaily builds are the rule...We are
incorporating minor change requests...into a runitgrgtion” (Hirsch, 2002). Problems are
identified early on thus the value this approadhds to the team. Debugging is less time
consuming and issues related to how multiple coraptainteract arise and are addressed before

they are incorporated.

Methodology

In their seminal work on Design Science, Alan Havand his associates point out that
that in order for a study to be considered desmerse research it must not simply be a routine
design or system building effort; utilizing a chiskdeveloped by another party is not in and of
itself Design Science. Further, they conclude thatkey differentiator between routine design
and design research is the clear identificatioa obntribution to the archival knowledge base of
foundations and methodologies (Hevner, March, R&afRam, 2004). However the unabated
“proliferation of new methods and tools for devetgpinformation systems... (could be
referred) to as a “methodology jungle,” a seemingigenetrable maze of competing ideas and
notions” (llvari, Hirschheim, & Klein, 2001). llvaet. al. go on to discuss the multitude of IA
frameworks and how new ones are released oftethautor all their information, most simply
restate a few basic implementations including taehfhan framework among others. So for all
the development that is occurring, one needs toealige merit of the majority of the effort, and
yet all of this should be construed as researchimvihe confines of each implementation. Just
because an idea is characterized as a best pratdies not mean that it fits a specific
organization, indeed, the idea of a best practteduld be replaced with the idea of “best for
purpose” as most “best practices” are modifiedttthé needs of the organization applying them

and each organization will apply various practiitesn many sources to build their network.
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Information system security research can be classifi four broad categories:
checklists, risk analysis, formal methods and apfiroaches (Dhillon & Torkzadeh, 2006).
Thousands of checklists have been proposed andogedeover the years, multiple risk analysis
models created and hundreds of formal frameworkissaft approaches to information systems
design have been proposed, but yet the notionfofiration assurance as a science is still young
when compared to other computer disciplines. Wihilestigating the usefulness of information
security surveys, (Baker & Wallace, 2007) found thach of the previous effort surrounding 1A
centered on the technological sciences, and fyrtheir survey indicated the lack of
concentration on the business sciences that comptisecurity in other areas. (Hevner et al.,
2004) state that “the effective transition of st into infrastructure requires extensive design
activity on both the organizational and technolaggides of a business to create an effective

information system”.

. Strategy Information
Business Alignment
- > Technology
Strategy + -
Strategy
- : Information
Organizational
9 Design Sgslgms
iviti esign
Activiies pDesign
Infrastructune -
Organizational Aggnment Information
Infrastructure - - Systems
Infrastructure

Figure 7. Organizational and design activities shgvalignment patterns. (Hevner et al., 2004)
In their work on strategic alignment (Henderson &\atraman, 1993) examine the

relationships between business and technology deweint and organizational and 1S

infrastructure a successful organization will uséeverage technology applications within their

organization. Figure 7 explores two predominagasiof alignment in the Business/IT arena.
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Business/IT strategy misalignment has been wrdtawut to varying degree, and while it is hard
to imagine a CEO walking into the board room arstaésing the Business/Sales disconnect, or
the Business/Finance disconnect, none-the-lesgélaehas been a popular argument for the
miserable shape of IT projects and implementatighimbusiness today. Interestingly however,
the second area of misalignment, the OrganizatiSaifrastructure disconnect has had very
little study. Proponents of technology know thatithools are robust, and thus, assume that
everyone will embrace them. Unfortunately thisas the case, and often the technology
infrastructure will be adjusted simply becauseuber base eg. the organizational infrastructure
won'’t accept a system as proposed.

Design science is a way of understanding systeraldpment because “management
should not conceptualize technology as a toold¢hatbe used to achieve some purposive-
rational aim. Instead the constructivist's (dessgience researcher) proposal suggests that the
managerial use of technology interacts with its asel forms a part of the environment that
shapes its reality’(Zelic & Stahl, N.D.). Desigrieste helps the developers communicate the
use and function of a system directly through teeetbpment of artifacts that simplify complex
transactions in a way the general user can grasgphais become comfortable. This process of
artifact creation offers business the best solutiaime organizational/lS infrastructure
disconnect.

Conclusion

This chapter presented a literature review detailne crucial needs that IA can help
small business address and some of the benefitertnizations can expect when
supplementing their technical security program i holistic management approach IA offers.

Research on risk management lead to an investigatia system development lifecycle (SDLC)
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and the chapter looked at compliance and disasterery. Chapter 2 also presented a solid
theoretical basis for the methodology used to modelmation assurance at the subject

company, which will be discussed in the followirtgapter.
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Chapter 3 — Methodology

The previous two chapters detailed the importafideformation Assurance (IA) and the
benefits of developing a comprehensive procesmformation system development in the small
business arena. The main shortcomings of the irdtom reviewed is that while it is all well
known, the volume of work required to properly seca small business network can be daunting
for the typically overwhelmed and understaffed depant. This chapter focuses on the
processes, tools and artifacts used to analyzenbct of IA on the subject network.
Process

The main goal of this thesis is to answer the goestf information technology (IT)
professionals struggling to bring security to a kimasiness where the tools and techniques are
well knows, but little time is given to the goventa of these tools in a way that fosters cohesive
information system (1S) development.

Design science research was used because it aglrelsat are considered to be wicked
problems (Hevner et al., 2004). That is, those lerob characterized by the problems illustrated
in Table 4.

Table 4. Character of Information Technology Profdeaddressed by Design Science.

Unstable requirements and constraints based updefihed environmental contexts

Complex interactions among subcomponents of thiel@noand its solution

Inherent flexibility to change design processewel$ as design artifacts (i.e., malleable
processes and artifacts)

A critical dependence upon human cognitive abdife.g., creativity) to produce effective
solutions

A critical dependence upon human social abiliteeg.( teamwork) to produce effective solutigns

(Hevner et al., 2004)
Design science is also dominated by artifactscthation of which can be expressed as
software, formal logic, entity relationship diagmmetwork maps and policies; in short, any

high level interpretation that enables the end-tsenderstand the problem and the feasibility of
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the approach used to solve it. For the case sthdynitial assessment indicated that no formal
documentation of any type existed. It was theref@m®essary to create a formal approach to how
this documentation would be developed. Due to tmeptex nature of this endeavor, many
companies fail to do any formal examinations ofrteavironment. The situation only grows
worse over time as users push the systems tolitinés; perform their tasks in an insecure
manner; and ask for more tools without fully un¢kemding the ability of their current software.
As this project evolved, the only logical coursesw@ produce policies, procedures and
supporting documents for each step which wouldejthé project and ultimately create a
replicable process for applying information assuoesstrategy to a small business. Focusing on
policy and procedure development as a project éhtaritself greatly sped up this tedious
process.
Statement of Work

Scope creep, as detrimental as it is to any majdedaking, is particularly pervasive in
the IT community. The annuls of IT developmentfdled with stories of implementations or
projects going over budget, over time or simplyngeabandoned due to poor planning. Bringing
information assurance strategies to a small busiises major undertaking, especially where
none existed before. The participants will uncawnejor deficiencies in the policies, processes
and system configurations that all beg to be adeésnmmediately. The challenge then is to
remain focused on the goals throughout the proddssbest way to accomplish this is to write a
statement of work (SOW).

Management buy-in is crucial to the success ourfaiof this type of project and thus the
researcher set out to create a statement of woidhwiould define the project in terms that

created value to management. Taking the betteoparto months to produce, the statement of
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work (Appendix A) included an overview of the outo® and defined the timeline and the major
deliverables of the project. Focusing on the SO\&f dke life of the project kept the project on
task and clarified what was outside the scope tadukessed at a later date.
Policy and Procedure development

While writing a policy from start to finish can lreistrating, there are many internet sites
that provide information and even templates to gug process. An online search for
“information security policy development” yieldestar 46,600,000 results in 0.20 seconds; so
clearly this is a popular subject. One positiveegspf this research project actually turned out to
be the fact that no previous work had been dormeesequently there was no reference which
meant that process and procedure could be introdas@eeded.

From the outset, the SysAdmin, Audit, Network, Sggunstitute (SANS) information

security policies template page availablétab://www.sans.org/security-resources/policiess a

valuable resource. SANS not only provides tempjdtesy encourage their active use stating
“there is no cost for using these resources. Thengwompiled to help the people attending
SANS training programs, but security of the Intémhepends on vigilance by all participants, so
we are making this resource available to the estremunity”(SANS Institute, N.D.). SANS
feels that information security is so importanttttineeir intent is to foster uniform security
development by openly offering these resource®ticypand decision makers.
At each phase of the project the first questioredskas “what are we attempting to

accomplish?”

* Protect people and information

» Set the rules for expected behavior by users, syatiministrators, management,

and security personnel
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» Authorize security personnel to monitor, probe amnvestigate

» Define and authorize the consequences of violation

» Define the company consensus baseline stance aritgec

* Help minimize risk

* Help track compliance with regulations and legisiat
(Canavan, 2006)

Many phases were defined by more than one respbuta) every case, a policy,
procedure or guideline was established and braiogmianagement for authorization prior to
continuing. In some instances, merely approvingoibleey was sufficient to move on, in others,
approval to proceed was given for study purposesdecision to implement the document
would be made, where possible, after the proscninmdt was complete; thus establishing a
baseline reasoning for the document.

I nventory

One of the important considerations for IT managdneeto understand what physical
and virtual IT assets an organization owns and gesiaA good inventory provides information
that is useful to daily system management, busiogge asset tracking, and security incident
response. With upper management and departmedits@port, an updated the IT asset
inventory policy and procedure was created baseg@uirements from Theater and Arenas, the
managing agency. The disposal policies and proesdcane in accordance with the City and
County of Denver (CCoD) Technology Department dardl@CoD’s Environmental
Management System (EMS). The CCoD is one of tisé itunicipalities in the country to
implement International Standards Organization §IS@01. “From pollution prevention and

resource conservation to increased operation@ieficy, Denver's EMS has many
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environmental and business rewards. An EMS wiledaenver residents tax dollars, promote
environmental stewardship and improve the city'skiv(Denver, 2008). The CCC'’s efforts in
this area represent a major component of the DeeMS program and a healthy choice for the
CCC because the convention industry as a wholées@alarge waste stream and any reduction
will benefit the operation.

Documentation

Information assurance is design science, thatssyahat the information strategies
developed to secure an organization rely on thiaets that design science creates to understand
the strategy. For this research effort then itripartant that the documentation process, creation
of artifacts, is done alongside the strategy dgwekent. Too often, management creates a
strategy in a “back of the napkin” style, enactadicy and procedure by fiat without
committing it to writing. The idea that puttingpalicy in place and documenting it later,
becomes put a policy in place, now put a procegdace, put another policy in place and
document it all sometime. Small business is chgherto produce more with fewer resources
than larger companies and at first, the documemtadrocess will slow a productive process, but
if rigorously adhered to, in the long run, docunagion will save time.

Instead of viewing documentation as somethingslmavs work, the business should
consider documentation part of work. There arerabrar of time saving benefits to having a
well-documented network. Documentation is:

» A troubleshooting tool—when something goes wromgl & will, documentation
serves as a reference that can uncover a causityrdpiis saves the company

time and money.
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* A training tool—a new hire can learn more quickigrh printed references than
from the show as you go approach many small busasesperate from. This
saves the company time and money.

» Atool for contractors—Major projects like auditsapplication development are
expensive. If a contract needs to spend time redestng details of the network
infrastructure, or the processes and proceduresrgmg the organization, they
use time that could otherwise be allotted to moviregproject forward. This
saves the company time and money.

As the research for this project progressed, eadregery phase was documented, notes
were taken in real time as to what was discovenedas the project moved into each phase, the
artifacts, polices, procedures, diagrams and wele created, written down and presented to
management for approval. Each artifact was theceplan a readily accessible place, and used
as a guide or reference for subsequent phases pfdfect. The end results show that this
process greatly increased the efficiency and siyoofrithe subject network.

Network Management

Though network management software is a given fediom-to-large firms, the average

small business can't justify the cost of these agp& programs. After researching the available

tools, Spiceworks 4, availablewatvw.spiceworks.conwas the overwhelming choice because it
is free network management and discovery softwsireed at the small business market the
software gives resource-scarce firms the capabdiipstall a computerized system to inventory
and manage network devices, desktops, servergrardrs. Spiceworks 4 also contains a
network mapping utility and a web based help desktecketing system built around a queue

that allows employees to request assistance. Allede capabilities are essential to insuring that
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any policies developed can be effectively impleradnmanaged and enforced. Once again,
policies and procedures needed to be implementgditie the use of this application, however
since the overall outcome to the end user shoublal gerformance gain, these documents
required only tactic approval from upper management

Once Spiceworks was installed on a dedicated watikst it was necessary to configure
which subnets to scan and input the administratooant information for the network. The
software polls Active Directory, pings the netwaookiocate devices, and gathers information
about them via multiple protocols including WMI fédfindows PCs, SSH for Mac or Linux
systems and SNMP for things like printers, switghesters, etc.
Risk Analysis

TRA as modified by the Defense Signals Directodditihe Australian Government,
approaches analysis by examining threats and wkbke looking at the consequences they will
bring if they occur. TRA is based on four stepduding asset definition, threat assessment, risk
analysis, and recommendations. TRA uses a threagjsystem such as in table 5 to prioritize a
threat.

Table 5: Probability Rating System

Rating Probability

Negligible Unlikely to Occur

Very Low Likely to occur only two or three times
every five years

Low Likely to occur within a year or less

Medium Likely to Occur every six months or less

High Likely to occur after a month or less

Very High Likely to occur multiple times per month
less

Extreme Likely to Occur multiple times a day

(Weaver, 2007)
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After a threat is prioritized, a second rating sysiis applied to the consequence of the threat
occurring such as illustrated in Table 6.

Table 6: Consequence Rating System

Description Consequence
Catastrophic Threatens business continuity andwalrv
Major Threatens the continuation of basic

functions of the program or project and
required senior-level management
intervention.

Moderate Does not threaten business continuity but
could result in major review and
modification of procedures

Minor Could threaten the program’s efficiency of
effectiveness but can be dealt with
internally.

Insignificant Can be handled in daily operations

(Weaver, 2007)
Assigning both a threat and consequence ratingdb gsk results in picture of the true

risk faced for each occurrence. For instanceeadirthe facility would be rated as having a
“Catastrophic” impact on the business, but theatrating is “Unlikely” because the building
has modern fire suppression systems. The consegoéata leakage is “Moderate” but the
threat rating is “Medium.” IT managers then usertarices to develop recommendations that
control risk by balancing their response and tlwgsi$ing their spending and effort on the proper
amount of protection without needlessly focusinglmwrong risks.
PCI compliance

During the threat assessment, Merchant-eSoluttbegayment card clearing house for the
CCC requested that the organization become PCIl-da&Hliant within 90-days of notice. The
study organization was identified as a Level 5 Mart and thus was required to answer Self-

Assessment Questionnaire B / Imprint Machines an&falone Dial-out Terminals only, no

Electronic Cardholder Data Stora@éis created yet another challenge for the ptpjmd it was
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a welcome chance to further examine the logicatrotgrxand policies of the organization and the
timing was prescient given the current activities.

Tool Development

Due to the severe nature of the current economaition facing the organization and
the City and County of Denver funds for IT auditifivghs or specialized PCI compliance
software was not available. To minimize the prolderhcompliance uncovered in Chapter 2 a
novel approach was needed. In recognition of thieoadstyle of network development the CCC
has experienced and the fact that no formal riskssmnent had been conducted to date a
modification of the California Office of InformatmoSecurity and Privacy Protection (COISPP)
Information Security Assessment Tool for State Ageswas proposed. The COISPP tool was
intended to “assist agencies in determining theeaketp which they have implemented an
information security program or framework...” (Califida Office of Information Security and
Privacy Protection, 2008). Key to this tool is arsitg system where questions are rated from
“not implemented = 0” to “fully implemented = 4” yBapplying this scoring system to the 226
guestions in the 12 specific requirements of tRecategories of PCI the user can quickly
establish their organization’s ability to meet cdiaapce and identify the areas of specific
concern where the organization should focus iwreff While the SAQ provided by PCl is
limited to yes/no responses, the tool developeddas COISPP efforts is quantitative and thus
allows a high degree of initial assessment. The, gased on the results of the tool survey, was
to provide a more nuanced understanding of therg@nd control deficiencies in the
organization’s systems. This understanding foctlsearganization’s efforts on those areas

where compliance was easily addressed and those wieemost risk was revealed.
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For IT risk assessment, the COISSP effort is easippted to the PClI SAQ-D
guestionnaire. To apply the risk assessment conleptes/no responses were substituted with
scoring fields. The sum of all the fields in eaefquirement is then divided by the total number
of fields revealing the average score. For PCl-D&8pliance, only answers of yes or not
applicable (NA) are acceptable. For this assessintvas assessed as fully implemented to
properly address its irrelevance in the overallysis. The average score for each requirement is
transferred to the Action Plan worksheet. Any ageri@ss than 4.0 is judged as an area that will
need to be addressed. Lower average scores repregaimements that will require more work
to fully implement. The completed spreadsheetceated in Appendix C.

Secure System Development Lifecycle

Most people who work in a technology capacity arifiar with the concept of a system
development lifecycle (SDLC); this researcher idtroes the concept of a Secure System
Development Lifecycle (SSDLC) to inform system adistrators, management and contractors
on the guidelines necessary to ensure that thenizagaon’s systems remain secure as new
development occurs.

Rational Unified Process (RUP) with its incremétad rapid development phases was
chosen as the starting point for the Colorado Cotiwe Center's SSDLC. Because RUP does
not follow the traditional waterfall approach of d&velopment, the main criticism of RUP is that
it relies heavily on artifacts to detail the prdjeelowever, because the project relies on design
science methodology, this argument lends creditititRUP in this context because artifacts
make it possible for the stakeholders to understhediow of the project. According to Hirsch,
“one key to a successful application of RUP ...is¢aeeful selection of the proper subset of

artifacts...” Each implementation is planned accagdmthe level of risk involved, thus the
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highest risk IS becomes the framework for all otte@relopment. “Effective development teams
raise the level of abstraction ... by reusing exgsthork products, and by focusing on
architecture to think through the big issues eirithe project.” [Ambler, S.W (2005)]
Essentially Ambler and Hirsch have shown how RURIte the ad hoc nature of a small
business’ system development, but by using thi©iatetlogy, structure and therefore security is
introduced into the process. By reducing the nurobartifacts required for the iteration, the
time frame of each life cycle is decreased andyséem administrator in such a small business
now has a guideline to effectively manage all thewvelopment requirements.

In Chapter 2, Figure 2 from NIST detailed an ideBLC, the characteristics of each
phase and how risk management supported thesespfidsetarget system, and in this
researcher’s opinion, most small business systaws teached phase 4, operations or
maintenance, but sit at or below phase 1, initigtio terms of risk management, where risks are
identified to support the development of the system

By introducing RUP the project uses multiple sliterations to increase the level of
security rapidly. The focus is not on reengineethngsystem, but rather through the use of an
SSDLC, to reverse engineer risk management sdhtbatystem operations and the risk
management activities match one another. Fronpthigt, the SSDLC is then to be utilized by
the system owners to support future developmentndying the organization from ad hoc
implementation to managed but rapid development.

Conclusion

This chapter presented the research methodologltosessess the Colorado Convention

Center’s level of information assurance. The obapégins with a justification of the use of

design science and how the creation of artifactsauts the level of understanding for the
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participants and an organization’s management.chiapter then describes how work would
progress with the creation of a Statement of Wot&rided to maintain the project focus. This
was followed by a description of the documentabemg done and the creation of policies and
procedures to support that work. A detailed disicurssf the risk assessment process and the
concept of compliance followed and the use of ratiaunified process (RUP) was discussed as
the foundation for the creation of a secure systemelopment lifecycle that the organization
could follow for future implementation. Chapter 4lwiscuss the application of the concepts in
Chapter 3 and provide insight into how quickly agamization can improve their security stance

through the implementation of information assurance
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Chapter 4 — Results

The primary objective of this project was to pravgmall business with a process to
follow that would lead to the application of infoation assurance (IA) principles when
evaluating and improving their information securifye previous chapter focused on the
methodology used to create a system of evaluatimegwsork, the controls necessary to secure
the network and a framework for implementing a secsystem development lifecycle into even
the smallest of business that will improve secunihere the technology team is limited in size
and expertise.
Inventory and Network Documentation

As noted before, it is difficult to secure an unlmothus a physical examination and
inventory of all the associated hardware, sensasurity appliances, desktops, peripherals,
hubs, switches, and routers was performed. Duhisgpreliminary phase, it was noted that a
current asset inventory as required by the city wessailable and that the formal processes
recommended by the city were not followed by théo@mo Convention Center (CCC) or its
managing department, Theaters and Arenas. At the siane the city lowered the price
threshold for technology assets requiring invenfomyn $1000 to $250 which required an
invoice search and physical confirmation of allagsets purchased dating back to January 1,
2004. The first policies developed out of this dfiaclude an IT Asset Inventory policy, and an
IT Asset Disposal policy resulting from the stodkmf abandoned gear that needed to be
securely removed from the facility. Both policiee éocated in Appendix E.

These policies were roundly embraced by financeiaote week, the inventory process

revealed that the facility had 265 devices andr8@wal devices connected to the network and an
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additional 62 workstations that had been takerobservice awaiting disposal. The existing
inventory also contained what appeared to be anglamission, according to the list, the facility
owned 14 laptops, but physical inspection only aée@ 12. Fortunately the invoice review
revealed that two devices on the existing invent@g actually been issued return merchandise
authorizations (RMA)s because they had been tradedfter having been found to be defective.
The laptop inventory was correct, but due to a pamking procedure, difficult to maintain. A
Laptop Checkout Policy (Appendix E) was developedddress both the physical and data risk
associated with portable devices. The inventoogess yielded three quick wins for the project:

1. The discovery of 265 devices connected to a C-Classork explained the IP
conflicts and network instability that had beengoiiag the network.

2. Personal devices were removed from the system inatedygl as they were not
controlled by the company and the researcher aoati@dscertain any business related
function associated with their use.

3. The proper disposal of 62 workstations immediatielgreased the facility’s exposure
to data loss from theft or improper disposal.

While compiling the physical inventory, it was alsoted that there was no cable
management; all wiring closets were cluttered ac#tdd any formal port numbering or wire
labeling, and that physical security of the netwaskets was non-existent. Figure 8 illustrates
both lack of physical security and cable managenmewhat then was the main server room; a
coat closet, with no lock, adjacent to the recepticea of the administrative offices. It was even
worse before the cables were bundled to accedsattieof the server.

Additionally, there were no policies in place retjag how the network should be

documented nor were there any wiring diagrams twaork maps. These tools are essential to
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the baseline security of any network, and crittoahe health of a network as wide spread as this
facility’s.

Working with the technology staff and reviewing dogents available online, the CCC
developed a comprehensive documentation policys paiicy in Appendix E was extremely
beneficial; as the physical inventory progressied staff also had the understanding of the goals

and a process to quickly document and label dewsdbey performed the inventory.

Figure 8. Main server room condition pre-project.

Through this documentation, it was discovered tioaie of the 26 switches in the system
had been reconfigured; all vendor supplied defsedurity settings were still in use. This major
security vulnerability had to be addressed immetiaand thus another policy was written
Appendix E. The standard SANS template for roudeusty is very stringent and some
reworking was required as the Scope of Work ieppdly affect the organization’s security
stance. In this case the SANS policy can be vieagethe desired ending point; the initial policy
was written to address the immediate need to teeadefault security policies only, leaving the

other recommendations for future development.
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The CCC exclusively uses HP Procurve switches emptbduction network. HP
Procurve switches have a reset button that allawerae with physical access to the device the
ability to restore all the settings to the factdefault. With this second significant vulnerability
related to physical security, a physical accesgy@las created Appendix E. Implementation of
this policy required a complete review of the keyprocess and resulted in the purchase and
installation of new key sets for all 46 locatiohsaddition, the key process was changed so that
only technology staff physically carried keys tedh areas; all other support personnel are now
required to check out keys from security when thegd access to these areas.

Baseline of the Existing Network

In order to evaluate improvements in 1A on the ¢éagystem it was first necessary to
measure its current state of security and matug#gh proposed concept could then be
compared to the current configuration, the basetméeetermine which proposals benefited the
organization. The initial process of inventory alttumentation was necessary to attempt a
baseline. The first step was to create a high-ldiagram, Figure 9, documenting the logical
construction of the network.

With a picture of the logical makeup of the curreatwork, it was quickly apparent that
rapid improvements could be made and were necesHagymost glaring issue immediately
facing the researcher, as noted in the inventoag that the single subnet was a C Class block of
255 ip addresses while the organization employédd2®ices. Clearly new subnets were in
order.

Another alarming finding was that the organizatitich not have any management
applications or management console to monitor netaotivity. The existing domain controller

was running Websense, an enterprise level weln, filté no reports were being generated and all
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logging was shut off within the server so no atyiar health data was being collected.
Additionally, within Active Directory, there wereraimber of active accounts belonging to

individuals who no longer worked for the company &nwas clear that no user audits had been

performed.

10.201.200.1-254 Subnet

~

Primary Users — Client Workstations (80)

Domain Controller

- Document Server Environmental Control Environmental Backup
VVvebfilter Scan Manager
Print Server
File Server
Backups
Payroll Server

I
Un

—

Video Contollers (12) Parking — Pay Stations (19) t_igrf:(t_ing gonl:rol
ighting Backup

u

Video Servers (10) Security — VWeb Cameras Fan Controllers (18) Printer — MFP (5)

[

=
(=1

CAD - Scanner Access Control (3)

- 7
Cisco ASA Gateway and VPN
=
- Exchange Blackberry — Remote Users
Enterprise Management EBMS Exchange ADP
Parking Workflow Server Payroll

Figure 9. Original logical architecture
Focus then shifted to the desktops within the degdion which did not appear too

concerning. All the desktops were running Syma#tedpoint and most were set to notify users
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when automatic updates were available from Microgafrther investigation however revealed
that many users were ignoring notices to instatlaies and had disabled functionality within
Endpoint so that Live Update was not running arahsmg was stopped. Obviously these were
major security vulnerabilities and this finding aéohighlighted the aim of the study. The tools
were marginally in place, but worse, the organaratlid not have an acceptable use policy or
any security policies dictating user expectatidngight of this, even where the technology
department had attempted to protect the organizatieers had simply disabled the efforts.
Whether these actions were out of ignorance oruspgse, the technology department would
never improve the situation without managementtkivey of policy development. To
immediately address this situation, an acceptasdepolicy and virus protection guidelines were
crafted Appendix E.

The most obvious desktop improvement would be tdra#ly control the Anti-Virus
application through a managed console. The Syméiotatse was out of date and Kaspersky
Anti-Virus 6.0 was chosen as a replacement. Casinays a consideration and a desktop license
for Kaspersky was 50% cheaper than a similar Syeeditense and Kaspersky packages a
server application and a management console waih ¢nterprise edition at no additional
charge. Further investigation revealed that Kagyenas become a well rounded and functional
package, and the company is very aggressive inrdsgarch and update methodology. To
prepare for the installation, the technology deparit had to go through the entire user base and
manually remove all Symantec programs and regesitgies. This process was accomplished
during an overnight maintenance window when altml& connections to the Internet were
disabled. Configuration of the administration cdagook the better part of two hours, but was

straight forward. For system installation, the adistration console installs a network client and
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the application on each computer. This processrbaga0:00pm and by 2:30am working in
batches, the client and application had been dedlty all 87 computers and reports began
coming in. At 2:30am, the administrative consoleswaed to instruct the client machines to
simultaneously perform a deep scan of all proces$es, registries and directories. The results
were not good, but not surprising. Of the 87 corapmuplaced under console control the average
device had 20 identifiable viruses, trojans or othalware each. Installation of software and
control of the network via a management consolerteagr been attempted at the facility and the
ease of installation and management proved a miigvéactor in upper managements’ decision
to move. While the general manager supported fioeted number of the other senior staff
guestioned the idea of monitoring. The human ressudepartment and the Director of Finance
were concerned that the monitoring would give gahhology department access to sensitive
information, which of course it does. All this cenc is warranted, and the researcher felt that, in
the best interest of the technology staff, a polsgpendix E) defining what the monitoring
would and would not do, how it would be used an@wdonstituted abuse needed to be
understood by all and acknowledged by the techiyosteff before moving forward.

Spiceworks, the freeware network monitoring suitesen for the project due to the
attractive price, intuitive design for users faamliith current browsers and because the
application has a built-in help desk ticketing systthat would allow the facility’s users to
submit help requests. A policy for the use of tepldesk was written (Appendix E) and
distributed to all users. Enforcement in this atar case is straight forward, regardless of how
the request is presented to the technology stiitilig; each member would redirect it to the
ticket system. Over time users accepted this psosesause they were given access to check the

status of their issue, provided regular updated usnderstood that the timeline for remediation
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was being followed by the technology staff. Théhterdogy department gained a new level of
trust from the employees and the overall IT sitwategan to improve as the technology staff
now felt like an empowered part of the overall aigation where they had felt isolated and even
distrusted in the past.

Spiceworks claims that for best performance thegpliaation should be used on networks
of 500 or fewer devices, so at 265 devices, theordt fit within the parameters. After
installation the initial scan was complete in apgmately 40 minutes discovering nearly all
devices ranging from PCs to SNMP enabled temperaiomtrols. Unfortunately there were a
few devices that Spiceworks failed to properly iifgnand a smaller number that it simply did
not see. By adjusting the logon information andirmglén additional scan with different network
credentials all the devices were found however sohtieem still would not fully update their
software inventory or configuration levels. Thisus was a small inconvenience compared to the
wealth of information uncovered.

Once the scanning was complete, the Spiceworksdasth provided an overview of the
network where we found many concerning issues.iientory page displays devices
organized by category and let the researcher obtairmmary of overall configuration info for
individual devices, software installations and pd&vels. The most concerning discovery was
that 23 of the 86 Microsoft XP desktops installeatighout the facility lacked service pack 3
(SP3) and were running Internet Explorer 6.0 ()B:6lower. Microsoft developed SP3 to
address major security flaws known to exist iroperating system, and has ended support for
anything below Internet 8.0 due to known vulneii&ibg in their older browsers. As mentioned
in Chapter 2, the majority of exploits come fromagbes that have been identified for a long

period of time. In this case, the organization eggosed to flaws that had been around for
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years, but users had ignored recommendations atregnediating these issues. Having finally
compiled all the baseline artifacts for the netwakging from basic policy and procedure to
logical diagrams and network maps, and with th&lfeion of two monitoring tools, the project
moved into the threat analysis phase.
Threat Analysis

The CCC'’s mission is to support adult continuingeation through the hosting of
meetings, seminars and tradeshows. While not pilyraar information technology intensive
business, the CCC relies on the IT infrastructareebmmunications, security and life safety in
operation of hosted events. As mentioned in Cha&htéhreat and Risk Analysis (TRA) based
on the Australian Government’s interpretations selected for this phase of the project.

Asset Definition

Step 1 of TRA, asset definition, was greatly enledny the initial inventory discovery,
but now focus turned to physical assets like anditioners, wiring closet hardware and other
non-IT assets that none-the-less impact the operatis of February 14, 2010, the Colorado
Convention Center (CCC) local area network congisfer5 windows computers connected to 6
servers, with both copper and fiber optic cablenmig through 46 wiring closets. 112 users have
been granted access to CCC'’s network resources fflEmework serves as the foundation for
the CCC'’s electronic communications and increagirggbecoming an essential component of
the operation of the facility. To date, no wireleapability has been included in the network and
no users are granted access to services like ém@lnon-company devices or mobile phones.

The assets listed in Table 7 became the focuseahttial assessment.
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Table 7. Asset Definition List

Asset Role

IBM X345 Server Domain controller, File server,Rrserver
and Web Filter

HP Proliant 5G Document Management Server

75 HP Desktops varying from New to 5 yearsPrimary work tools for information workers

old

Infrastructure cabling Cat3, Cat5, Cat6 and | Signal propagation throughout the facility

both Single and Dual mode fiber

20 HP Procurve Switches Production network aggregdlayer 3)

8 SMC 1 Gig managed switches Security system LAaMe(l 2)

46 Wiring closets Signal distribution to all aredghe facility

PBX Currently housing HP 5G only

Administration Coat Closet Currently houses themsarver and backup

Lacie Biggest S2S (sata drive) Back up storage

Kaspersky Workstation and Server AV Anti-virus

MS XP, 2003 and 2003 enterprise Operating Systems

Alchemy Document Management Software

Global Scan MFP Scanning Software

5 Ricoh Multi-function Print devices Distributediqer scanners for all document
production.

Microsoft Office 2007 / Adobe 9 Pro Standard prdduty suites installed on all
desktops

Stultz 1 ton internal cooling unit HVAC unit in PBX

Excel Energy Utility Provider for the CCC

Threat Assessment

This was the first assessment ever done on the@izajeon’s network infrastructure so
focus was placed on the obvious essentials. St 2hreat assessment was accomplished by
examining all the assets identified in Step 1 fathiphysical and logical vulnerability. A path
for future improvements will be discussed latethis chapter with the introduction of the secure
system development lifecycle (SSDLC).

Hardware and Infrastructure
The CCC utilizes an IBM X345, named IBMSVRO1, rummnMS Server 2003 and MS

SQL 2005 for primary data storage and print seaeeess. IBMSVRO1 consists of five installed
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250G hard drives and one external LACIE hard dravstore all data and services for the 112
end users in the facility. This server also oparatethe domain controller and gateway for
CCCDOMAIN supporting the single local area netw@rRN) in the facility. In addition the
server hosts the application manager and databpssitory for the organization’s web filter.

IBMSVROL1 is crucial because all financial data utthg budgets, profit and loss
statements and balance sheets, all policies, puoege@nd guidelines, all human resource
information and all electronic communications retythe availability of this one machine. It is
fair to say that the amassed organizational knogdeaf the business is centralized in this one
area and a loss of this knowledge would put thammgtion’s long-term business health at risk.
Not accounting for purchase price, the data sasvitre single most valuable asset that the CCC
must seek to protect.

This analysis identified a number of vulnerabibtielated to IBMSVROL. First, the
server is located in a closet converted to a comeations closet in the administrative offices of
the facility. While the area is under video sunagite, the closet is accessed by many different
entities and no locking mechanism is present whaakies the server vulnerable to damage, theft
or direct compromise. Second, IBMSVRO1 has beaparation for over three years and is
beginning to display signs of instability; powepply 2 recently failed and the decision to repair
or replace the server has not been finalized. Thind by far more troubling, the backup device,
the Lacie Biggest S2S is located alongside IBMSV.ROt only are back up jobs failing
regularly, leaving the organization exposed tota ttzss, the presence of the backup device in
the same location as the server it protects, ldaverganization dangerously exposed to breach,
theft, or destruction. In short, the organizatismot prepared for any type of major incident

related to its main server.
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As mentioned earlier in this chapter, the orgamzés vulnerability extends to its
desktop assets. In most instances, patch managéeebeen left to the individual custodian of
the device. No process has ever been introducedftwce patching levels and no scans have
been done to determine the patch levels of indaliduachines. In addition, prior to the
introduction of Kaspersky, the end user had thétalo disable the anti-virus scans and
updates. While this management is now performetthéyechnology department, it is
recommended that security policy changes be matteettmcal computers through group policy
so that users can’t delete the program outright.

Public assembly facilities are built to be flexilaled accommodating to rapid
reconfiguration based on the needs of the evemigpying their space. This flexibility means
that the data infrastructure and the closets ptiogethem are in a constant state of flux. Wiring
closets supporting data distribution are locatedughout the building often in out of the way
places over 1000 feet from the Main distributioarRe (MDF). The cable running to these
closets does not always run in the provided cablestand all of the cable is exposed. It is
concerning that work performed at any distance ftioenclosets could adversely affect
connections and that without redundancy, an ung@drbDenial of Service (DOS) to portions or
all of the facility is likely.

Another infrastructure concern lies in the fact #lhpermanent facility wiring is easily
identified, having been run in red jacketed pleraable. The hallways and corridors that this
cable runs in can be accessed by anyone enteerfgdhity and these areas are all but
impossible to secure. It would not be difficult fom attacker to enter one of these corridors and
with basic data cable knowledge, splice into onthes$e lines. The amount of storage that occurs

in the corridors and the high level of transieaffic seen here create an opportune hiding
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location; even if an attacker were detected, bypBiraxplaining that they were “checking the
lines” could gain most employees’ trust.

The facility expanded rapidly in the early partioé decade and many areas of the
building contain inexpensive non-managed hubs naaufed by Linksys or SMC connected to
wall ports for the purpose of increasing the nunddetata connections in specific rooms. There
is no management of these devices and it is difftouell how many there are, where they are
located and for what purpose they exist. Thoughintiajority of the network is served static IP
addresses through IBMSVRO01, there is a pool ofytfidtHCP capable addresses provided
directly by the Cisco ASA. Because there are unmaddubs located throughout the facility
there is the potential for an attacker to simplykwa, connect to a wall port, obtain an IP
address and begin to attack the network from witténdomain.

Logical Controls

Little is done by executive management to estallisb is responsible for the overall
approach to security and internal control. Logaatess control is a vital part of an
organization’s overall security approach and thectigsion of the audit is that the CCC'’s logical
access controls do not adequately protect thersysten unauthorized use, disclosure,
modification, damage, or loss.

To determine whether access privileges for fornef and re-classified employees were
properly handled, a list all staffing changes froitober 1, 2008 to October 1, 2009 was
compared to current access privileges. Five indiis with active accounts were no longer
employed by CCC. No written policies and procedaresin place to inform the technology
department of terminations and there are no praesdo establish an audit trail when activating

and deactivating user accounts. Contrary to PCI-2g8irement 8Assign a unique ID to each
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person with computer accedbere were generic department accounts in liendividual
employee accounts which were used by several itha@s throughout the day.

CCC does not use any type of formal process tot giasess to the LAN, email server or
corporate database. With no formal process, CC@ataeadily verify or confirm levels of
access privileges granted. Two reassigned empleyeeounts were still valid within critical
systems including ones that gave access to finleawethhuman resource related information
even though their new roles did not require this.

Many of the security features within Windows Ser2803 (Win2003) are not being
utilized. Specifically, when a user ID is estabéidhMicrosoft 2003 allows the system
administrator the option of specifying a start @and date for an ID and qualifications for users
renewing their passwords. Group policy in Win2@@8 be configured to force the renewal
passwords but CCC does not employ this featuréh&yrthere are no restrictions on user
passwords including no provision for character tergy prohibition on the use of words and
names. In addition, the operating environment ltasstablished time-out or credential
refreshment settings. In two spot checks, one pedd at lunch time and one after hours,
employees had left their workstations and servesisas and any application they had been
using were still accessible.

CCC lacks processes and resources to provide eagdayith security awareness
training, and that the systems administrator wdagjiven access to training related to her
responsibilities. Further the CCC has not estabtiskidequate controls to ensure all employees
understand their responsibilities; there is no farAcceptable Use Policy (AUP) and no
requirement to sign or otherwise indicate undeditapof what does or does not constitute an

acceptable use of the CCC systems.
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Risk Assessment

This analysis utilized a light form of Threat anliRAssessment (TRA); the list of
probabilities was reduced to five factors wheredkample from (Weaver, 2007) included
seven, to the analyze the CCC information syst&wen prior to the formal assessment, it was
apparent that the network was vulnerable to sofiaiture due to the anti-virus situation and
the lack of a formal patch management plan.

The results of the initial assessment were categdrinto a matrix comprised of eleven
areas of concern and 35 individual threats. A Istairming session was then convened for the
purpose of assigning a probability and a consequeating to the identified threats. In this
session attended by the technology staff, memiarpper management and the security
manager, a rating scale and a simple mathematicaluta:

r=pxc
where r = risk, p = probability and ¢ = consequédisted in table 8 was introduced to help the
team assign the relative risk of each threat omtagix. The complete matrix is reproduced in
Appendix B

Table 8. Probability X Consequence = Risk; usegritritize the threat assessment matrix.

Probability Consequence
Negligible 1 | Insignificant 1
Very Low 2 | Minor 2
Low 3 [ Moderate 3
Medium 4 [ Major 4
High 5 | Catastrophic 5

Table 9 takes the weighted average of each thedegjary recognized and based on these

guantifiable observations, a report was prepar¢ailag the challenges that lay ahead of the
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organization measured against the policies thatdvioel required to support proper security for
information systems operations.

Table 9. Critical Threat Matrix weighted for pritization

Threat Scenario Risk
3. Technical Software Failures or Errors 20
1. Deliberate Software Attack 15
4. Technical Hardware Failures or Errors 13
10. Deliberate Acts of Information Extortion 12
6. Deliberate Acts of Trespass 11
9. Compromises of Intellectual Property 11
2. Acts of Human Error or Failure 9
7. Deliberate Theft 8
5. Quality of Service Deviations from Service Proders 5
8. Forces of Nature 4
11. Deliberate Acts of Sabotage or Vandalism 4

Recommendations

The CCC technology department has conducted amaiteystem-wide study of
network security concentrating on hardware vulniteds, logical control issues and policy
development. Presently employees store policiexgaiures, maps, diagrams and other
operations related information on the local arda darver. Set up information is transmitted
electronically; even the process of ordering ugditby exhibitors for various events is handled
by this network. Research in Chapter 2 demonstthgesevere consequences of a breach or data
loss incident and serves as a warning to the C@Uniprovements are warranted.

Considering the vulnerabilities, focus was placedhe threats facing the assets. Many
of these threats are amplified by the vulnerabsgitxposed in the asset definition phase. The
complete matrix, Appendix B, identifies eleven tireategories and thirty five individual threat
vectors that could potentially place the organaratt risk. All thirty five vectors have been

categorized with a probability and a consequentieg#o place them in perspective relative to
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the resources that should be expended on remeglthm. Although certain access security
controls over the CCC's automated systems werealftaube in place, logical access security
controls need to be strengthened to prevent unamduosystem access and to provide for
corrective action if violations are detected. laliidn, the organization needs to

The assessment to this point has revealed theg ldaglurrence of a catastrophic system
failure in the near future. With the assessmentsptete recommendations are based on analysis
of resistance, recognition and recovery. The gb#iie analysis is to protect against a likely
catastrophic service failure and due to the limttegk involved in the guiding Scope of Work,
only nine of the eleven threat categories will beered.

Threat Scenario: Technical Software Failuresor Errors
Resistance Strategy: Current — none
Recommended — Install Zenith Backup, virtual maehoff-site storage.
Recognition Strategy: Current — none
Recommended —Create the proper written backup isadtdr recovery policies
Recovery Strategy: Current — none
Recommended — Setup planning and testing of drsestevery to include 3 years support of a
250/500GB off-site storage application.

Threat Scenario: Deliberate software attack
Resistance Strategy: Current — none
Recommended — Purchase and install a patch managsoke(WinINSTALL by Scalable).
Implement a written patch management procedured@ase administrator interaction with the
target network.

Recognition Strategy: Current — none
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Recommended —
1. Implement a vulnerability scan using the patch nganzent software that reports
changes to the system administrator on a dailysbasi
2. Implement a virus scan using the Kaspersky Antia¥ifAV) console that reports current
AV events to the system administrator on a daisiva
Recovery Strategy: Current — none
Recommended — Create a proper incident managemmddure including a step by step
troubleshooting and system recovery guide thatiges a process for documentation and
reporting to upper management upon remediation.
Threat Scenario: Technical Hardware Failuresor Errors
Resistance Strategy: Current — none
Recommended —
1. Purchase a new server and install as the new daroatnoller removing all web filtering
and print services from the unit.
2. Create a redundant signal path to the server.
3. Rebuild IBMSVRO01 as a management server. Placevéiefilter and a monitoring and
inventory application (Spiceworks) on this unit
4. Deploy the Kaspersky AV management console to tlcbeimy server which is currently
underutilized.
Recognition Strategy: Current — none
Recommended — Relocate the main machine to thev#iXe it can be monitored by a
technician.

Recovery Strategy: Current — none
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Recommended — Create a proper incident managemag@dure including a step by step
troubleshooting and system recovery guide to ireladto redirect to the mirrored server in case
of a main server failure. Include a process forueentation and reporting to upper management
upon remediation.
Threat Scenario: Deliberate Acts of I nformation Extortion
Resistance Strategy: Current — none
Recommended — Review and implement all PCI recordateans for credit card security. Focus
on a secure system development life cycle to miadset changes part of the ongoing security
operations; resist the tendency to create a sgailat Appendix D
Recognition Strategy: Current — none
Recommended —
1. See Threat Scenario deliberate software attack
2. Implement a policy of strong log management andleety review Spiceworks,
Winlinstall and the Cisco ASA logs for evidence mtfusion.
3. Isolate the Parking pay stations on a separate VidA\Ngically restrict access from the
main network and limit the subnet to specific pattshat ASA.
4. lIsolate the temperature control and display dewicegheir own subnets and limit the
subnet to specific ports at that ASA.
5. Isolate the Security Camera LAN by removing allmections to the main subnet;
remove all outside access to this network.
Recovery Strategy: Current — none

Recommended — S&eliberate Software Attack
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Threat Scenario: Deliberate Acts of Trespass
Resistance Strategy: Current — none
Recommended —
1. Relocate the main machine to the PBX where it @asdzured.
2. Lock down all production switches so no open parésallowed.
3. Re-issue keys for all wiring closets to Technolo§ly.other departments must check out
a key which is kept and logged at security base.
Recognition Strategy: Current — none
Recommended — Implement a procedure to reguladynée all cable paths looking for non-
CCC networking equipment or unauthorized wire ittestians.
Recovery Strategy: Current — none
Recommended — Setup planning and testing of disestevery by identifying backup service
access points for temporary service should mawices be stolen or disabled.
Threat Scenario: Compromises of I ntellectual Property
Resistance Strategy: Current — none
Recommended —
1. SeeDeliberate Acts of Information Extortion
2. Review and recommend security changes to the datumanagement database.
Recognition Strategy: Current — none
Recommended — S@&eliberate Acts of Information Extortion
Recovery Strategy: Current — none

Recommended — S&eliberate Software Attack
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Threat Scenario: Acts of Human Error or failure
Resistance Strategy: Current — none
Recommended — Document all cable installationscaeate specific as-built wiring maps to be
made available to contracts as necessary.
Recognition Strategy: Current — none
Recommended — Add the Systems Administrator tpralplanning meeting for all maintenance
and construction projects. Review the areas affiegtel highlight all mission critical
infrastructure to the project leaders prior to canging any work.
Recovery Strategy: Current — none
Recommended — Setup planning and testing of disestevery by identifying backup service

access points for temporary service should mawices be disabled.

The purpose of this audit was to evaluate the gffermess of key general and application
computer controls relating to the Colorado Comwanenter’s (CCC) information systems (1S).
General overview procedures included interviewdegartment management and key personnel;
evaluation of policies and procedures and an asseggf the information systems
environment. Throughout the assessment it wasrapptnat CCC had not implemented
processes to reasonably provide logical accessat@atensure system data integrity. These
failings impact the following threat scenarios:

Deliberate Software Attack

Deliberate Acts of Information Extortion

Deliberate Acts of Trespass

Compromises of Intellectual Property
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For this reason the additional recommendationsldimiimmediately implemented in

the organization’s logical structure and/or the hamesources manual.

Remove terminated user and department accounts.

Develop a policy to notify the technology departingiterminations and leaves of absences
for any staff member with a computer account. Ereination notification should be
maintained in the human resources employee fildgt@technology manager will retain a
copy for audit purposes

Based upon CCC executive management’s assessnméshk ahd established compliance
requirements, CCC management should set a timd@bperiodic review of user IDs to the
list of authorized users. It is recommended thatalocur at least semi-annually or as
changes occur.

CCC should begin utilizing all the security funetsoof Windows 2003. In order to do so,
CCC should:

o Establish and issue a Network Access form. Fohmslgl be duplicate
type pre-numbered; one copy maintained by Humawitess and one
copy maintained by technology.

o Create a unique user ID number incorporated irgauter profile that can
be cross-referenced by HR/Technology for futur@mediation.

» Re-issue user account names and passwords ar@hgétans that require at
minimum:

o That all users’ logon privileges include renewaedaminimum character

lengths, and limited reuse abilities.
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o That a condition exists so that all sever sesdmyeff after 10 minutes as
required by the independent audit firm.

* CCC should immediately implement an Acceptable RBskcy. With input from
the corporate policy makers, local human resoutega) counsel, technology and
finance. The policy should:

0 Require the department head and user’s signatong &lith the date they
signed.

0 Be supplied to and signed by all new hires priand¢twork credentials
being distributed.

0 Be reviewed as least annually to address changeshnology and the
local operating environment, and whenever a newicers added to the
network.

» Specifically, policies need to be written to enstiina user IDs and passwords will
be active for only authorized personnel and theésg privileges be deactivated
in a timely manner for users no longer needingubh@rization. Without proper
system access restrictions, persons can gain wraét access to system data,
and/or programs, thereby placing the CCC at risknafuthorized use, which
could lead to modifications to, and deletions actisure of critical or
confidential data.

While these recommendations do not cover all ter¢hey do represent the ones of
critical need. Once the system is properly conguaind a high level of availability is reached,

the other risks will be evaluated and the samega®of recommendations based on analysis of
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resistance, recognition and recovery will be agpliEhis process will be strengthened by
introducing a Secure System Development Lifecycle.
Secure System Development Lifecycle

The primary goal of this research project has liegmromote controlled system
development. Small business in particular has sebject to a Wild West style of network
creation whereby the business owners or systens akenor for the newest technology and then
turn to their understaffed and overworked informatiechnology (IT) team to “just get it done.”
The IT team is left with the task of bringing neschnology to the business and security is
overlooked so the project can be delivered on ainek under budget.

The application of a Secure System Developmertydie (SSDLC) based on the
rational unified process (RUP) accomplishes twdgydast, it engages management in the
process, and second, it provides a clear framefoorthe IT team to work from. The use of RUP
is not intended to create additional work, on tbetary like documentation; the use of RUP
should be considered part of the work of developiregorganization’s systems. As mentioned in
the previous chapters, most small business netwiaks been designed, built, operated, and
then secured only after a major incident has oecurfhe focus to this point has been to match
the research organization’s risk management aiewrith its current operational capabilities.
The introduction of the SSDLC and the related pe$i@nd procedures, Appendix E, are aimed
at maintaining risk management support for futargatives.

The artifacts, Appendix B, created throughout grgect lend themselves well to future
development. To highlight this, as the project wigldwn, CCC has begun investigating a new
digital document management system. The first quesisked by the director of finance did not

involve cost, rather, her concern was focused amthe existing system would be taken off line,



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 71

how effectively the existing data could be transfdrinto the new system and what exactly
would be done to ensure that the existing dataprn@serly secured and destroyed when the
existing hardware was disposed of. In the NIST Shhdiel, these risk management activities
are strongly associated with Phase 5, Disposaar{yléhe organization is not disposing of all its
systems and therefore, disposal factors favoraidbythe final phase of a RUP cycle, Transition.
The project has been successful because managsmemt focused on information assurance
and their decisions related to the handling ofrimfation assets. The general manager still
doesn't need to understand the technical detaitshyp acknowledging that a transition is
coming, he has increase the organizations levieifofmation assurance.
Putting It All Together

Too often, the system administrator for a smaliitess is overwhelmed when facing the
possibility of implementing security let alone dissing information assurance within their
organization. Chapter 4 provides an insight irdw the methodology detailed in Chapter 3 was
applied to the Colorado Convention Center (CCGQGjfsrimation systems to bring information
assurance to the company. A review of the exigiolgies leads to the creation of policy and
procedure aimed at guiding all subsequent effdtie. system administrator commits to creating
these documents to enhance all future work. Théstep is to understand what needs to be
secured with a detailed inventory. This processikhbe documented because the information
obtained will aid in every subsequent step. Oneepdete, the administrator should install tools
that interact with the network. Inexpensive andrefvee, these tools are essential in
understanding what is happening to the network.

Next the administrator should undertake a simpleahanalysis. While many complex

frameworks exist, with the input of key staff, tipiocess can move quickly. The idea is not to
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detail everything, but look for those areas of nwiical vulnerability and remediate them. The
administrator will be surprised to find that marfyttee tools are already in place. Security is
simply a matter of crafting the correct policy gmmdcedure to guide their use. With this in mind,
the threat analysis then sheds light on whereddniesources will make the most impact. The
CCC for instance was critically exposed to data loewever the solution was readily available
and at only $5000.00 for three years, affordabtéiamaluable.

Finally, having brought the organization’s risk mgament activities in line with the
operational capabilities of the network, the adstiaitor can institute a secure system
development lifecycle that will continually addreke organizations information operations in
light of risk management activities. At the CCdstimcluded the creation of a set of guiding
information assurance documents. The group braiogjether to brainstorm threat assessment
became the Technology Review Board. UnconsciotistyCCC accepted the idea of
information assurance, the technology staff nowrhasagement’s support and access to a cross
functional team tasked with looking at technologyagpart of the organization, not just a tool

used by the organization.
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Chapter 5 — Project Conclusions

The objective of this thesis was to provide sma#libess technology staff with a process
to improve their level of information assuranceeThsultant process was created to foster an
organizational approach to system developmentrichtdes management by highlighting the
operational nature of information in the corporteironment. The process provides decision-
makers with the insight to aid in making the diflicand complex decisions regarding the
balance between information assurance, operatavaalability and cost.
Summary of the Previous Chapters

The first chapter of this thesis discussed theerurstate of information systems in use in
the corporate environment and the inherent riske@ated with it. The ease of use and
convenience of the Internet has led business to thgEr information systems to the Internet to
take advantage of improved revenue options, datlation to aid decision makers and
disseminate information to their employees, staldgre and customers. However the internet
was not originally designed with corporate or ¢anl use in mind. Security concerns began
almost from the beginning. Today the corporate eveglies heavily on interconnected
information for their day-to-day operations andrétiere needs to insure that the information
contained on their networks is secure. IA is aitio the safety and well being of corporate
structure as even one attack on a corporate netwioekher for mischievous end, corporate
espionage or criminal intent, can destroy a compangkly leaving a trail of financial
destruction

A literature review detailing IA and the tenantsrin was presented in Chapter 2.
Initially, a discussion of the Department of Defem»oD was presented to illustrate the

importance IA plays in mission preparedness fordisfense of the United States. A corollary
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was drawn between the ways IA is used to prepatalafend the US from enemy attack to the
need for IA in the corporate environment to proteetorganization from the devastating
consequences of a successful information systeacthré.iterature was then introduced that
showed a strong relationship between high levetogiorate governance and increased return
on investment and profitability. While business erstands the need for strong information
assurance strategies, particularly smaller orgéinizmare paralyzed when faced with the myriad
of changes and recommendations that surround thiéis¢ives. Further research in Chapter 2
focused on the concrete evidence available leaditige conclusion that while developing a
strong IA strategy is resource intensive, the itabiiity of a major information related incident
and its repercussions are far more expensive anéwan prove fatal to the organization.

Working off of past research about information sgstdesign, the various available
frameworks and tools, and management decision rgattie conclusion is that breaking the
impasse regarding improvement should be structomech like a business consultant would
approach major process reorganization with a Sttt Work including a scope, deliverables,
expectations and timelines. Chapter 3 then set dbevmethodology for creating the various
artifacts, policies and architecture necessargpdcease the subject organization’s systems.
Following closely the statement of work, the projgaught to bring an information assurance
strategy to the target organization. The resulthisfstudy, including findings, a discussion of
the appropriate artifacts created and an analysieceffects on the organization are presented
in Chapter 4.

Appendix A is a statement of work created to guigeproject. Appendix B samples the
various artifacts created to examine the netwotkgnde the organization. Appendix C

includes an excel tool and a discussion of therorgéion’s PCI compliance level. Appendix D
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is a project timeline that demonstrates that ype tof project is possible in other small
businesses. Appendix E is the complete set of ipsli@nd procedures written to bring
information assurance to the subject organization.
Project Objectives

As stated, the goal of this thesis was to providalsbusiness with a systematic approach
to applying information assurance strategies twoeks where the technical tools were known
and utilized, but no prior emphasis had been placethe policies and procedures necessary to
guide system development in a secure fashion. Winilst of the information presented is
known to business leaders, the mere fact that dmalhess lacks a dedicated information
technology staff and often does not have the nacgsssources to engage in strategy
development leaves small business acutely exposseturity incidents. The case study was
undertaken with the intention that it could bedeel to a variety of organizations. System
administrators can view the results and gain arerstanding that this type of effort is not
impossible and that any effort undertaken will glydncrease the overall security stance of an
organization and lead to a systematic approacfutare development that ends the “patch to
maintain functionality” mindset. While the projeuet the objectives, adequately addressing
upper management concerns while improving the azgtan’s security, the project also
highlighted the overwhelming amount of work implertieg an information assurance strategy
represents when applied to systems formally manegad ad-hoc fashion. “Putting it all
together”, Chapter 4, acknowledges that there amgurck fixes, but that doesn’t mean that
introducing IA is impossible or not worth doing.sfstem administrator who begins down this
path is already doing more than most small buseseasad by doing so they are already

introducing IA to their organization.
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Future Research

Emerging vulnerabilities and rapid information teology development will keep
pushing IA efforts as long as individuals’ posdes desire to exploit a company for reasons of
personal satisfaction, financial gain, businesspetition or international intelligence purposes.
Therefore, the need for rapid IA strategy developinaed deployment will continue to evolve.
While this study did not introduce revolutionargas, it is designed to highlight the fact that IA
does have positive implications far beyond secuhi&y businesses should consider when facing
an impasse related to how they should proceed.

One interesting theme repeated throughout bothegwarch and implementation phase
of this study was one of mismanagement or betiek of understanding how to manage projects
and people. While not unique to IT, it is of interéhat many of the ideas and processes
necessary to bring forth a well designed informraissurance strategy require high levels of
understanding. In fact, the premise of this studg that technologists know how the technology
works, but they lack the business tools to effedyiwtilize them. Business leaders could be said
to have the opposite problem, they understandtthgegy at a high level but lack an
understanding of how the tools work. Therefore wiltile idea of a business/IT misalignment is
perhaps overused, it is not without merit. The afsgesign science is crucial to bridging this
gap. Often the high level concepts of security asglirance were easier to picture than describe
and management buy-in was more sincere when thdg see the problem in question. While
Rational Unified Process (RUP) details the typeartfacts that are useful to developers, more
research is needed on what artifacts the devela@aersise to convey their efforts to

management
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Second, and related to the first, problems oftesexwhen implementing the various
pieces related entirely too how an individual lsaand assimilates knowledge. Time after time
the employees assisting in these efforts preforatéelss than the expected level of engagement
either through misunderstanding, or misdirectiogai, this issue is not exclusive to IT;
however it definitely impacts how the organizatghould present information assurance
concepts to the staff. Though a system administeato call together a training session and
describe why security is important, each participaifi take away portions of the information
based on their initial level of understanding aralvement. The staff can be instructed that they
shouldn’t open email from unknown entities, but heell this advice is followed is based
entirely their level of understanding or supporttif Again, these are often high level concepts
that require a designed approach. For individu&ls don't routinely think of technology as
more than a tool for accessing the internet orguering a particular job function on one
particular application, artifacts that detail homdavhy something occurs may have more impact
that any written policy or proctored class.

Conclusion

Small business is slowly awaking to the need f@ormation assurance strategies to
protect their information assets and improve tbeerall return on IT investment; yet they
struggle to implement even rudimentary strategyhenface of all the other demands placed on
their infinite resources. Overall small businesdyest, is managing security in an inconsistent
and superficial manner, applying tools, emphasiz@utnical control rather than taking a
strategic approach that emphasizes the overalilrhegthe organization. The work presented
here provides organizations with an example of tmwuickly move towards a strategic

approach; in the end however, small business,eamtiny headline grabbing stories of exploit
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continue to highlight, may not truly grasp the né@dcomprehensive information assurance
strategies until after the trend towards increatggslation has ensnared even the smallest

organization.
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Appendix A. Statement of Work

CCC Statement of Work (SOW)

Information Assurance and Network Management
STATEMENT OF WORK

As of 9/14/2009

1. Background

On January 1, 2009, Sam Fleming, Senior Facikywi8es Manager for the Colorado

Convention Center (CCC), assumed the role of Systeaministrator as a result of a change in

contractual obligation between Smart City Netwahks the CCC.

This change included the assumption of manageviisight for the technology department

comprised of, at the time, one telephone techniarahthe responsibilities for managing the day-

to-day operations of the CCC facility network baahkb and all information technology (IT)

assets.

Having managed the network for the past 9 monhkiesfollowing observations have been made:

1)
2)
3)
4)
5)
6)
7)

8)

Lack of network continuity

Lack of network documentation

Lack of network policy and procedures
Little to no knowledge of the inner workings
No application documentation

No tracking of software license compliance
Slow and unreliable network segments

Slow desktop performance, possibly due to network
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9) No consistency on desktop deployment

10)The need for subnets and VLAN configuration

11)PCI compliance concerns
The organic nature of system development andattiedf dedicated security staff along with the
increasing prevalence of information attacks haftethe CCC exposed to security
vulnerabilities. While the CCC has many of the techl tools necessary to secure the network,
it has failed to systematically develop organizaaicpolicies, controls and processes necessary
fully evaluate and optimize information securitjoefs, maintaining operational functionality
while balancing implementation with the associatests.
2. Objectives
The Senior Facility Services Manager must introdaé@mation assurance into the
organization in a way that quickly improves thewsdy position of the organization while
optimizing operational capability mindful of costsd introducing a process to guide further
development and security improvement.
3. Scope
This SOW applies to all policies and proceduresgueing to all departments of the CCC that
address the CCC information resources includingomds, desktops, associated hardware and
peripherals that cause traffic to traverse thdifacietwork backbone from the Network Access
Point (NAP) to the end-user machine.
Task Area 1. IT Asset Inventory
Task Area 2. IT Information Governance
Task Area 3. IT Infrastructure Architecture

Task Area 4. IT Operations and Maintenance
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Task Area 5. IT Future Planning
4. Specific Tasks
4.1 Task 1 — IT asset inventory
4.1.1 - Subtask 1 — Conduct a pla}sierification of all CCC IT assets

» All assets must be identified by model, serial nenmdnd location and
where applicable identify or install the appropi&tity and County of
Denver (CCoD) tracking number.

» For assets not currently identified on the Citypeinver asset list, fill out
and submit the appropriate Asset Inventory Fornpfoper identification
and labeling.

4.1.2 - Subtask 2 — Install appropriate applicatitmallow for real time identification
and asset tracking, to accommodate quarterly esgetvs by the CCC Finance
department and yearly by the CCoD, based on aseatctivity and/or track
current custodial privileges for assets not imratdy connected to the CCC
facility network backbone.

4.1.3 - Subtask 3 — Create and implement stroras$§Et inventory and surplus policies
by January 29, 2010.

4.2 Task 2 — IT information governance

4.2.1 - Subtask 1 — Create a risk assessmentggtraiemplete a baseline risk
assessment and recommendations cognizant of cassets, budgetary
constraints and policy inefficiency. This high lépeority must be complete by

November 27, 2009
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4.2.2 - Subtask 2 — Create a managing policy tegosll IT related operations at the
CCC by March 26, 2010.

4.2.3 - Subtask 3 — Create a format and processtrmmg policy creation and a process
of adoption for new policy consistent with bestqgtiees of Information
Assurance that allow for quantifiable results wimtd hampering operational
quality, mindful of CCC and CCoD budget initiatives

4.2.4 - Subtask 4 — Craft and institute a cometeof polices addressing PCI
compliance requirements by June 15, 2010.

4.2.5 - Subtask 5 — Deliver to the, General Manageopmplete governance plan
consisting of well documented policy, procedure gadlelines by December
31, 2010.

4.3 Task 3 — IT Infrastructure Architecture

4.3.1 - Subtask 1 — Create policy to govern alvoek related documentation by May
31, 2010.

» All facility network backbone connections must ledmented.

* The configurations for all network gear includitgit not limited to
switches, routers and firewall must be documenteadritten form and
stored in a minimum of 2 dissimilar locations td disaster recovery.

» All physical connections must be recorded and kdietach wiring closet
should be documented and accompanying maps prowidedtten form
at the connection point to aid in troubleshooting.

4.3.2 - Subtask 2 — Create a network map as aMispresentation of the network to

aid in security and troubleshooting efforts.
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4.3.3 - Subtask 3 — Audit all network gear and doent and disable all unused or
abandoned ports to enhance network security.

4.3.4 - Subtask 4 — Configure and install four safgasubnets and a physical LAN for
the following:

* Administrative Network

» Engineering (Temperature Control)

» Parking

« Digital Displays.

» Security (Cameras and Access control at Layer 2)
4.4 Task 4 — IT Operations and Maintenance

4.4.1 - Subtask 1 — Research and install a backdpexovery device that aids the
technology department with routine document recpvequests, ensures data
permanency and prepares the CCC for disaster recddeally this device will
accommodate offsite storage for our three mainysctdn servers and will
utilize strong encryption for all transited dat&id priority task must be
accomplished by January 31, 2010.

4.4.2 - Subtask 2 — Research and install netwonkitmidng and help desk software to
aid the technology department by notification ot in real time and
allowing end-users to submit help requests in gegyatic process by February
28, 2010.

4.4.3 - Subtask 3 — Craft and institute policesegoing the proper use of monitoring
tools at the CCC and create a procedure for endpasgcipation in a help desk

system.
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4.4.4 - Subtask 4 — Create policies and toolsffiecgve and enforceable network
monitoring whereby the department directors makedécisions as to the
appropriate level of use or abuse of the systertisimput from the Senior
Facility Services Manger.

4.4.5 - Subtask 5 — Research and install netwaidhpaanagement software to aid the
technology department by regularly scanning fonetabilities, updating end-
user desktops with the proper patches in a timsiteem fashion and allowing
for the rapid deployment of future desktops throagpropriate image
inventories.

4.5 Task 5 — IT Future Planning

4.5.1 - Subtask 1 — Prepare and present a seatesgevelopment lifecycle
(SSDLC) to the general manager and upper managehanireates a system
for ongoing cooperation and systemic thinking whpproaching system
development while ensuring the highest level ofisgcto operational
capability possible.

4.5.2 - Subtask 2 — SSDLC will include timelines ¢arrent policy and process review.

4.5.3 - Subtask 3 — SSDLC will include timelines Risk Assessments.

4.5.4 - Subtask 3 — SSDLC will include timelines documentation review.

5. Period of Performance

Performance of this project will commence 5 daysraduthorization (or September 18, 2009)
whichever is earlier. Start and completion expémtcare set forth below.

Start/Completion

5.1 Task 1 — IT asset inventory
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5.1.1 - Subtask 1 — September 189&0ctober 3, 2009

5.1.2 - Subtask 2 — September 18, 2009/Februarf®@g)

5.1.3 - Subtask 3 — December 7, 2009/January 29).20
5.2 Task 2 — IT information governance

5.2.1 - Subtask 1 —September 18, 2009/Novembe2(@Q

5.2.2 - Subtask 2 —January 18, 2010/March 26, 2010.

5.2.3 - Subtask 3 — September 18, 2009/Decemb2038Q,,

5.2.4 - Subtask 4 — September 18, 2010/June 19, 201

5.2.5 - Subtask 5 — September 18, 2009/Decemb&(3dD.
5.3 Task 3 — IT Infrastructure Architecture

5.3.1 - Subtask 1 — April 5, 2010/May 31, 2010.

5.3.2 - Subtask 2 — September 18, 2009/Decemb&08®,

5.3.3 - Subtask 3 — May 31, 2010/June 3, 2010

5.3.4 - Subtask 4 — June 1, 2010/December 31, 2010
5.4 Task 4 — IT Operations and Maintenance

5.4.1 - Subtask 1 —September 18, 2009/Januaryd3D, 2

5.4.2 - Subtask 2 —September 18, 2009/Februar®@4).

5.4.3 - Subtask 3 — September 18, 2009/Februarf®@g)

5.4.4 - Subtask 4 —March 1, 2010/December 31, 2010

5.4.5 - Subtask 5 —January 4, 2010/March 26, 2010
5.5 Task 5 — IT Future Planning

5.5.1 — All Subtasks — September 18,2009/Decembe2(®BLO

90
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6. Inspection and Acceptance Criteria

The Senior Facility Services Manager will repbi tesults of the technical and procedural
impact and make recommendations as to what porteokeep augment or abandon. The general
manager of the CCC will have final authority ovee business relevance of these deliverables
and final decision authority to implement policydgmrocedures that impact departments outside
of technology. This decision process will invole tvarious department directors, human

resources and legal counsel where required.
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Appendix B. Sample Artifacts

92

Appendix B showcases some of the artifacts useld¢ament the target system. Each of

these artifacts is combined with others in bindlkeas present an audit of the procedural and

operational capabilities of the target system.

Threat Assessment Matrix

Scenario| Threat Probability | ‘ Consequence‘ Rish
1. Deliberate Software Attack 15
TS1.1 OS system compromise Medium 4 Moderatg 12
TS1.2 Application Level Compromise Medium ! Minor 8
TS1.3 Vulnerable to direct network attack High 5 Major 420
Malware ie. Virus, trojan, keystroke logger
TS1.4 infection Medium 4 Moderate 3 12
TS1.5 Using SA for all database application accounts High 5 Major 4| 20
TS1.6 Telnet services Running High 5 Major 2P
2. Acts of Human Error or Failure 9
TS2.1 Physical or logical upstream issue creates DO$ Higl|1 5 Minor 2| 10
TS2.2 Damage/destruction to server Medium | 4 Moderate 12
TS2.3 Improper change management High 5 Insignific$nt 5
3. Technical Software Failures or Errors 20
TS3.1 Non-current Data Restoration High 5 Moderate 15
TS3.2 Restoration failure High 5 Catastrophic 25
4. Technical Hardware Failures or Errors 13
TS4.1 Power Supply Failure High b Minor 1(
TS4.2 Drive Failure High 5| Catastrophic| 5 25
TS4.3 NIC failure Medium 4 Moderate 3 12
TS4.4 Switch failure Low 3 Moderate 3 9
TS4.5 Server Room HVAC failure Low 3 Moderate 9
5. Quality of Service Deviations from Service Proders 5
Loss of Internet Connectivity for an extended
TS5.1 period Low 3 Minor 2 6
TS5.2 Loss of Power for an extended period Low 3 Insigaift | 1 3
6. Deliberate Acts of Trespass 11
TS6.1 Direct compromise Medium 4 Moderate 12
TS6.2 Compromise through unused accounts Low 3 Moderate 3
TS6.3 Compromise through unknown accounts Very Lgw | 2 Matke 3 6
TS6.4 Compromise through Administrator Account Mediun 4 ajbt 4| 16
TS6.5 Attack from the Internet Medium 4 Minor 17
7. Deliberate Theft 8
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TS7.1 Theft Very Low | 2| Catastrophic| 8§ 10
TS7.2 Data Loss through employees Low 3 Minor ]
8. Forces of Nature 4
TS8.1 Earthquake Negligible | 1| Catastrophiq & 5
TS8.2 Fire Negligible | 1 Major 4 4
TS8.3 Flood Negligible | 1 Major 4 4
9. Compromises of Intellectual Property 11
TS9.1 Reveal financial information Medium A Major 16
TS9.2 No recovery from Breach VeryLow P Moderate b
10. Deliberate Acts of Information Extortion 12
Credit Card Personal Account Number (PAN)
TS10.1 | breach Low 3 Major 4| 12
Reveal Personally identifiable Information (ID
TS10.2 | Theft) Medium 4 Moderate 3 12
11. Deliberate Acts of Sabotage or Vandalisim 4
TS11.1 | Disgruntled employee Sabotage Physical Negligible | 1 Major 4 4
TS11.2 | Disgruntled employee Sabotage Logical Negligihle | 1 Moderate 3 3

93
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Sample Switch Configuration

Table 10. Switch Configuration

94

10.201.200.208 — E2 —
Parking

J9279A Configuration Editor;

Created on releasel#\1

hostname "Parking"

snmp-server contact
"sfleming@somewhere.com”

snmp-server location "E2"

interface 2 disable exit
interface 4 disable exit
interface 6 disable exit
interface 7 disable exit
interface 8 disable exit
interface 9 disable exit
interface 10 disable exit
interface 11 disable exit
interface 12 disable exit
interface 13 disable exit
interface 14 disable exit
interface 15 disable exit
interface 16 disable exit
interface 17 disable exit
interface 18 disable exit
interface 19 disable exit
interface 20 disable exit
interface 21 disable exit
interface 22 disable exit
interface 23 disable exit
ip default-gateway snmp-server community vlan 1
10.201.200.1 "public" Unrestricted

name "DEFAULT VLAN" no ip address no agged 1-24

exit vlan 601 name "Admin"

untagged 1-24 ip address 10.201.200.208 exit

255.255.255.0

fault-finder bad-driver

fault-finder bad-transceiver

fault-finder bad-cable

sensitivity high sensitivity high sensitivity high

fault-finder too-long-cable fault-finder over-bandwidth | fault-finder broadcast-storm
sensitivity high sensitivity high sensitivity high

fault-finder loss-of-link fault-finder duplex-mismatch4 fault-finder duplex-mismatch-
sensitivity high HDx sensitivity high FDx sensitivity high

primary-vlan 601

password manager

password operato
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This is a representative standard of the switcliigoration confirming that all unused
ports are disabled, only the appropriate VLANs@esent on the switch and the vendor

supplied defaults have been changed.
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Current CCC Architecture

CCC Architecture

Updated: 10/24/2010
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Figure 10. Post project logical architecture
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Physical Network Map

CCC Backbone

Updated: 11/23/10
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Figure 11. Current Network Topology showing thatieinship between the ISP network and

CCC supplied equipment crucial for understandingvaek bottlenecks.
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Sample New Employee Access Memo

Memo

To: John Doe

From:  Sam Fleming, Senior Facility Services Manager
CC: Debbie Welsh, Director of Event Management
Date: 11/29/10

Re: Welcome to the Colorado Convention Center
DESKTOP

Your computer has been added to the company’ssgat@r. You now have access to the
corporate drive and your department’s shared drive@log onto your computer follow
instruction below.

LOGON

User Name: John.Doe

PSW: «PASSWORD>» 8 a zero not capital O
Computer: CCCdomain

PASSWORD
When you log onto your computer for the first tigma will be prompted to change your
password.

Your password must meet the following requirements:

The password must be at least seven (7) chardoteys
The password must contain characters from at theest of the following four categories:
» English uppercase characters (A - Z)
* English lowercase characters (a - z)
» Base 10 digits (0 - 9)
* Non-alphanumeric (For example: !, $, #, or %)
The password may not contain three or more chasafrtem your account name.

Passwords change every 90 days and can’t be réusede year.

OUTLOOK
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Your name has been added to the company’s emaérseYou now have access to outlook. To
log onto your outlook account follow instructionid®e. To get to your email click on the
Outlook icon.

User Name: somewheremsg\jdoe
PSW: jdoe5%$%

REMOTE

You have access to your email from offsite compmut€o access your email remotely follow
instructions below.

Open Browser Link: https://outlook.somewhere.com/xy
User Name: jdoe
PSW: jdoe5%$%

Please do not share your passwords with anyone.

Please call Jane Doe at 555-444-5555 if you hayg@esblems logging on.
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Group Policy Screenshots

" GPOE - [Console Root\Defaul Domain Polcy [ismark.cccdomainiocal] Polcy\Computer Configuration\Windows Settings\Securiy Setings\Account Paliies\Passwor]

TN TR T [REE
e | BOm B @ E
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& @) Conputer Confguratin Masimum passvrd e 90 days
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=10 Windows Settings &¥]Minimurn password length 7 characters
i

5P socurty Settings
89 Az ks
= &9 Password Py
Accoun Lockou Pocy

]store passwords using reversible encryption  Disabled

0 (8 System Services

® C8 Fie systen
Y irelss Network (IEEE 802.11)Pocis
5L Publc Key Plces
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Figure 13. Windows update disabled by Group Pdityws WIinINSTALL to manage.
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Logical Computer Audit

Active Directory WinINSTALL Kaspersky

Name Type Name Agent Name Version

ALCHEMY Computer ALCHEMY Agent Running  |ALCHEMY 8.0.2090

bismark Agent Running _ [BISMARK 8.0.2000

BS1 Computer BS1 Agent Running _ |BS1 8.0.2090

BS2 Computer _|BS2 Agent Running__[BS2 8.0.2000

BSS Computer BSS Agent Running _ |BSS 8.0.2090

CcCcss Computer CCC88 Agent Running _|cccss 8.0.2090

ELEC1 Computer ELEC1 Agent Running ELEC1 8.0.2090

ELEC2 Computer ELEC2 Agent Running __|ELEC2 8.0.2090

I?Ml Computer _|EM1 Agent Running__|EM1 8.0.2000
[em10 Computer _|EM10 Agent Running__[EM10 8.0.2000

EM11 Computer EM11 Getting status... |EM11 8.0.2090
|EM12 Computer _[EM12 Agent Running__[EM12 8.0.2000
|EM25 Computer EM25 Agent Running _ |EM25 8.0.2090
EM4 Computer EM4 Agent Running  |[EM4 8.0.2090

[ems Computer _|EMS Agent Running__|EM5 8.0.2090
EM6 Computer EM6 Agent Running _ |EM6 8.0.2090
EM7 Computer _|EM7 Agent Running__|EM7 8.0.2000
EM8 Computer  |[EM8 Agent Running  [EM8 .0.2090
EM9 Computer EM9 Agent Running  |[EM9 8.0.2090
ENDURANCE Computer Endurance Agent Running [ENDURANCE 8.0.2090

FNGI Computer ENG1 Agent Running _ JENG1 8.0.2090
ENG2 Computer ENG2 Agent Running  |[ENG2 8.0.2090

[EnG3 Computer_|ENG3 Agent Running__[ENG3 8.0.2000

|E_SZ Computer ES2 Getting status... |ES2 8.0.2090
£S3 Computer _ |ES3 Agent Running__[ES3 8.0.2000
ES4 Computer ES4 Getting status... |ES4 8.0.2090
ESS Computer ESS Agent Running  |ESS 8.0.2090
ES6) Computer _|ES6 Agent Running__[ES6 8.0.2000
ETIME-SVR Computer ETIME-SVR Agent Running _ |ETIME-SVR 8.0.2090
EXEC4 Computer EXEC4 Agent Running EXEC4 8.0.2090
EXECUTIVE1 Computer EXECUTIVEL Agent Running EXECUTIVEL 8.0.2090
EXECUTIVE2 Computer EXECUTIVE2 Agent Running _ |EXECUTIVE2 8.0.2090

|?XECUTIVE3 Computer EXECUTIVE3 Agent Running EXECUTIVE3 8.0.2090

EXECUTIVES Computer EXECUTIVES Agent Running _ |EXECUTIVES 8.0.2090
FINANCE1 Computer Financel Agent Running  |FINANCEL 8.0.2090
FINANCE2 Computer FINANCE2 Agent Running FINANCE2 8.0.2090
FINANCE4 Computer FINANCE4 Agent Running _ |FINANCE4 8.0.2090
FINANCES Computer FINANCES Agent Running FINANCES 8.0.2090
FINANCE6 Computer FINANCE6 Agent Running FINANCEG 8.0.2090
GROUNDS1 Computer GROUNDS1 Agent Running  |GROUNDS1 8.0.2090
GS2 Computer_|GS2 Agent Running__|Gs2 8.0.2000
GS4 Computer GS4 Agent Running _ |GS4 8.0.2090
HK1 Computer  |HK1 Agent Unavailable[HK1 8.0.2090
HK2 Computer _|hk2 Getting status... |HK2 8.0.2090
HK3 Computer HK3 Agent Running _ |HK3 8.0.2090
HK4 Computer _|HK4. Agent Running__[HKa 8.0.2000
HR1 Computer  |HR1 Agent Running  |HR1 5.0.2090
HR2 Computer HR2 Agent Running  |HR2 8.0.2090
HR3 Computer _|HR3 Agent Running__|HR3 8.0.2000

LUTRON-27086 Computer LUTRON-27086 |Agent Running  |LUTRON-27086 8.0.2090
LUTRON-27086-B _|Computer LUTRON-27086-§Agent Running LUTRON-27086-B  [8.0.2090

LUTRONSHOP Computer LUTRONSHOP__|Agent Running LUTRONSHOP 8.0.2090
LUTTRON Computer LUTTRON Agent Running _ |LUTTRON 8.0.2090
MADDOX Computer MADDOX Agent Running MADDOX 8.0.2090
OPS1 Computer OPS1 Agent Running _ JOPS1 8.0.2090
0PS2 Computer OPS2 Agent Running  JOPs2 8.0.2090
0Ps3 Computer__|OPS3 Agent Running__|0Ps3 8.0.2000
PK1 Computer PK1 Agent Running __ |PK1 8.0.2090
PK2 Computer PK2 Getting status... [PK2 8.0.2090
SALES02 Computer  |SALES02 Agent Running  |SALES02 5.0.2090
SALES1 Computer SALES1 Agent Running _ |SALES1 8.0.2090
SALES2 Computer SALES2 Agent Running SALES2 8.0.2090
SALES4 Computer SALES4 Agent Running _ |SALES4 8.0.2090
SALESS Computer SALESS Agent Running  |SALES5 8.0.2090
SALES6 Computer SALES6 Agent Running SALES6 8.0.2090
SALES7 Computer SALES7 Agent Running _ |SALES7 8.0.2090
SECL Computer _|SEC1 Agent Running__[SECL 8.0.2000
SEC2 Computer  |SEC2 Agent Running _ |SEC2 5.0.2090
SEC4 Computer SEC4 Agent Running  |SEC4 8.0.2090
TECHNOLOGY1 Computer TECHNOLOGY1 |Agent Running TECHNOLOGY1 8.0.2090
TECHNOLOGY3 Computer TECHNOLOGY3 |Agent Running _ [TECHNOLOGY3 8.0.2090
THING3 Computer THING3 Agent Running THING3 8.0.2090
THING4 Computer THING4 Getting status... [THING4 8.0.2090
THING6 Computer THING6 Getting status... |THING6 8.0.2090
THING7 Computer THING7 Agent Running THING7 8.0.2090
TITANIC Computer

TS1 Computer TS1 Agent Running  [Ts1 8.0.2090
752 Computer_|TS2 Agent Running__[1s2 8.0.2000

Figure 14. Manual audit of Active Directory, WinINSLL and Kaspersky



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 102

Figure 14 confirms that all machines are accoufded all systems. The DC is not
accounted for in AD and the Zenith BDR is not masthm Kaspersky or WinINSTALL. This

confirms all machines are managed properly.
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Appendix C. PCl Assessment Tool

In response to this alarming increase in the thigiayment card information from
individual merchants and processors, the majoritccadd companies including Visa, Master
Card, and American Express, collaborated on theldpment of the Payment Card Industry
Data Security Standard (PCI-DSS). The Colorado €ntien Center (CCC) accepts debit and
credit card payments to process service orderestg|both online and via printed sheets.
Merchant-eSolutions, the payment card clearing @doisthe CCC has requested that the
organization become PCI-DSS compliant by July 1,120

In general, merchants are required to comply wiit-BSS regardless of their
transaction volume. Each Level has its own Selfe&sment Questionnaire (SAQ) designated as
SAQ A through D; CCC has been identified as a L@velerchant and thus is required to answer
SAQ-B or Imprint Machines or Stand-alone Dial-oetrfinals Only, no Electronic Cardholder
Data.

CCC uses Ungerboeck Systems International (USH&nEBuUsiness Management
Systems (EBMS) as the main Enterprise ResourceniPigusoftware. Contained within this
application is a service work order processing coment that allows the Exhibitor Services staff
to process orders and accept payment via credit Bgrhosting the application on USI’s
servers, the burden of logical control shifts te Yendor. As an application service provider
(ASP), USl is responsible for certifying to PCl thiaeir systems and software are PCI
compliant. CCC in contracting USI required thatyteow proof of certification and abide by
the CCC ASP Security Standards document contamégpendix E.

In recognition of the ad hoc style of network deyghent CCC has experienced and the

fact that no formal risk assessment has ever besthucted on CCC IT assets, a modification of
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the California Office of Information Security andvRcy Protection (COISPP) Information
Security Assessment Tool for State Agencies wagqsed.
Key to this tool is a scoring system where questiame rated from “not implemented =
0” to “fully implemented = 4”. By applying this sdag system to the 226 questions in the 12
specific requirements of the six categories of ®€luser can quickly establish their
organization’s ability to meet compliance and idfgrthe areas of specific concern where the
organization should focus its efforts. While the@provided by PCI is limited to yes/no
responses, the tool developed based on COISPRsafaquantitative and thus allows a high
degree of initial assessment. The goal, basederetults of the tool survey, is to provide a
more nuanced understanding of the security andaateficiencies in the organization’s
systems. All questions of the full assessment wensidered, however policy and procedures
were adjusted only for those required of CCC umgestionnaire B.
Based on this analysis, the following Policies &ndcedures, Appendix E, were
accepted by CCC:
1. Requirement 4.1 — Crafted a Data Sensitivity Policy
2. Requirement 7.1 and 9.6-9.10.1 — Reviewed and cedaleficiencies in the logical
controls of EBMS so that only Finance and Exhib8ervices could access Credit
Card information. Confirmed that all Credit Cardbirmation is classified as
confidential automatically upon entry by field wittEBMS.
3. Requirement 12 — Crafted the following policies:
a. ISPP-02 requires that all security information eéewed at least annually.
b. ISU-01 defines the proper use of CCC applicaticarsegcally and addresses

misuse and abuse.
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c. ISPP-04 defines incident handling and response
d. ISU-01 establishes yearly reviews of security pefidor all staff
e. ITN-01 establishes the technology department’saesibilities to document

all ASPs and to monitor their compliance regularly.
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Table 11. PCI compliance tool

Scoring: Not Implemented = 0; Planning Stages = 1; Partially Implemented = 2;
Close to completion = 3; Fully Implemented = 4

Requirement Description Score Action Plan Remediation Date
1 Install and maintain a firewall
configuration to protect data
2 Do not use vendor-supplied

defaults for system passwords
and other security parameters

3 Protect stored cardholder data

4 Encrypt transmission of
cardholder data across open,
public networks

5 Use and regularly update anti-
virus software or programs

6 Develop and maintain secure
systems and applications

7 Restrict access to cardholder
data by business need-to-know

8 Assign a unique ID to each
person with computer access

9 Restrict physical access to

cardholder data

10 Track and monitor all access to
network resources and
cardholder data

11 Regularly test security systems
and processes

12 Maintain a policy that
addresses information security
for employees and contractors

Scoring: Not Implemented = 0; Planning Stages = 1; Partially SCORE
Implemented = 2; Close to completion = 3; Fully Implemented = 4

Build and
Maintain a
Secure
Network
Requirement 1 Install and maintain a firewall configuration to protect data
1.1 Do established firewall and router configuration standards include
the following?
1.1.1 A formal process for approving and testing all external network 2
connections and changes to the firewall and router
configurations?
1.1.2 Current network diagrams with all connections to cardholder 4

data, including any wireless networks?



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 107

1.1.3 Requirements for a firewall at each Internet connection and 4
between any demilitarized zone (DMZ) and the internal network
zone?

114 Description of groups, roles, and responsibilities for logical 3
management of network components?

1.1.5 Documentation and business justification for use of all services, 2

protocols, and ports allowed, including documentation of security
features implemented for those protocols considered to be
insecure?

1.1.6 Requirement to review firewall and router rule sets at least every 0
six months?

1.2 Does the firewall configuration restrict connections between
untrusted networks and any system in the cardholder data
environment as follows:

1.2.1 Restrict inbound and outbound traffic to that which is necessary 4
for the cardholder data environment?

1.2.2 Secure and synchronize router configuration files? 4

1.2.3 Include installation of perimeter firewalls between any wireless 4

networks and the cardholder data environment, and configure
these firewalls to deny or control (if such traffic is necessary for
business purposes) any traffic from wireless environment into the
cardholder data environment?

1.3 Does the firewall configuration prohibit direct public access
between the Internet and any system component in the
cardholder environment?

1.3.1 Is a DMZ implemented to limit inbound and outbound traffic to 4
only protocols that are necessary for the cardholder
environment?

1.3.2 Isinbound Internet traffic limited to IP addresses within the DMZ? 4

1.3.3 Are direct routes prohibited for inbound or outbound traffic 4
between the Intent and the cardholder data environment?

1.3.4 Are internal addresses prohibited from passing from the Internet 4
into the DMZ?

1.35 Is outbound traffic restricted from the cardholder data 4

environment to the Internet such that outbound traffic can only
access |IP addresses within the DMZ?

1.3.6 Is stateful inspection, also known as dynamic packet filtering, 0
implemented (that is, only established connections are allowed
into the network)?

1.3.7 Isthe database placed in an internal network zone, segregated 4
from the DMZ?
1.3.8 Has IP-masquerading been implemented to prevent internal 4

addresses from being translated and revealed on the Internet,
using RFC 1918 address space?

14 Has personal firewall software been installed on any mobile 2
and/or employee-owned computers with direct connectivity to the
Internet which are used to access the organization's network?
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Requirement 2

2.1

2.2

2.3
2.4

Do not use vendor-supplied defaults for system passwords and
other security parameters

Are vendor-supplied defaults always changed before installing a 4
system on the network?

211 a) Are defaults for wireless environments connected to the 4
cardholder data environment or transmitting cardholder data
changed before installing a wireless system?

B) Are wireless device security settings enabled for strong 4
encryption technology for authentication and transmissions?

a) Have configuration standards been developed for all system 4
components?

b) Do these standards address all known security vulnerabilities 4
and are they consistent with industry-accepted system hardening
standards?

c¢) Do controls ensure the following?

2.2.1 Is only one primary function implemented per server?
222 Are all unnecessary and insecure services and protocols
disabled?

2.2.3 Are system security parameters configured to prevent misuse?
224 Has all unnecessary functionality been removed?
Is all non-console administrative access encrypted?

If you are a shared hosting provider, are your systems configured

to protect each entity's hosted environment and cardholder data?

B b

AN

Protect
Cardholder
Data
Requirement 3

3.1

3.2

3.3

Scoring: Not Implemented = 0; Planning Stages = 1; Partially SCORE
Implemented = 2; Close to completion = 3; Fully Implemented = 4

Protect stored cardholder data

108

a) Is storage of cardholder data kept to a minimum, and is 4

storage amount and retention time limited to that which is
required for business, legal, and/or regulatory purposes?

b) is there a data-retention and disposal policy, and does it 3

include limitations as stated in (a) above?

Do all systems adhere to the following requirements regarding
storage of sensitive authentication data after authorization (even
if encrypted)?

3.2.1 Do not store the full contents of any track from the magnetic 4

stripe. This data is alternatively called full track, track, track 1,
track 2 and magnetic-stripe data?

3.2.2 Do not store the card-validation code or value (three-digit or four- 4

digit number printed on the front or back of a payment card) used
to verify card-not-present transactions.

3.2.3 Do not store the personal identification number (PIN) or the 4

encrypted PIN block.

Is the PAN masked when displayed? 0
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3.4

34.1

3.5.1

3.5.2

3.6.1
3.6.2
3.6.3
3.6.4

3.6.5

3.6.6

3.6.7
3.6.8

Is PAN at a minimum, rendered unreadable anywhere it is stored

by any of the following approaches?

- One-way hashes based on strong cryptography

- Truncation

- Index Tokens and pads

- Strong cryptography with associated key management
processes and procedures

If disk encryption is used:
a) Is logical access managed independently of native operating
system access control mechanisms?

b) Are decryption keys independent of user accounts?

Are cryptographic keys used for encryption of cardholder data
protected against both disclosure and misuse?

Is access to cryptographic keys restricted to the fewest number
of custodians necessary?

Are cryptographic keys stored securely, and in the fewest
possible locations and forms?

a) Are all key-management processes and procedures for

cryptographic keys used for encryption of cardholder data, fully
documented and implemented?

109
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b) Do they include the following? | | I

Generation of Strong cryptographic keys

Secure cryptographic key distribution

Secure cryptographic key storage

Periodic changing of cryptographic keys:

- As deemed necessary and recommended by the associated
application.

- At least annually.

Retirement or replacement of old or suspected compromised
cryptographic keys

Split knowledge and establishment of dual control of
cryptographic keys.

Prevention of unauthorized substitution of cryptographic keys
Requirement for cryptographic-key custodians to sign a form
stating that they understand and accept their key-custodian
responsibilities

oOhr bbb

[@ RN

Requirement 4

4.1

41.1

4.2

Encrypt transmission of cardholder data across open, public
networks

Are strong cryptography and security protocols, such as
SSL/TLS or IPSEC, used to safeguard sensitive cardholder data
during transmission over open, public networks?

Are industry best practices (for example, IEEE 802.11i) used to
implement strong encryption for authentication and transmission
for wireless networks transmitting cardholder data or connected

to the cardholder data environment?

Are policies, procedures, and practices in place to preclude the
sending of unencrypted PANs by end-user messaging
technologies?
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Scoring: Not Implemented = 0; Planning Stages = 1; SCORE
Partially Implemented = 2; Close to completion = 3;
Fully Implemented = 4

Maintain a
Vulnerability
Management
Program

Requirement 5 Use and regularly update anti-virus software or

programs

5.1 Is anti-virus software deployed on all systems,

particularly personal computers and servers, commonly

affected by malicious software?

5.1.1 Are all anti-virus programs capable of detecting, 4
removing, and protecting against all known types of
malicious software?

5.2 Are all anti-virus mechanisms current, actively running 4
and capable of generating audits?

Requirement 6 Develop and maintain secure systems and applications _

6.1 a) Do all system components and software have the 4
latest vendor-supplied security patches installed?

b) Are critical security patches installed within one 4
month of release?

6.2 a) Is there a process to identify newly discovered 4
security vulnerabilities?

b) Are configuration standards updated as required by 4
PCI-DSS requirement 2.2 to address new vulnerability
issues?

6.3 a) Are software applications developed in accordance 4
with PCI-DSS and based on industry best practices,
and do they incorporate information security throughout
the software development lifecycle?

b) Do controls ensure the following? | GcIENEIING

6.3.1 Testing of all security patches and system software 4
configuration changes before deployment, including but
not limited to the following:

6.3.1.1 Validation of all input (to prevent cross-site scripting, 4
injection flaws, malicious file execution, etc.)

6.3.1.2 Validation of proper error handling 4

6.3.1.3 Validation of secure cryptographic storage 4

6.3.1.4 Validation of secure communications 4

6.3.1.5 Validation of proper role-based access control 4

6.3.2 Separate development/test and production 4
environments?

6.3.3 Separation of duties between development/test and 4
production environments?

6.3.4 Production Data (Live PANSs) are not used for testing or 4

development?
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6.3.5 Removal of test data and accounts before production 4
systems become active?
6.3.6 Removal of custom application accounts, user IDs, and 4

passwords before applications become active or are
released to customers?

6.3.7 Review of custom code prior to release to production or 4
customers in order to identify any potential coding
vulnerability?

6.4 (a) Are change control procedures followed for all 4
changes to system components?
(b) Do procedures ensure the following? 4
6.4.1 Documentation of impact? 4
6.4.2 Management sign-off by appropriate parties? 4
6.4.3 Testing of operational functionality? 4
6.4.4 Back-out procedures? 4
6.5 a) Are all web applications (internal and external, and 4
including web administrative access to application)
developed based on secure coding guidelines such as
Open Web Application Security Project Guide?
b) Is prevention of common coding vulnerabilities
covered in software development processes, including
the following?
6.5.1 Cross-side scripting (XSS)? 4
6.5.2 Injection flaws, particularly SQL injection? 4
Also consider LDAP and Xpath injection flaws as well
as other injection flaws.
6.5.3 Malicious file execution? 4
6.5.4 Insecure direct object references? 4
6.5.5 Cross-site request forgery (CSRF)? 4
6.5.6 Information leakage and improper error handling? 4
6.5.7 Broken authentication and session management? 4
6.5.8 Insecure cryptographic storage? 4
6.5.9 Insecure communications? 4
6.5.10 Failure to restrict URL access? 4
6.6 For public-facing web applications, are new threats and 4

vulnerabilities addressed on an ongoing basis, and are
these applications protected against known attacks by
applying either of the following methods?

* Reviewing public-facing web applications via manual
or automated application vulnerability security
assessment tools or methods, at least annually and
after any changes; or

* Installing a web-application layer firewall in front of
public-facing web applications.

Scoring: Not Implemented = 0; Planning Stages = SCORE
1; Partially Implemented = 2; Close to completion
= 3; Fully Implemented = 4

Impleme
nt
Strong
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Access
Control
Measure
S
Requirem Restrict access to cardholder data by business
ent7 need-to-know

7.1 a) Is access to system components and 4
cardholder data limited to only those individuals
whose jobs require such access?

b) Do access limitations include the following

7.1.1 Restriction of access rights to privileged user IDs 4
least privileges necessary to perform job
responsibilities?

7.1.2 Assignment of privileges based on individual 4
personnel's job classification and function?

7.1.3 Requirement for an authorization form signed by 1
management that specifies required privileges?

7.1.4 Implementation of an automated access control 4
system?

7.2 a) Is an access control system in place for the 4

systems with multiple users to restrict access
based on a user's need to know, and is it set to
"deny all" unless specifically allowed?

b) does this access control system include the

following:
7.2.1 Coverage of all system components? 4
7.2.2  Assignment of privileges to individuals based on 4
job classification and function?
7.2.3 Default "deny all" setting? 4

Requirem Assign a unique ID to each person with computer
ent8 access

8.1 Are all users assigned a unique ID before allowing 4
them to access system components or cardholder
data?

8.2 In addition to assigning a unique ID, is one or 4
more of the following methods employed to
authenticate all users?
?? Password or pass phrase
?? Two-factor authentication (for example, token
devices, smart cards, biometrics, or public keys)
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8.3

8.4

8.5

Is two-factor authentication incorporated for
remote access (network-level access originating
from outside the network) to the network by
employees, administrators, and third parties?
Use technologies such as remote authentication
and dial-in service (RADIUS) or terminal access
controller access control system (TACACS) with
tokens; or VPN (based on SSL/TLS or IPSEC)
with individual certificates.

Are all passwords rendered unreadable during
transmission and storage on all system
components using strong cryptography

(Defined in PCI DSS and PA-DSS Glossary of
Terms, Abbreviations, and Acronyms)?

Are proper user authentication and password
management controls in place for non-consumer
users and administrators on all system
components, as follows?

8.5.1 Are addition, deletion, and modification of user
IDs, credentials, and other identifier objects
controlled?

8.5.2 Is user identity verified before performing
password resets?

8.5.3 Are first-time passwords set to a unique value for
each user and must each user change their

password immediately after the first use?

8.5.4 Is access for any terminated users immediately
revoked?

8.5.5 Are inactive user accounts removed or disabled at
least every 90 days?

8.5.6 Are accounts used by vendors for remote
maintenance enabled only during the time period
needed?

8.5.7 Are password procedures and policies

communicated to all users who have access to
cardholder data?

8.5.8 Are group, shared, or generic accounts and
passwords prohibited?

8.5.9  Must user passwords be changed at least every
90 days?

8.5.10 Is a minimum password length of at least seven
characters required?

8.5.11 Must passwords contain both numeric and
alphabetic characters?

8.5.12 Must an individual submit a new password that is

different from any of the last four passwords he or
she has used?

8.5.13  Are repeated access attempts limited by locking
out the user ID after no more than six attempts?

113
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8.5.14 Is the lockout duration set to a minimum of 30 1
minutes or until administrator enables the user
ID?

8.5.15 If a session has been idle for more than 15 2

minutes, must the user re-enter the password to
re-activate the terminal?

8.5.16 Is all access to any database containing 4
cardholder data authenticated? (This includes
access by applications, administrators, and all
other users.)

Requirem Restrict physical access to cardholder data
ent9

9.1 Are appropriate facility entry controls in place to 4
limit and monitor physical access to systems in
the cardholder data environment?

9.1.1 (a) Do video cameras or other access-control 4
mechanisms monitor individual physical access to
sensitive areas?
Note: “Sensitive areas” refers to any data center,
server room, or any area that houses systems
that store cardholder
Data. This excludes the areas where only point-
of-sale terminals are present such as the cashier
areas in a retail store.

(b) Is data collected from video cameras reviewed 4
and correlated with other entries?
[c] Is data from video cameras stored for at least 4
three months, unless otherwise restricted by law?
9.1.2 s physical access to publicly accessible network 4
jacks restricted?
9.1.3 Is physical access to wireless access points, 4
gateways, and handheld devices restricted?
9.2 Are procedures in place to help all personnel 4

easily distinguish between employees and
visitors, especially in areas where cardholder data
is accessible?

For purposes of this requirement, an “employee”
refers to full-time and part-time employees,
temporary employees and personnel,

And contractors and consultants who are
“resident” on the entity’s site. A “visitor” is defined
as a vendor, guest of an employee, service
personnel, or anyone who needs to enter the
facility for a short duration, usually not more than

one day.
9.3 Are all visitors handled as follows: || GcNG
9.3.1 Authorized before entering areas where 4

cardholder data is processed or maintained?
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9.3.2 Given a physical token (for example, a badge or 4
access device) that expires and that identifies the
visitors as no employees?

9.3.3 Asked to surrender the physical token before 4
leaving the facility or at the date of expiration?

9.4 [a] Is a visitor log in use to maintain a physical 4
audit trail of visitor activity?

[b] Are the visitor's name, the firm represented, 4

and the employee authorizing physical access
documented on the log?

[c] Is visitor log retained for a minimum of three 4
months, unless otherwise restricted by law?
9.5 (a) Are media back-ups stored in a secure 4

location, preferably in an off-site facility, such as
an alternate or backup site, or a commercial
storage facility?

(b) Is this location’s security reviewed at least 4
annually?

9.6 Are all paper and electronic media that contain 4
cardholder data physically secure?

9.7 (a) Is strict control maintained over the internal or 4

external distribution of any kind of media that
contains cardholder data?

(b) Do controls include the following:

9.7.1 Is the media classified so it can be identified as 4
confidential?

9.7.2 Is the media sent by secured courier or other 1
delivery method that can be accurately tracked?

9.8 Are processes and procedures in place to ensure 1

management approval is obtained prior to moving
any and all media containing cardholder data from
a secured area (especially when media is
Distributed to individuals)?

9.9 Is strict control maintained over the storage and 4
accessibility of media that contains cardholder
data?

9.9.1 (a) Are inventory logs of all media properly 2
maintained?

(b) Are media inventories conducted at least 2
annually?

9.10 Is media containing cardholder data destroyed 4
when it is no longer needed for business or legal
reasons?
Destruction should be as follows:

9.10.1 Are hardcopy materials shredded, incinerated, or 4
pulped so that cardholder data cannot be
reconstructed?

9.10.2 Is electronic media with cardholder data rendered 4
unrecoverable so that cardholder data cannot be
Reconstructed?
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Regularl
Y
monitor
and Test
Network
S
Requirem
ent 10

10.1

10.2

10.3

10.4

10.5

Scoring: Not Implemented = 0; Planning Stages = 1; SCORE
Partially Implemented = 2; Close to completion = 3;
Fully Implemented = 4

Track and monitor all access to network resources
and cardholder data

Is a process in place to link all access to system 4
components (especially access done with
administrative privileges such as root) to each
individual user?
Are automated audit trails implemented for all
system components to reconstruct the following
events:
10.2.1 All individual user accesses to cardholder data? 4
10.2.2 All actions taken by any individual with root or 4
administrative privileges?
10.2.3 Access to all audit trails? 4
10.2.4 Invalid logical access attempts? 3
10.2.5 Use of identification and authentication 3
mechanisms?
10.2.6 Initialization of the audit logs? 2
10.2.7 Creation and deletion of system-level object? 2
Are the following audit trail entries recorded for all
system components for each event:
10.3.1 User identification? 1
10.3.2 Type of event? 1
10.3.3 Date and time? 1
10.34 Success or failure indication? 1
10.3.5 Origination of event? 1
10.3.6 Identity or name of affected data, system 1
component, or resource?
Are all critical system clocks and times 4
synchronized?
(a) Are audit trails secured so they cannot be 4
altered?
(b) Do controls ensure the following? [ EGcINIzIzNNE
10.5.1 Is viewing of audit trails limited to those with a job- 4
related need?
10.5.2 Are audit trail files protected from unauthorized 4
Modifications?
10.5.3 Are audit trail files promptly backed up to a 4
centralized log server or media that is difficult to
alter?
10.5.4 Are logs for external-facing technologies written onto 4

a log server on the internal LAN?
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10.5.5 Is file-integrity monitoring or change-detection
software used on logs to ensure that existing log

data cannot be changed without generating alerts

(although new data being added should not cause

an alert)?

10.6 Are logs for all system components reviewed at
least daily?

Log reviews must include those servers that perform

security functions like intrusion detection system

(IDS) and authentication, authorization, and

accounting protocol (AAA) servers (for example,

RADIUS).

Note: Log harvesting, parsing, and alerting tools

may be used to achieve compliance with

Requirement 10.6.

10.7 Is audit trail history retained for at least one year,
with a minimum of three months’ history immediately

available for analysis (for examples, online,

archived, or restorable from backup)?

Requirem
ent 11

Regularly test security systems and processes

11.1 Is the presence of wireless access points tested for
by using a wireless analyzer at least quarterly or by
deploying a wireless IDS/IPS to identify all wireless

devices in use?

11.2 Are internal and external network vulnerability scans
run at least quarterly and after any significant
change in the network (such as new system
component installations, changes in network
topology, firewall rule modifications, product
upgrades)?

Note: Quarterly external vulnerability scans must be
performed by an Approved Scanning Vendor (ASV)
qualified by Payment Card Industry Security
Standards Council (PCI SSC). Scans conducted
after network changes may be performed by the
company’s internal

Staff.

11.3 (a) Is external and internal penetration testing
performed at least once a year and after any

significant infrastructure or application upgrade or

modification (such as an operating system upgrade,

a sub-network added to the environment, or a

Web server added to the environment)?

(b) Do these penetration tests include the following: _

11.3.1 Network-layer penetration tests?

117
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11.3.2 Application-layer penetration tests? 1

11.4 (a) Are intrusion-detection systems and/or intrusion- 1
prevention systems used to monitor all traffic in the
cardholder data environment and alert personnel to
suspected compromises?

(b) Are all intrusion-detection and prevention 1
engines kept up-to date?
11.5 (a) Is file-integrity monitoring software deployed to 1

alert personnel to unauthorized modification of
critical system files, configuration files, or content
files; and

(b) Is the software configured to perform critical file 1
comparisons at least weekly?
Note: For file-integrity monitoring purposes, critical
files are usually those that do not regularly change,
but the modification of which could indicate a system
compromise or risk of compromise. File-integrity
monitoring products usually come pre-configured
with critical files for the related operating system.
Other critical files, such as those for custom
applications, must be evaluated and defined by the
entity (that is the merchant or service provider).

Scoring: Not Implemented = 0; Planning Stages = 1, SCORE
Partially Implemented = 2; Close to completion = 3;
Fully Implemented = 4

Maintain
an
Informati
on
Security
Policy
Requirem Maintain a policy that addresses information security
ent 12 for employees and contractors

12.1 Is a security policy established, published,
maintained, and disseminated, and does it
accomplish the following:

12.1.1 Addresses all PCI DSS requirements?
12.1.2 Includes an annual process to identify threats and
vulnerabilities, and which results in a formal risk
Assessment?

12.1.3 Includes a review at least once a year and updates 1
when the environment changes?

12.2 Are daily operational security procedures developed 1
that are consistent with requirements in this
specification (for example, user account maintenance
procedures, and log review procedures)?

1
1
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12.3 (a) Are usage policies for critical employee-facing 2
technologies (for example, remote-access
technologies, wireless technologies,
removable electronic media, laptops, personal
data/digital assistants [PDAs], e-mail, and Internet
usage) developed to define proper use of these
technologies for all employees and

contractors?
(b) Do these usage policies require the following? | GcIEcINGEG
12.3.1 Explicit management approval? 2
12.3.2 Authentication for use of the technology? 2
12.3.3 Alist of all such devices and personnel with access? 3
12.3.4 Labeling of devices with owner, contact information, 2
and purpose?
12.3.5 Acceptable uses of the technologies? 3
12.3.6 Acceptable network locations for the technologies? 1
12.3.7 List of company-approved products? 1
12.3.8 Automatic disconnect of sessions for remote-access 4

Technologies after a specific period of inactivity?

12.3.9 Activation of remote-access technologies for vendors 4
only when needed by vendors, with immediate
deactivation after use?

12.3.10 When accessing cardholder data via remote-access 2
Technologies, does the policy specify the prohibition
of copy, move, and storage of cardholder data onto
local hard drives and removable electronic media?

12.4 Do the security policy and procedures clearly define 1
information security responsibilities for all employees
and contractors?

12.5 Are the following information security management
responsibilities assigned to an individual or team?

12.5.1  Establishing, documenting, and distributing security 1
policies and procedures?

12.5.2 Monitoring and analyzing security alerts and 0
information, and distributing to appropriate
personnel?

12.5.3  Establishing, documenting, and distributing security 0

incident response and escalation procedures to
ensure timely and effective handling of all situations?

1254 Administering user accounts, including additions, 4
deletions, and modifications?

12,55 Monitoring and controlling all access to data? 3

12.6 Is a formal security awareness program in place to 2

make all employees aware of the importance of
cardholder data security?

12.6.1 Are employees educated upon hire and at least 0
annually?
12.6.2 Are employees required to acknowledge at least 0

annually that they have read and understood the
company’s security policy and procedures?
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12.7 Are potential employees (see definition of “employee” 3
at 9.2 above) screened prior to hire to minimize the
risk of attacks from internal sources?
For those employees such as store cashiers who only
have access to one card number at a time when
facilitating a transaction, this requirement is a
recommendation only.

12.8 If cardholder data is shared with service providers, 4
are policies and procedures maintained and
implemented to manage service providers, and do
the policies and procedures include the following?

12.8.1 A list of service providers is maintained. 4
12.8.2 A written agreement is maintained that includes an 3
acknowledgement that the service providers are
responsible for the security of cardholder data the
service providers possess.

12.8.3 There is an established process for engaging service 4
providers, including proper due diligence prior to
engagement.

12.8.4 A program is maintained to monitor service providers’ 2
PCI DSS compliance status.

12.9 Has an incident response plan been implemented to
include the following in preparation to respond
immediately to a system breach?

12.9.1 (a) Has an incident response plan been created to be 0
implemented in the event of system breach?

(b) Does the plan address, at a minimum: || GG

?? Roles, responsibilities, and communication and 0
contact strategies in the event of a compromise
including natification of the payment brands, at a
minimum

?? Specific incident response procedures

?? Business recovery and continuity procedures
?? Data back-up processes

?? Analysis of legal requirements for reporting
compromises

?? Coverage and responses of all critical system 0
components

?? Reference or inclusion of incident response 0
procedures from the payment brands

12.9.2 Is the plan tested at least annually? 0

12.9.3 Are specific personnel designated to be available on 4
a 24/7 basis to respond to alerts?

12.9.4 Is appropriate training provided to staff with security 0
breach response responsibilities?

1295 Are alerts from intrusion-detection, intrusion- 0
prevention, and file-integrity monitoring systems
included?

[oNeNoNe]
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12.9.6 Is process developed and in place to modify and 0
evolve the incident response plan according to
lessons learned and to incorporate industry
developments?
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Appendix D. Project timeline
To fully understand the challenges a small orgstion faces, the following project
timeline is presented.
November 2009
* Network Analysis begins and the threat matrix islgisshed.
December 2009
* Network Analysis complete and high level recomméioda presented
January 2010
» Purchase of Zenith BDR, Kaspersky AV
» Realization that main server is extremely comprewhis
February 2010
» Begin upgrade with installation of BDR and Kaspgrak/ on secondary server. True
scope of deferred maintenance evolves and a nesrgsirequisitioned to become new
DC.
» Install Spiceworks network management tools and tekk, begin tracking incidents.
» First full-scale Kaspersky scan takes three dags@sults in major system
reconfigurations. Know Trojans discovered on a migj@f machines.

» Develop AV Policy

Develop support policy and procedures.
March 2010
» Develop User review

» Develop Acceptable use policy
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Develop Websense policy

March 10, 2010

While attempting first full system state backupe #xisting DC experiences a full crash,
Spiceworks and Websense data lost. Data recovepoisy and the Symantec recovery
agent has not kept track of system drivers etcihiblhpossible to recover and must be

rebuilt from scratch.

Users associate service issues with server isBlesfor orderly migration is disrupted

and all users need to be migrated in a marathand@ay period.

April 2010

Continue attempts to consolidate the needs of skesuwith proper access control,
Network layout upgrade in full swing.

Discover a payroll program that is not supportedi®/new hardware and not
documented. Move payroll program to standalone imach

Discover that Kaspersky is creating access issagsdoon ownership permissions

requiring all data to be assigned new ownership.

May 2010

Begin exploring Group policy and data structuregloiays keeping existing data in
production.

Develop Password Policy

Switches all identified and ports on existing VLAN.

Network cable identification begins.

All infrastructure is documented.
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May 1-2, 2010
* Install new DC. Realize that all existing workstas SID are corrupt and must be rebuilt
to join to new DC, as a result DC must be takenrdand rebuilt.
» Password policy put in place and enforced logicajhygroup policy.
» All users given new strength enhanced credentrals@quired to change passwords
every 90 days.
June 2010
» Reconfigured server receives Winlnstall and Spicka/ohowever Websense cannot be
added due to unknown issues.
» First major vulnerability scan uncovers 3700 vuaigities on the 81 machines. 45% of
desktops lack winXP SP3 and critical patches datrD03 missing on most machines.
First round of updating takes two days, 22 machiagsequiring each to be investigated
individually. Process uncovers major differencesanfiguration between machines and
user related failures because each user is admatoisof their own machine.
July 2010
» Successfully transition EBMS database to USI, h@veeme reports don’t convert. Two
weeks of remediation required, no testing time albsved due to corporate decision of a
hard turn down.
* New VLANSs created and ASA upgraded. Admin subnstseurity to enter all subnets;
additional subnets have no permission on any ihienet.
* Lose remote access due to stronger ASA configuraRemote users previously
configured with Public IPs at ASA with no encryptidNow require Cisco 5.0 remote

client and full VPN
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* Successfully move parking and video displays ohéir trespective subnets without a
major hitch.
» Parking Passes PCI compliance.
» Determine that Video displays need AV installedci8sy Cameras to follow in October
and Temperature control in December.
August 2010
» Discover that WinInstall was preconfigured to itistath SQL 2005 Light. Install
licensed version of SQL 2005 to operate interopgenath Websense.
» Conflict between ODBCs causes server crash. Maamies server taken offline and
rebuilt.
* Loss of all Wininstall data and Spiceworks data.
» Move Spiceworks to standalone machine to safegihésdapplication in the future.
» Hardware Audit by the City of Denver
» Develop IT asset inventory and disposal policy
September 2010
* Apply Websense policy as redefined by GM.
» Second round of major patches brings all machine®t but requires multiple restarts
and causes system disruptions minimized only hyeetday weekend.
» Major virus scan uncovers additional spamware tdieequiring three desktops to be
taken offline and rebuilt. Cause traced to infectatdovable data storage.
September 28, 2010
» Finalize GPO but go too far and lock administrator of DC and MMCs.

« Utilize BDR to restore GPO on server
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» Confusion caused by these over restrictive chapgeapts the GM to request a proper

change management policy with notification and répg requirements.
October 2010

» Spiceworks beginning to show effectiveness. Ticigeystem becoming accepted
reducing response time and creating a feeling otiguill. Error reporting uncovering
configuration errors that reduce system latencywidek mapping showing major
improvement, rouge machines identified and opetsptisabled.

» WinlInstall used to test and patch all vulneralaiiti

» Software inventory proceeding. Identifying many eoessary items, outdated, unneeded
and non-approved.

* Video Camera Architecture finally fully understoadd video system brought to

functioning.

Patrol system added to management server basddipation and software policy.
November 2010

» Scope of work signed off and all new policies dentorporate for legal review.
Anticipate acceptance by January 30, 2011.

* Begin investigating a new digital document managersgstem using RUP. Time to
implementation measured in just weeks due to theuatrof prior work. Security is
baked into the development rather than added later.

December 2010

» Engineering completes the transition of all corstitol the new subnet. The admin subnet

is now free of miscellaneous equipment and theneldgy department begins to MAC

lock the system.
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Wininstall is working well, all devices are idemidl, events are being recorded and
remediated which increases network efficiency andkwicket system has brought order
to the once hectic technology department

Kaspersky and WinlInstall continue to have minofgenance issues. Most are traced
back to overly restrictive group policy. Changes éocumented and monitored for

impact and rolled back if necessary.

January 2011

Full scale disaster recovery drill planned for keloy 1, 2011. Incremental tests have
shown positive results, the data is safe and theesstate is backing up nightly. The test,
known to the Senior Facility Services Manager appen management only, will allow
the remaining technology team to experience a @isasreal time. This event will take
place after hours, but the team is in expectingddk on side projects.

The test will simulate a full data loss and thenesill along with the Zenith BDR
hardware will be evaluated for effectiveness.

Revisions to policies presented in appendix E teeen requested by corporate. These

are to be delivered for final review by March 1120
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Appendix E. Policies and Procedures

CONVENTION CENTER

Policies and Procedures

Department: Executive Issued By:

Topic: Information Governance Policy | Procedure Nunber: ISPP-1

Effective Date: Pending Status: DRAFT 12/1/10

Scope
This policy applies to the high-level governance datailed in the four bullet points of the

policy statement) of aBMG / Colorado Convention Center (CCC) informatimrgardless of the
location or format of the information. It also ajeglto all individuals encountering CCC
information, regardless of the user’s role or &ftibn. It does not extend to the special
governance requirements that may be necessaregfi@irc information types such as research
information, intellectual property, health inforrat, etc. It also does not apply to personal data
that may reside on CCC information technology resesias a consequence of incidental

personal use of those resources.

Reason for Policy
Information represents a valuable asset thatiiea@kito the operation of the CCC. The value of

information as an institutional resource is incegbrough its widespread and appropriate use,
and its value is diminished through misuse, mispriation, or unnecessary restrictions on its
access. In addition, various legal, regulatory, emtractual terms require the CCC to document
and employ reasonable safeguards to protect intfosmal herefore principles of information

assurance (IA) must be articulated and appliecoumify to maintain and increase the value and
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to promote the confidentiality, availability, anttegrity of the information while promoting its
widespread and appropriate use.

The over-arching goals of the SMG / Colorado CotivenCenter’s Information Security and
Privacy Program and associated policies and stdaaae to maintain CCC'’s viability, both
reputational and operational, as a premier pulsembly facility destination; supporting its
mission of education (teaching and learning), neteand engagement (outreach and service);

and to guide the conduct of CCC business.

Policy Statement
Employees and associated vendors of the CCC dre &ble to efficiently and effectively

execute and enhance their duties through facifitateess and informed use of information, in
accordance with applicable laws and regulationsC @@licies, and aspects of prudent
stewardship.
The Technology Review Board (TRB), appointed by@smeral Manager of the Colorado
Convention Center, has overall responsibility foorinating high-levepolicies standards
guidelines andproceduresieeded to facilitate use of CCC information. Aitieas of the TRB
include, but are not limited to:
» Establishing and maintaining roles and responsislifor individuals and groups who
are charged with various aspects of managing irdtion throughout its entire life cycle.
» Creating and maintaining a program for the classifon of information in order to
facilitate access, and to establish appropriatédemtiality, integrity, availability, use
control, and accountability expectations for infatran commensurate with each

classification level.
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» Articulating and maintaining coordinated informatimanagement standards in order to
promote widespread, appropriate, efficient, andaiife use of information.

» Developing and maintaining priorities and strategeeeducate users of information on
their responsibility to adhere to established pedicstandards, guidelines and
procedures, and supporting documents.

Procedures

The General Manager has assigned oversight of Rt the Assistant General Manager who,
in consultation with the General Manager (as nepded with other stakeholders, will strive for
appropriate and broad representation on the coewrattd account for the changing needs of the
facility.

In addition to setting high-level guidance relatedhe use and management of CCC
information, the TRB will collaborate and coordimavith other CCC departments that have
more granular responsibility for certain informatitypes (e.g., financial information, digital
copy rights property, health information, etc.pnder to identify common standards for all types
of information.

The TRB will also follow thepolicy development process the CCC Information Policy Office

in the development of policy. Other documentatioohsas standards and guidelines will be
available for stakeholder review, comment, andbeell for at least 30 days prior to adoption.
Questions and exception requests can be made TRiBeand appeals can be directed to the

General Manager or Human Resources Manager.

Technology Review Board Membership
» Assistant General Manager
» Director of Finance
» Director of Event Management
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» Director of Operations

» Director of Sales

» Senior Facility Services Manager
* Human Resources Manager

» Accounting Manager

» Security Manager

Sanctions
CCC will handle reports of misuse and abuse ofrmétdion and information technology

resources in accordance with existing policiesamodedures issued by appropriate departments.
Failure to comply with CCC information technologylipies may result in sanctions relating to
the individual’s use of information technology rasmes (such as suspension or termination of
access,); the individual’s employment up to anduidiog immediate termination of employment
in accordance with applicable CCC disciplinary ppkand/or civil or criminal prosecution. See

policy ISPP-02, Misuse and Abuse of Information Technol@ggourcesfor more detail.

Reference
Indiana University. (2009). Information governanBetrieved January 22, 2010, from

http://informationpolicy.iu.edu/policies/ISPP-25
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v

C O L ORAD O

CONVENTION CENTER

Policies and Procedures

Department: Human Resources Issued By:

Topic: Misuse and Abuse of Procedure Number: ISPP-02
Information Technology Assets

Effective Date: Pending Status: Draft 12/1/10

Scope

This policy applies to all users of SMG / Colora&donvention Center (CCC) information
technology resources regardless of affiliation, mrespective of whether those resources are
accessed from within the facility or from a remot&nection.

Rationale
Taxpayers, Lessees, exhibitors and attendees mgwsdurces of funding that support

information technology resources at the CCC exftettthese assets will be used in a lawful
manner and in support of the facility's missiorho$ting opportunities for teaching, learning,
and civic engagement.

Policy Statement
CCC will handle misuse and abuse of informatiombetogy resources in accordance with

existing policies and procedures issued by appatgdepartments. The university may also take
legal action against individuals or entities imvaiMn misuse or abuse of CCC information
technology resources.

Procedures

Reporting:

Reports of apparent misuse or abuse of CCC infeom#&tchnology resources are to be made to

the human resources, the appropriate departmesttdir manager or executive administrator of
an employee.
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Where violations of law are alleged, the reporfiagty must also contact Human Resources.
Human resources will consult with the Security Mgeraregarding the involvement of the
Denver Police Department.

Suspension or termination of access:

The Senior Facility Services Manager or technoldgyartment staff may temporarily suspend
or block access to an account when it reasonalpigaap necessary to do so in order to protect
the integrity, security, and functionality of CC@noputing resources, or to protect the
organization from liability.

Access to CCC technology resources may be remaowetbdiately given a written request from
Human resources, the appropriate department ditenmager or executive administrator of an
employee. Reasons for removal may include, buharéimited to, the following: the individual
is terminated for cause and there is concern fetysaf systems or data; there is reasonable
belief that the individual to whom the accountssigned has perpetrated or is involved in illegal
activities or activities that violate CCC policy.

The Senior Facility Services Manager or a membéh@fTechnology staff may disable access
unilaterally if processes in an assigned accowtausing or reasonably appear likely to cause
damage to systems or data or serious service dagrador other users. Except when prohibited
by law, inappropriate, or impractical, the techarcivill notify the involved individual prior to
disabling the computer account. Where prior ndiin is not permitted, appropriate, or
practical, the technician will make all effortsrtotify the involved individual afterward in a
timely manner. Unless other policies are invokedgeas will be restored as soon as possible

after the removal of the threat.
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Technical Investigation:

The CCC Technology Review Board (TRB) will coordméechnical investigation and computer
forensics for complaints of misuse or abuse of G@@rmation technology resources.
Investigations must not commence until Human Ressuhas been notified and time has been
allotted for legal review. All investigations mugimply with applicable law, and CCC policies
and procedures.

Disciplinary Process:

Reports of misuse or abuse are normally resolveritih established CCC disciplinary policies
and procedures applicable to the employee. CCCaisayrefer suspected violations of
applicable law on the part of any individual to egggriate law enforcement agencies. SMG
corporate counsel and or the City Attorney of tlily @ d County of Denver, the Denver Police
Department and other law enforcement officials@sepriate shall address misuse or abuse of
CCC resources by persons not affiliated with thodifg.

Definitions
Information technology resources

includes all CCC-owned computers, peripherals,ratated equipment and software; voice
communications infrastructure, peripherals, andteel equipment and software; data
communications infrastructure, peripherals, andteel equipment and software; all other
associated tools, instruments, and facilities; thedservices that make use of any of these
technology resources. The components may be ingillidcontrolled (i.e., assigned to an
employee) or shared single-user or multi-user; thay be stand-alone or networked; and they
may be stationary or mobile.

Misuse or abuse

are uses of CCC information technology resourcaswiolate existing laws or CCC policies and
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Misuse or abuse also includes the sharing or tears§ of an individual's CCC accounts,
including network 1D, password, or other accessesdtiat allow them to gain access to CCC
information technology resources, with one or natheer persons.

CCC Policies

Departments may have issued policies and standaxdsrgng the appropriate use of
information technologies deployed specifically tppgort their specific activities. The Senior
Facility Services Manager may have issued sendeellpolices and standards governing the
appropriate use of specific services and applinatin order to understand and adhere to these
requirements, users of these resources are reppofi consulting with the appropriate

department or technology staff.

Reference
Indiana University. (2010). Misuse and Abuse obmifiation Technology Resources. Retrieved

July 31, 2010, from http://informationpolicy.iu.ggolicies/IT02
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COLORADO i

CONVENTION CENTER

Policies and Procedures

Department: Technology Issued By: Sam Fleming
Topic: Application Service Provider Procedure Number: ISPP-03
Security Standards

Effective Date: 7/1/10 Status: Active

Overview

This document defines the minimum security criténat an Application Service Provider (ASP)
must meet in order to be considered for use byddlerado Convention Center (CCC). As part
of the ASP selection process, the ASP Vendor merstothstrate compliance with the Standards
listed below by responding in writing to EVERY statent and question in the six categories.
CCC will closely review the vendor responses, aildswggest remediation measures in any
areas that fall short of the minimum security cr#eCCC approval of any given ASP resides
largely on the vendor's response to this document.

These Standards are subject to additions and chavieout warning by CCC.

Scope
This document can be provided to ASPs that arerlibing considered for use by CCC, or have

already been selected for use.

Responding to These Standards
The CCC is looking for explicitly detailed, techaleesponses to the following statements and

guestions. ASPs should format their responsesttlireeneath the Standards (both questions
and requirements) listed below. In addition, ptemslude any security whitepapers, technical

documents, or policies that you may have.
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Answers to each Guideline should be specific amidageneralities, e.g.:
Examples:
Bad: "We have hardened our hosts against attack."
Good: "We have applied all security patches for dfsims 2000 as of 8/31/2000 to our
servers. Our Administrator is tasked with keepipeto-date on current vulnerabilities that
may affect our environment, and our policy is tplgmew patches during our maintenance
period (2300hrs, Saturday) every week. Critigalates are implemented within 24 hours.
A complete list of applied patches is availabl&@bhe Colorado Convention Center."
Bad: "We use encryption.”
Good: "All communications between our site and Taodorado Convention Center will be
protected by IPSec ESP Tunnel mode using 168-IpteDES encryption, SHA-1
authentication. We exchange authentication neteia either out-of-band shared secret, or
PKI certificates.”
Standards
General Security
1. The CCC reserves the right to periodically audit application infrastructure to ensure
compliance with the ASP Policy and these Standais-intrusive network audits
(basic portscans, etc.) may be done randomly, withoor notice. More intrusive
network and physical audits may be conducted @wgith 24 hours notice.
2. The ASP must provide a proposed architecture dontithat includes a full network
diagram of the application environment, illustrgtthe relationship between the
environment and any other relevant networks, wifihlladata flowchart that details

where CCC data resides, the applications that méigit, and the security thereof.
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3. The ASP must be able to immediately disable aflast of the functionality of the

application should a security issue be identified.

Physical Security

1. The equipment hosting the application for CCC nimgslocated in a physically secure
facility, which requires badge access at a minimum.

2. The infrastructure (hosts, network equipment, étosting CCC application must be
located in a locked cage-type environment.

3. CCC shall have final say on who is authorized teeany locked physical environment,
as well as access the CCC application infrastractur

4. The ASP must disclose who amongst their personiighave access to the environment
hosting the application for CCC.

5. CCC finance department requires that the ASP diedloeir ASP background check

procedures and results prior to CCC granting apgrimr use of an ASP.

Network Security
1. The network hosting the application must be airpgabfrom any other network or
customer that the ASP may have. This means CClappn environment must use
separate hosts, and separate infrastructure.
2. How will data go between CCC and the ASP? Keepimdrthe following two things:
a. If CCC will be connecting to the ASP via a privatecuit (such as frame relay, etc.),

then that circuit must terminate on the CCC extrane
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b. If, on the other hand, the data between CCC and8® will go over a public
network such as the Internet, appropriate firewgltechnology must be deployed by the
ASP, and the traffic between CCC and the ASP maigirbtected and authenticated by

cryptographic technology (See Cryptography below).

Host Security

1. The ASP must disclose how and to what extent tlsésh@nix, NT, etc.) comprising the
application infrastructure have been hardened agaitack. If the ASP has hardening
documentation for the CAIl, provide that as well.

2. The ASP must provide a listing of current patche$osts, including host OS patches,
web servers, databases, and any other materiatajqh.

3. Information on how and when security patches welldpplied must be provided. How
does the ASP keep up on security vulnerabilitiad, &hat is the policy for applying
security patches?

4. The ASP must disclose their processes for monidtie integrity and availability of
those hosts.

5. The ASP must provide information on their passwawlicy for application
infrastructure, including minimum password lengiassword generation guidelines, and
how often passwords are changed.

6. CCC cannot provide internal usernames/passwordscfmunt generation, as the
company is not comfortable with internal passwdreimg in the hands of third parties.
With that restriction, how will the ASP authentieatsers? (e.g., LDAP, Netegrity, Client

certificates.)
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7. The ASP must provide information on the accountegation, maintenance and
termination process, for both maintenance as vgaliser accounts. Include information
as to how an account is created, how account irgtbom is transmitted back to the user,

and how accounts are terminated when no longeredgeed

Web Security

1. At CCC discretion, the ASP may be required to diselthe specific configuration files
for any web servers and associated support fure{gurch as search engines or
databases).

2. Please disclose whether, and where, the applicates Java, Javascript, ActiveX, PHP
or ASP (active server page) technology.

3. What language is the application back-end writtéh(C, Perl, Python, VBScript, etc.)

4. Please describe the ASP process for doing secuglity Assurance testing for the
application. For example, testing of authentiggtauthorization, and accounting
functions, as well as any other activity desigreddlidate the security architecture.

5. Has the ASP done web code review, including CGiaJatc, for the explicit purposes of
finding and remediating security vulnerabilitied%0, who did the review, what were
the results, and what remediation activity hasngiace? If not, when is such an

activity planned?

Cryptography
1. The application infrastructure cannot utilize ahgrhegrown" cryptography — any

symmetric, asymmetric or hashing algorithm utilibgdthe application infrastructure
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must utilize algorithms that have been publishadl @raluated by the general
cryptographic community.

2. Encryption algorithms must be of sufficient stréntgi equate to 168-bit TripleDES.

3. Preferred hashing functions are SHA-1 and MD-5.

4. Connections to the ASP utilizing the Internet musprotected using any of the
following cryptographic technologies: IPSec, SSEHESCP, PGP.

5. If the application infrastructure requires PKI,gde contact CCC Senior Facility Services
Manager for additional guidance.

Reference:
SANS Institute. (N.D.). Information Security Poliggmplates. Retrieved October 10, 2009,

from http://www.sans.org/security-resources/postie
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COLORADO g

CONVENTION CENTER ="

Policies and Procedures

Department: Technology Issued By: Sam Fleming
Topic: SDLC and Change Management| Procedure Number: ITN-5
Policy

Effective Date: 10/1/10 Status: Active

PURPOSE:

To promote a controlled environment around changeagement procedures for the Colorado
Convention Center (CCC)’s IT systems and applicatid he Change Management Procedures
are designed to provide an orderly process in whi@nges to CCC infrastructure are requested
and approved prior to the installation or implenagion of the change. This policy should be
periodically reviewed and updated, where necessarngflect changes in the technology
environment.

SCOPE:

The policies and procedures within this documeptyafp CCC IT Systems and applications.
The scope of this document is limited to developnaenl changes to 1) applications 2) database
structures and 3) IT infrastructure (including haade, system software and configurations).

RESPONSIBILITIES :

The Technology department is responsible for exeguhis SDLC and submitting the resulting
artifacts to the Director of Finance. This subnaastonsists of the names and signatures of the
participants, and the actual artifacts. (Artifaats the documents, diagrams, etc., that are created

as a result of following the SDLC.)
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The technology department and the other involve€ ©@erational departments must jointly
consider this SDLC as an integral part of theirrallgoroject plan.
The Director of Finance is responsible for enfagdinis Policy.

PROCEDURES:

1. An information system development typically undesgseveral lifecycles,
corresponding to its creation and subsequent upgrdhch such development lifecycle
constitutes a project. Such projects continue timélunderlying technology ages to the
point where it is no longer economical to investipgrades and the application is
considered for either continued as-is operatioretrement. The CCC SDLC defines a
standard methodology for the creation and upgratissftware applications. It also
addresses routine maintenance that occurs asfphg operational management of an
application and retirement.

2. The CCC SDLC is a subset of the IBM Rational Unifferocess. This SDLC is
structured in two dimensions Phases and Dimensions.

3. This SDLC is sequential with respect to the Phasbse iterative, or incremental, with
respect to the Disciplines. More specifically, e®ttase ends with a go/no-go decision
on whether to proceed to the next Phase. Eachfliiseiends with a set of deliverables
encapsulating the results of a specific activitiijoli is incrementally refined over
multiple iterations of the Phases. While it mayegupthat a one-to-one correspondence
exists between the elements of the Phases andethers of the Disciplines, this is
absolutely not the case. In reality, designing,jmggdand testing continue incrementally
across multiple Phases.

A. REQUESTS:
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Requests for all system development work, includiregk/fix, continuous improvements, data

scripts, and projects will be documented in SpiagaoEach ticket will include:

Initiator's name and contact information;
Date/Time of notification;

Description of requested change and/or problem;
Priority set by the IT Personnel;

Category of the change and/or problem.

Types of Changes:

Custom Development

Currently, CCC utilizes purchased software foffiathncial applications and does not
customize the application’s functionality or datsdatructures internally. In the event that
minor customizations (i.e. report development)racpiired, the process will mirror the
vendor upgrade process. All applications are supddry the software vendor.

Vendor Upgrades

The majority of CCC'’s future recurring applicationanges will be minor version upgrades
to the applications. Version upgrades, issues pagdixes are handled directly by the
software vendors. CCC does not have access tmtiteescode and therefore does not have
the ability to modify these proprietary packagel.igsues, bug fixes, and modifications are
completed by the software vendors. Version upgradeicluded as part of vendor
maintenance agreements. The Senior Facility SerWtanager and/or the Director of
Finance are notified via email when version upgsaate available, and a time is scheduled

to migrate to the new versions. Release notes eatheeach upgrade and/or service pack.

Projects
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Projects arise in a number of ways, from a phofleoc&-mail, to a formal functional
specification. The initiation phase focuses on arigmg the project. It includes understanding
of the request, assessing the project categorycamadnunicating an early project scope to
CCC’s management. This is a starting point forukswns with interested parties. During this
phase, the priority of the request is determindative to other outstanding requests and a go/no-
go decision is made.
* Objectives:

— Needs identification;

— Senior Management identification;

— Sizing and prioritization of the project;

— Management approval for the project.
* Major Activities:

— Request new development;

— Define high-level business requirements;

— Estimate project size for budgetary purpose;

— Prioritize project;

— Communicate results to Senior Management;

— Get approval for the project.
» Deliverables:

— Request for development or project charter:

CCC will create a project ticket within Spicewotkstrack these requests.
— High-level Business Requirements:

An early view of the project scope.
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— High-level Estimate:
An initial estimate that represents a rough ordenagnitude sizing of the project.
— Project Categorization:
An initial sizing category based on an estimatéhefman-hours and level-of-impact of
the project on the organization.
— Project Prioritization:
Prioritize new request relative to other projectd aitiatives.
— Approval:
(Go/No-Go decision).
Types of Project category:
» Large Projects:
- Criteria: A project is categorized undarge if it affects the organization as a whole and
requires 100 or greater man-hours to complete.
- Evaluation Process: A formal evaluation and systehaction process will be followed.
The Director/Department Manager making the regioeshe new a development will create
a business case, which will include a high-levgureements definition, project overview,
proposed resource requirements and estimatedAcémtmal risk and impact analysis will
also be completed during the project identificajioocess.
- Approvals: If the Technology Review Board (TRB)ealatines that the application
implementation is feasible, technical specificasionll be completed and reviewed by the
Director of Finance. Upon approval a business evalb&e presented to Senior Management

for formal approval.
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- Evidence: The approval will be maintained with neject documentation within a
Spiceworks ticket.

* Medium Projects:

- Criteria: Projects that do not fall under the laogehe break/fix category are defined as
medium-sized projects. A medium-sized project waelgliire anywhere between eight to
100 man-hours for completion and may not impacbiiganization to the extent of large
projects.

- Evaluation Process: For medium projects, some t@s#isactivities become optional in
order to balance project deliverables with progexipe and risk. The evaluation process may
not be very detailed due to the nature of the ptoje

- Approvals: Senior Facility Services Manager wilalate the project and present the
case to the director of finance for approval.

- Evidence: The evidence will be maintained in a 8pirks help desk ticket.

* Break/Fix:

- Criteria: Break/fix issues require eight or lesswrhaurs for completion and do not
impact the organization to the extent of large- aradlium-sized projects.

- Evaluation Process: These projects include minstocuizations to the application and
software patches. The Senior Facility Services Manar Technology staff will evaluate the
problem forward the Help Desk ticket to the appiaterpersonnel to perform the fix.

- Approvals: There is minimal approval required foedk/fix issues and is obtained from
the Senior Facility Services Manager.

- Evidence: The request is initiated and documentgamSpiceworks.

» Emergency Change:
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- In the event of an emergency, the change contoagss will follow the same steps;
however, it will be prioritized as highest prioréind surpass all other requests in the queue.
The Technology department will update Spicework &idetailed description of the
emergency fix. Documentation and management appvwallde obtained after the fix takes

place and is reflected within the Help Desk ticket.

B. ROUTINE PATCH MANAGEMENT:

» The Senior Facility Services Manager will upgrad@atch by downloading as necessary
individual application fixes or installing directfyom the WinINSTALL patch management
console.

* Once the upgrade(s) are installed on vendor suggagplication(s), the Senior Facility
Services Manager will test the changes.

» Once changes and/or upgrade are complete, e-ns@htgo the Director of Finance, the
General Manager and users notifying them that lla@ge is in the production environment.
In addition, manual logs/system logs are usedaickichanges made to the production
environment. As an additional compensating controlmodifications to financial systems
may be made on any Monday due to the weekly pagrotiessing, or in the two weeks
leading up to or following a quarter or year-enokel.

C. TESTING:

» Specific users will be asked to test the upgradkaariix by running a series of before-and-
after reports to provide reasonable assuranceealdba accuracy.

* Once completed, the user will send an e-mail tcdSaior Facility Services Manager

confirming the success of the upgrade and/or fix.
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» For data conversions, testing should involve tredwation of key test balances as
appropriate.
Reference:

Knowledgeleader.com. (n.d.). SDLC and Change Mamagé Policy. Retrieved June 12, 2010,

from http://www.knowledgeleader.com
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COLORADO W

CONVENTION CENTER __ ="

Policies and Procedures

Department: Security Issued By: Mike Chin
Topic: Physical Access Control Procedure Number:ITA-01
Effective Date: 8/1/10 Status: Active

Purpose

The purpose of this policy is to establish stansidod securing the PBX, network closets, and
other information systems (IS) facilities withiret€olorado Convention Center (CCC).
Effective implementation of this policy will minimé unauthorized access to these locations, and

provide more effective auditing of physical accesstrols.

Scope
The policy applies to all closets and locationstaonng IS equipment at CCC. This policy is
specifically for the PBX located in the 300 MeetiRgom Service Corridor and the wiring

closets identified on the attached facility maps.

Policy
Ownership and Responsibilities
The technology department is responsible for tifetgand security of data on its network and

the equipment used to run the network infrastrgctur



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 151

Physical Access

All physical security systems must comply withablplicable regulations such as, but not
limited to, building codes and fire prevention cede

Physical access to all restricted locations mustdmimented and managed.

All IS locations must be physically protected importion to the criticality or importance
of their function at the CCC.

Access to the referenced locations will be graotdg to the CCC support personnel,
and contractors, whose job responsibilities reqaneess to those locations.

The process for granting card and/or key acceES llmcations must include the approval
of the technology department.

Access cards and/or keys must not be shared oediad@anothers.

Access cards and/or keys that are no longer redjuoiest be returned to CCC Security.
Cards must not be reallocated to another indivibyphssing the return process.

Lost or stolen access cards and/or keys must loetegpto the technology department.
Card access records and visitor logs for IS loaatimust be kept at security base for

routine review.

Enforcement

Employees found to have violated this policy maybeject to appropriate disciplinary action.

Reference

http://www.its.umd.umich.edu/policies-standards/dearborn-it-policies-standards/physical-

access-policy/
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COLORADO i

CONVENTION CENTER

Policies and Procedures

Department: Finance Issued By: Cheri Wilbur
Topic: Technology Asset Inventory Procedure Number ITI-1
Effective Date: 2/1/2010 Status: Active

Scope

This policy applies to all technology equipmentghased by the Colorado Convention Center
(CCQO).

Rationale
The taxpayers, lessees and the users of the C@Eratanding that the facility is a publicly

funded entity, expect the proper level of fiduciaggponsibility from the CCC. Additionally, one
of the most important steps in IT management argelurity is understanding what physical
and virtual IT assets an organization owns and gesiaA good inventory provides information
that is useful to daily system management, busiogge asset tracking, and security incident
response.

Policy
A CCC Asset Inventory form must be completed bydbpartment manager and received by

Finance for the following:
» All stand alone assets $500.00 or greater.
* Al TV’s, Radio’s, and Computer Equipment $250.0@ceater.
The CCC Asset Inventory form must be completed witlinformation requested.
Each department manager and or director is redplerfer any items purchased for their

department.
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Each department manager and or director is redplertsi maintain and track the current assets
assigned to their Department. Please refer totthehaed list of assets for your department. This
list will be updated annually during the City’s amahinventory review.

Procedures
1. When a Purchase Requisition form for a new IT asssibmitted to Finance, the need

for an Asset Inventory Form will be noted and theeo will be flagged.
2. When the purchase is received the appropriate neamagst fill out the Asset Inventory
Form and submit it to Finance.

3. Finance will not release payment on the vendorigevantil this process is complete.

Disciplinary Process
Failure to submit the necessary form will resulbon-payment to the vendor until the proper
procedures have been followed.

Attachment:
CCC Asset Inventory Form
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CCC ASSET INVENTORY FORM

APPLIES TO ALL STAND ALONE ASSETS $500 OR GREATER

DATE: 10.07.2010

FROM: Apple

PO NUMBER: NA

DESCRIPTION: iPad WiFi 64GB
SERIAL NUMBER: GB0388NFZ3A
MODEL NUMBER: A1219
MANUFACTURER: Apple

DATE RECEIVED: 10.07.2010

COST OF ASSET: $883.47

INTERNAL LOCATION: |Event Management

Please return form to Laura Tateyama in Finance when completed.

Form Completed By:
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CONVENTION CENTER

Policies and Procedures

Department: Finance Issued By: Cheri Wilbur
Topic: Technology Disposal Policy Procedure Number ITI-02
Effective Date: 2/1/2010 Status: Active

Scope

This policy applies to all technology equipment edrby the Colorado Convention Center
(CCQO).

Rationale
Technology equipment often contains parts whicmoaeimply be thrown away. Proper

disposal of equipment is both environmentally resiigle and mandated by the City of Denver
Technology Department in conjunction with the GifyDenver’s Environmental Management
System. In addition, hard drives, USB drives, CON& and other storage media contain
various kinds of CCC data, some of which is congdeensitive. In order to protect our
constituent’s data, all storage mediums must bpaytp erased before being disposed of.
However, simply deleting or even formatting dataas considered sufficient. When deleting
files or formatting a device, data is marked foetlen, but is still accessible until being
overwritten by a new file. Therefore, special toolust be used to securely erase data prior to
equipment disposal. Failure to properly disposecfinology equipment can have several
negative ramifications to the company includingeinnegative customer perception and costs to
notify constituents of data loss or inadvertentidisure.

Purpose
This policy has been developed to define the regquénts for proper disposal of technology

equipment at the CCC.
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Procedure
Technology Equipment Disposal

1.

\I

A CCC Asset Surplus form must be completed by #gmadment manager and received
by Finance for all assets that will be removed fitbmn property of the Colorado
Convention Center. A copy of the Asset Surplus fehall accompany the device to the
designated disposal collection point.

When technology assets have reached the end outedul life they should be sent to

the Box Office B2 for proper disposal.

The Technology department will securely erasetatbge mediums using DBAN, a

freeware utility that completely overwrites storagedia in accordance with current

industry best practices.

All equipment will be marked with yellow tape upoompletion of step 2 to identify that

it is prepared for removal from the premises.

All IT equipment regardless of working conditionlvade sent to MeTech, the electronics

recycler of record for the City and County of Denven itemized list of the serial

numbers associated with the pickup shall be gieeviéTech and a copy sent to Finance
upon removal from the facility by MeTech.

No equipment shall ever be made available to eng@eyor purchase or otherwise.
Prior to scheduling equipment for disposal by MdT ébe Senior Facility Services
Manager shall confirm with accounting that the eguent has either been removed from
the Information Technology inventory system or tiiet Asset Surplus Form has been

submitted to the city for proper documentation.

Enforcement
The last recorded custodian of an asset will besidened in breach of CC@olicies which may

result in sanctions up to and including immediatenination of employment in accordance with
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applicable CCC disciplinary policy and/or civil criminal prosecution should an asset be
discovered missing or having not been properlyatsg of.

CCC may also refer suspected violations of appleckw on the part of any individual to
appropriate law enforcement agencies. SMG corpa@iasel and or the City Attorney of the
City and County of Denver, the Denver Police Daparit and other law enforcement officials
as appropriate shall address theft of CCC resolngggrsons not affiliated with the facility.

Reference
SANS Institute. (N.D.). Equipment Disposal Policgriplate. Retrieved December 18, 2009,

from http://lwww.sans.org/security-resources/postie

Attachments

CCC Asset Surplus Form
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CCC SURPLUS FORM

APPLIES TO ALL STAND ALONE ASSETS $500 OR GREATER

SURPLUS DATE:

SURPLUSING DEPARTMENT:

SURPLUSING AGENCY: DEPARTMENT OF TECHNOLOGY - MeTech

DESCRIPTION:

SERIAL NUMBER:

MODEL NUMBER:

MANUFACTURER:

INVENTORY NUMBER:

LOCATION PLACED FOR SURPLUS PICKUP:

Please return form to Laura Tateyama in Finance when completed.

Form Completed By:
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CONVENTION CENTER e

Policies and Procedures

Department:. Technology Issued By: Sam Fleming
Topic: Laptop Computer Checkout Procedure Number: ITI-03
Effective Date: 11/1/2009 Status: Active

Policy:

The Colorado Convention Center has a limited nurob&ptop computers to offer employees
for checkout. Laptops are available for checkootrfithe Senior Facility Services Manager in B
Mezzanine and may be used for travel, work, aneamef performed by employees for the
Colorado Convention Center.

Limits & Availability
The laptop computers can only be checked out viagitaval of an employee’s

department director.
The laptops are for use only for Colorado Conven@enter purposes and the
borrower will be denied future borrowing privilegéshe device is used for personal
activity.
Laptops will be available on a first-come, firshsebasis, but can be reserved ahead of
time if available.
Borrowers may not install software on the machines.
Borrowers may not alter, delete or copy any sofenaaded on the laptop or otherwise

change its existing configuration.
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. Printing is not enabled on the laptops but mosg{alnd-play printers will install

automatically.
Procedures:
Checkout Procedure

. An employee borrowing a laptop should read andeatgre&bide by the Colorado
Convention Center laptop Checkout Policy and th&sSlise of Technology Policy.

. The request for an employee to borrow a laptop Ishioet made by the employee’s
department director to the Senior Facility Serviktsager. There are no exceptions to this
policy unless approved by the General Manager siséent General Manager.

. A borrower must sign the Laptop Checkout Inventbag before he/she can take a
laptop away from the Senior Facility Services Maragoffice. One copy of the tag will be
attached to the case; one copy will remain withSbaior Facility Services Manager.

. At the time of checkout, the laptop will be inspatby the Senior Facility Services
Manager to make sure it is intact and functioninapprly.

. A borrower will be cautioned to save his/her filesis/her flash or jump drives, floppy
disks, CD, or to send them via an email attachnmghfiles will be erased after the

computer is returned.

Loan Period & Renewals

. The checkout period for each laptop is up to onekwe

. A checked-out laptop can be renewed for anothekwe® other requests are
pending.

. The borrower must return the laptop along with asoées to the Senior Facility

Services Manager at the end of each period to réhewheckout.

Check-in Procedure
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. When returning, the borrower should allow at |d&agt minutes for the Senior Facility
Services Manager to check the equipment.

. Borrowers must return the laptop to Senior Factigrvices Manager directly. A
laptop should not be left unattended in the mariagdéiice or B Mezzanine.

. The Senior Facility Services Manager will verifyatlall parts are present and that the
computer and all accessories are in good workidgror

. The laptop will be booted up and checked for fuoraiity upon return.

. The laptop will then be checked in and the Laptbed&out Inventory Tag will be
removed from the carrying case, signed in and dated

Liability
. An employee’s privilege to check out a laptop maydenied for up-to one year if the

employee fails to return loaned equipment by thetttae on more than two occasions or
leaves before the check-in procedure is complete.

. If a laptop is not returned when promised, afteh@drs the laptop will be considered
stolen or lost. Security will be notified and anestigation may be initiated.

. The borrower is responsible for making sure thatiéiptop is in working order and
without physical damage when it is checked out.

. Under no circumstances should a borrower leavéafitep unattended. The Colorado
Convention Center will not be responsible for & twsstolen laptop even when it is used
within the facility.

. It is the borrower’s full responsibility and fisd#bility for all costs associated with
damage to the laptop computer or its associataghmsal equipment during the period it is
checked out or its replacement costs should ibsedr stolen.

Troubleshooting Problems & Questions
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. If an employee experiences problems with laptophiare or applications or has
questions, they should ask the Senior Facility iSesvManager.

. The borrower will be fiscally responsible for argndage to a laptop if he/she tries to
troubleshoot problems.

Disclaimer
. The Colorado Convention Center is not responsiimeldmage to any removable drive

(i.e. floppy, CD or flash drive) or loss of datatimay occur due to malfunctioning

hardware or software.
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CONVENTION CENTER

Policies and Procedures

Department:. Technology Issued By: Sam Fleming
Topic: Network Documentation Procedure Number: TN-01
Effective Date: 11/1/2009 Status: Active

Overview

This network documentation policy is an internapidlicy and defines the requirements for
network documentation. This policy defines the lefenetwork documentation required such as
documentation of which switch ports connect to wbains and computers. It defines who will
have access to read network documentation and whbawve access to change it. It also defines

who will be notified when changes are made to #tevark.

Purpose

This policy is designed to provide for network slisbby ensuring that network documentation
is complete and current. This policy should com@etdisaster management and recovery by
ensuring that documentation is available in thenetleat systems should need to be rebuilt. This
policy will help reduce troubleshooting time by erieg that appropriate personnel are notified

when changes are made to the network.
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Documentation
The network structure and configuration shall bewented and provide the following
information:
1. All Cable paths will be documented.
a) A record of patch panel, device port, cable colat eable length will be kept in
each wiring closet.
b) Each cable will be labeled in accordance with itsopse.
i. Cables interconnected on the same rack requiréateéidentifying
purpose, and both connecting points.
ii. Cables interconnected on separate racks requiréatveds, one at each
connector, identifying purpose and both connegpioimts.
2. IP addresses of all devices on the network witticsi® addresses.
3. Server documentation on all servers as outlingderfServer Documentation”
document.
4. Network drawings showing:
a) The locations and IP addresses of all hubs, swsidloaiters, and firewalls on the
network.
b) The various security zones on the network and @swicat control access
between them.
c) The locations of every network drop and the assediawitch and port on the
switch supplying that connection.
d) The interrelationship between all network devidesvgng lines running between

the network devices.
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5.

6.

e) All subnets on the network and their relationshiftuding the range of IP
addresses on all subnets and net mask information.
Configuration information on all network devicesluding:
a) Switches
b) Firewalls
Configuration shall include but not be limited to:
a) IP Address
b) Netmask
c) Default gateway

d) DNS server IP addresses for primary and secondsiy §ervers.

Access

The Technology staff exclusively shall have fultess to and the ability to read and modify all

network Designated operations staff shall have sct®eread department mission related

network documentation but cannot change it.

Change Notification

The Technology staff will notify one another whatyaetwork changes are made including.

1.

2.

Reboot of a network device including switches, eositand firewalls.

Changes of rules or configuration of a network dewncluding switches, routers, and
firewalls.

Upgrades to any software on any network device.

Addition of any new software on any network device.
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Notification shall be through the diary function$piceworks and in the event of a Reboot, via
email prior to the occurrence with sufficient tifiee all Technology staff to respond (a minimum

of 15 minutes).

Documentation Review

The Senior Facility Services shall ensure that ngtwdocumentation is kept current by
performing a quarterly review of documentation wother team member assistance. The remedy
or help desk requests within quarter shall be veetto help determine whether any network
changes were made. Also any current or completgj@égis affecting network settings shall be

reviewed to determine whether there were any nétwloanges made to support the project.

Storage Locations

Network documentation shall be kept in written famboth the Senior Facility Services
Manager’s office and the PBX so that if one portidnhe facility is destroyed, information from
the other location may be used to help reconsthectT infrastructure. The PBX copy will be
locked within a designated cabinet that only Tedbgyemployees may access. Network
documentation shall also be stored in electromimfaithin the secure folder on the Technology
Shared Drive. All copies shall be updated quartatlthe time of the documentation review. Any
changes made to the electronic version shall egatiand updated in the written copies at this

time.
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Sanctions and Violations

CCC will handle reports of misuse and abuse ofrmédion and information technology
resources in accordance with existing policiesanodedures issued by appropriate departments.
Failure to comply with CCC information technologylipies may result in sanctions relating to
the individual’s use of information technology rasmes (such as suspension or termination of
access,); the individual’s employment up to anduiding immediate termination of employment
in accordance with applicable CCC disciplinary ppland/or civil or criminal prosecution.

9.0 Reference
Irfan, Y. (2008). Sample Campus Network Documeataiolicy. Retrieved November 20,

2009, from http://itknowledgeexchange.techtarget/c@twork-technologies/sample-campus-

network-documentation-policy/
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Policies and Procedures

Department: Human Resources Issued By:

Topic: Network Management Policy Procedure Number: ITN-02
Effective Date: Pending Status: Draft 10/1/10
Scope

This policy applies to all users of the Coloradm@ention Center (CCC) information resources
over networks that cause traffic to traverse thalanetwork backbone. The policy extends
from the Network Access Point (NAP) to the end-usachine.

Rationale
The purpose of this document is to outline CCCqyalegarding the monitoring, logging and

retention of network packets that traverse thdifgeietwork backbone.
The goals of this policy are:
1. To maintain the integrity and security of the fagis network infrastructure and
information assets,
2. To collect information to be used in network desigmgineering, troubleshooting and
usage-based accounting.
This policy acts in conjunction with the Acceptahlse Policy (ITU-01) along with the Network
Documentation Policy (ITN-01), and provides addiibinformation with regard to the practice
of the monitoring, of CCC network activity.

Policy Statement
1. Monitoring network traffic at the CCC will involvenly the collection of packet header

information, not the packet data, unless requicechieck for viruses, to monitor the
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improper release of confidential, employee or ¢liaformation, or for intruder
detection.

2. The Technology Department is the only departmedtarstaff authorized to routinely
monitor traffic on the network backbone.

a. The use of sniffers or devices, which operate onpscuous mode, are to be used
only by the authorized Technology staff for diagmopurposes of network traffic
only.

b. Employees must not intercept or attempt to infetroe access data
communications not intended for that employeegf@ample, by "promiscuous”
network monitoring, running network sniffers, ohetwise tapping phone or
network lines, and must respect users’ rights icapy as outlined in ITU-01

3. Personnel authorized to analyze network backbave dis set forth in paragraph 2 above,
will not disclose any information realized in thepess without approval of the Human
Resources Manager.

Procedures
1. Directors may request flow information with Humaed®urces approval. The method to

request this information is as follows:

a. A memo from the department director must be sehtubman Resources
requesting network backbone flow information getexidy an employee’s
machine.

b. The Human Resources Manager must determine retpugest merits the
involvement of the Senior Facility Services Mana@f¥SM) and authorize their

involvement via email.
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c. The SFSM will analyze the backbone flow informattorestablish the security
risk to the CCC. If there is a risk, the SFSM \pilbceed to examine the flow of
the packets, and will inform the Human Resourceaaddar as to the legal
infractions contained for proper legal course diaac If no security risk is found,
but other issues are identified, (e.g., acceptaddeas defined in ITU-01 and ITN-
03) the SFSM will return the request to the depantindirector to handle directly
with Human Resources.

2. Technology department staff will contact the SFRvIresolution of anomalies or other
suspicious activity noticed via any network monitgrapplication.

3. The technology department must be capable of mamitdhe facility backbone network
24 hours a day, 7 days a week. All network failuaed excessive utilization will be
reported to the SFSM for problem resolution or gesinhancement. Technology
department employees will act as the Point of Carita facility network backbone
traffic problems.

4. This policy does not govern the monitoring of enyele electronic transmissions via
email or the Internet. These activities are govetmgITU-1, ITU-3 and ITN-1.

5. Electronic logs that are created as a result ofrtbeitoring of network traffic need only
be retained until the administrative need for theards, at which time they shall be
purged.

Disciplinary Process
Breach of CC(Qolicies may result in sanctions up to and ineclgdmmediate termination of

employment in accordance with applicable CCC dls@apy policy. CCC may also refer
suspected violations of applicable law on the padny individual to appropriate law

enforcement agencies. SMG corporate counsel atie@ity Attorney of the City and County
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of Denver, the Denver Police Department and oterdnforcement officials as appropriate
shall address infractions identified as originafirggn persons not affiliated with the facility.

Reference
Office of Information Technology. (2001). NetworkoMitoring Policy, from

www.it.utah.edu/leadership/policies/NetworkMonitagipdf
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CONVENTION CENTER _

Policies and Procedures

Department:. Technology Issued By: Sam Fleming
Topic: Employee Internet Use Procedure Number: ITN-03
Monitoring and Filtering Policy

Effective Date: 3/1/10 Status: Active

Purpose

The purpose of this policy is to define standadissf/stems that monitor and limit web use from
any host within the Colorado Convention Centertsvoek. These standards are designed to
ensure employees use the Internet in a safe apdireible manner, and ensure that employee
web use can be monitored or researched duringcateint.

Scope
This policy applies to all the Colorado Conventoenter employees, contractors, vendors and

agents with a Colorado Convention Center-owneceasgnally-owned computer or workstation
connected to the Colorado Convention Center netwidris policy applies to all end user
initiated communications between the Colorado Catiga Center’s network and the Internet,
including web browsing, instant messaging, filegfer, file sharing, and other standard and
proprietary protocols. Server to Server communicedj such as SMTP traffic, backups,

automated data transfers or database communicatierexcluded from this policy.

Policy
Web Site Monitoring
The Technology Department shall monitor Internet fusm all computers and devices

connected to the corporate network. For all trafie monitoring system must record the source
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IP Address, the date, the time, the protocol, &ediestination site or server. Where possible, the
system should record the User ID of the persorcoount initiating the traffic. Internet Use
records must be preserved for 180 days.

Access to Web Site Monitoring Reports
General trending and activity reports will be magailable to any employee as needed upon

request to the Technology Department. Technologyatenent members may access all reports
and data if necessary to respond to a securitgemti Internet Use reports that identify specific
users, sites, teams, or devices will only be maaddable to associates outside the Technology
Department upon written or email request to the@dracility Services Manager from a Human
Resources Representative.

Internet Use Filtering System
The Technology Department shall block access trtet websites and protocols that are

deemed inappropriate for the Colorado Conventiont€&s corporate environment.
The following protocols and categories of websgiesuld be blocked:

» Adult/Sexually Explicit Material

» Advertisements & Pop-Ups

» Chat and Instant Messaging

* Gambling

» Hacking

» lllegal Drugs

* Intimate Apparel and Swimwear

» Peer to Peer File Sharing

» Personals and Dating

* Social Network Services
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» SPAM, Phishing and Fraud

* Spyware

» Tasteless and Offensive Content
* Violence, Intolerance and Hate

* Web Based Emaill

Internet Use Filtering Rule Changes
The Technology Department shall periodically reveavd recommend changes to web and

protocol filtering rules. Human Resources shalleevthese recommendations and decide if any
changes are to be made. Changes to web and préitteraig rules will be recorded in the
Internet Use Monitoring and Filtering Policy.

Internet Use Filtering Exceptions
If a site is mis-categorized, employees may redihnessite be un-blocked by submitting a ticket

to the Information Technology help desk. A Techggl®epartment employee will review the
request and un-block the site if it is mis-catezmeuli

Employees may access blocked sites with permiskappropriate and necessary for business
purposes. If an employee needs access to a sitis thlacked and appropriately categorized,
they must submit a request to their Director. Tlre@or will present all approved exception
requests to the Technology Department in writingyemail. The Technology Department will
unblock that site or category for that associatg.orhe Technology Department will track
approved exceptions and report on them upon request

Enforcement
The Senior Facility Services Manager will periodlicaeview Internet use monitoring and

filtering systems and processes to ensure theyna@mpliance with this policy. Any employee
found to have violated this policy may be subjedtisciplinary action, up to and including

termination of employment.
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Definitions
Internet Filtering — Using technology that monitors each instanasofimunication between

devices on the corporate network and the Intenmétodocks traffic that matches specific rules.
User ID — User Name or other identifier used when an aatologs into the corporate network.
IP Address— Unique network address assigned to each daviakow it to communicate with
other devices on the network or Internet.

SMTP — Simple Mail Transfer Protocol. The Internet Bomt that facilitates the exchange of
mail messages between Internet mail servers.

Peer to Peer File Sharing- Services or protocols such as BitTorrent andalddhat allow
Internet connected hosts to make files availabler ownload files from other hosts.

Social Networking Services- Internet sites such as Myspace and Facebookltbat users to
post content, chat, and interact in online comniesit

SPAM — Unsolicited Internet Email. SPAM sites are wadsslink to from unsolicited Internet
mail messages.

Phishing — attempting to fraudulently acquire sensitiveoinfation by masquerading as a trusted
entity in an electronic communication.

Hacking — Sites that provide content about breaking owstiing computer security controls.
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Policies and Procedures

Department: Technology Issued By: Sam Fleming
Topic: Network Router Policy Procedure Number: ITN-04
Effective Date: 11/20/2009 Status: Active

Purpose

This document describes a required minimal secadhfiguration for all routers and switches
connecting to a production network or used in apotion capacity at or on behalf of the
Colorado Convention Center (CCC).

Scope
All routers and switches connected to CCC produaatietworks are affected.

Policy
Every router must meet the following configuratgiandards:

1. All vendor supplied security defaults shall be nfiedi with the corporate security
credentials prior to being placed on the productietwork.

2. No local user accounts are configured on the ro®euters must use TACACS+ for all
user authentications.

3. The enable password on the router must be keps@tare encrypted form. The router
must have the enable password set to the curredugption router password from the
router's support organization.

4. Disallow the following:

a. |IP directed broadcasts
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b. Incoming packets at the router sourced with invatidresses such as RFC1918
address
c. TCP small services
d. UDP small services
e. All source routing
f. All web services running on router
5. Access rules are to be added as business neeels aris
6. The router must be included in the corporate ens&@pnanagement system with a
designated point of contact.
7. All unused ports must be disabled on all producteitches.
8. Written documentation of each device configuragsball be reviewed and updated
quarterly. Refer to ITN-1.

Enforcement
Any employee found to have violated this policy nieysubject to disciplinary action, up to and

including termination of employment.

Definitions
Terms Definitions

Production Network The "production network" is tietwork used in the daily business of the
CCC. Any network connected to the corporate bac&beither directly or indirectly, which
lacks an intervening firewall device. Any networkege impairment would result in direct loss
of functionality to the CCC employees or impactrtiadility to do work.

Reference
SANS Institute. (N.D.). Information Security Polidgmplates. Retrieved October 10, 2009,

from http://www.sans.org/security-resources/postie
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Policies and Procedures

Department: Technology Issued By: Sam Fleming
Topic: Password Policy Procedure Number: ITN-5
Effective Date: 5/1/2010 Status: Active

1.0 Overview

Passwords are an important aspect of computerigecihiey are the front line of protection for
user accounts. A poorly chosen password may rigstiie compromise of the Colorado
Convention Center (CCC)'s entire corporate netwAsksuch, all CCC employees (including
contractors and vendors with access to CCC systeengesponsible for taking the appropriate

steps, as outlined below, to select and securephsswords.

2.0 Purpose
The purpose of this policy is to establish a stathdiar creation of strong passwords, the

protection of those passwords, and the frequenchainge.

3.0 Scope
The scope of this policy includes all personnel Whwe or are responsible for an account (or
any form of access that supports or requires aymad3 on any system that resides at any CCC

facility, has access to the CCC network, or stargsnon-public CCC information.
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4.0 Policy
4.1 General

» All system-level passwords (e.g., root, enable,adimin, application administration
accounts, etc.) must be changed on at least aeqydrasis.

» All user-level passwords (e.g., email, web, deskimmputer, etc.) must be changed at
least every three months.

» User accounts that have system-level privilegestgathrough group memberships or
programs such as "sudo" must have a unique passwondall other accounts held by
that user.

» Passwords must not be inserted into email messageker forms of electronic
communication.

» All user-level and system-level passwords must@onfto the guidelines described

below.

4.2 Guidelines

A. General Password Construction Guidelines

Passwords are used for various purposes at CCCe 8bthe more common uses include: user
level accounts, web accounts, email accounts, s@@eer protection, voicemail password, and

local router logins. All employees must be familidth how to select strong passwords.

Poor, weak passwords have the following charatiesis
» The password contains less than fifteen characters

* The password is a word found in a dictionary (Estglr foreign)



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 180

* The password is a common usage word such as:
o Names of family, pets, friends, co-workers, fantelsgracters, etc.
o Computer terms and names, commands, sites, conspaaielware, software.
o The words "CCC", "Colo", "Denver" or any derivation
o Birthdays and other personal information such ases$es and phone numbers.
o Word or number patterns like aaabbb, qwerty, zyxavii23321, etc.
o0 Any of the above spelled backwards.

o0 Any of the above preceded or followed by a digig(esecretl, 1secret)

Strong passwords have the following characteristics

» Contain both upper and lower case characters éex.A-Z)

« Have digits and punctuation characters as wektsrk e.g., 0-9, |@#$%"&*()_+|~-
=\"{}]:"'<>2,.1)

» Are at least fifteen alphanumeric characters lamtjia a passphrase
(OhmylstubbedmytOe).

* Are not a word in any language, slang, dialecgqgar etc.

» Are not based on personal information, names ofijamtc.

» Passwords should never be written down or storelthenTry to create passwords that
can be easily remembered. One way to do this &eiepassword based on a song title,
affirmation, or other phrase. For example, the pamaight be: "This May Be One Way
To Remember" and the password could be: "TmB1w2R"Tmb1W>r~" or some other

variation.
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NOTE: Do not use either of these examples as pagswo

B. Password Protection Standards

Do not use the same password for CCC accounts ashier non-CCC access (e.g., personal ISP
account, option trading, benefits, etc.). Wheresfiids, don't use the same password for various
access needs. For example, select one passwditef&ngineering systems and a separate
password for IT systems. Also, select a separasw@d to be used for an NT account and a

UNIX account.

Do not share CCC passwords with anyone, includdmgimistrative assistants or secretaries. All

passwords are to be treated as sensitive, Confdl€€C information.

Here is a list of "dont's":
» Don't reveal a password over the phone to ANYONE
» Don't reveal a password in an email message
» Don't reveal a password to the boss
» Don't talk about a password in front of others
* Don't hint at the format of a password (e.g., "rmyily name")
» Don't reveal a password on questionnaires or ggdorims
* Don't share a password with family members

» Don't reveal a password to co-workers while on tiana
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If someone demands a password, refer them to disisrdent or have them call the Technology

Department.

Do not use the "Remember Password" feature of egifins (e.g., Eudora, OutLook, Netscape

Messenger).

Again, do not write passwords down and store theyavaere in your office. Do not store
passwords in a file on ANY computer system (inahgdPalm Pilots or similar devices) without

encryption.

Change passwords at least once every three maxbspt system-level passwords which must

be changed yearly).

If an account or password is suspected to have d@®promised, report the incident to the

Technology Department.

Password cracking or guessing may be performedpamiadic or random basis by the
Technology Department. If a password is guess@tamked during one of these scans, the user

will be required to change it.

C. Use of Passwords and Passphrases for Remote Asxbsers
Access to the CCC Networks via remote accesshe wontrolled using a public/private key

system with a strong passphrase contained witleirCieco 5.0 VPN client.
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5.0 Enforcement
Any employee found to have violated this policy nheysubject to disciplinary action, up to and

including termination of employment.

Reference:
SANS Institute. (N.D.). Information Security Polidgmplates. Retrieved October 10, 2009,

from http://www.sans.org/security-resources/posctie



INFORMATION ASSURANCE: SMALL BUSINESS AND THE BASIS 184

\

COLORADO i

CONVENTION CENTER

Policies and Procedures

Department: Executive Issued By:

Topic: Technology Risk Assessment Procedure Number: ITRA-01
Policy

Effective Date: 11/1/2009 Status: Active

Scope

Risk assessments (RA) can be conducted on angmpaitthe Colorado Convention Center’'s

information systems (IS) assets or any outsideyetitat provides IS services and may include
applications, servers, and networks, and any psoaeprocedure by which these systems are
administered and/or maintained.

Rationale
To empower the CCC Technology department to perfoeriodic information security risk

assessments (RASs) for the purpose of determiniegsasf vulnerability, and to initiate
appropriate remediation.

Policy
The execution, development and implementatioreofediation programs is the joint

responsibility of the CCC technology department enedvarious departments utilizing the
systems being assessed. Users are expected taateofodly with any RA being conducted on
systems for which they are held accountable. Umer$urther expected to work with the
Technology department in the development of a reatied plan.

The current RA process will be enhanced as thegssois repeated, moving from the basic
procedures outlined below to a more in-depth fraor&vas the CCC invokes a system

development lifecycle to approach a more maturerapdatable model.
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Procedures
Disciplinary Process

Definitions
Risk — Factors that could affect confidentialityadability, and integrity of the organization’s

information assets and systems. The Organizaticgsigonsible for ensuring the integrity,
confidentiality, and availability of critical infonation and assets, while minimizing the impact of
security procedures and policies upon businessuptivty.

System Development Lifecycle -

Reference
SANS Institute. (N.D.). Information Security Polidgmplates. Retrieved October 10, 2009,

from http://www.sans.org/security-resources/postie
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Policies and Procedures

Department:. Human Resources Issued By:

Topic: Acceptable Use Policy Procedure Number:ITU-01
Effective Date: Pending Status: DRAFT

Overview

The Colorado Convention Center’s intentions forlgling an Acceptable Use Policy are not to
impose restrictions that are contrary to SMG’sldg&thed culture of openness, trust and
integrity. The Colorado Convention Center is conitto protecting SMG's employees,
partners and the company from illegal or damagutgas by individuals, either knowingly or
unknowingly.

Internet/Intranet/Extranet-related systems, ingigdiut not limited to computer equipment,
software, operating systems, storage media, neta@z&unts providing electronic mail, WWW
browsing, and FTP, are the property of SMG. Thgstems are to be used for business purposes
in serving the interests of the company, and ofalients and customers in the course of normal
operations. Please review Human Resources pofmidarther details.

Effective security is a team effort involving tharpcipation and support of every SMG
employee and affiliate who deals with informatiordéor information systems. It is the
responsibility of every computer user to know thgselelines, and to conduct their activities

accordingly.
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Purpose
The purpose of this policy is to outline the acabpg use of computer equipment at SMG. These

rules are in place to protect the employee and Sk&propriate use exposes SMG to risks
including virus attacks, compromise of network sys$ and services, and legal issues.

Scope
This policy applies to employees, contractors, atiaats, temporaries, and other workers at

SMG, including all personnel affiliated with thipérties. This policy applies to all equipment
that is owned or leased by SMG.

Policy

General Use and Ownership

1. While SMG's network administration desires to pdava reasonable level of privacy,
users should be aware that the data they credteearorporate systems remains the
property of SMG. Because of the need to protect SM@&twork, management cannot
guarantee the confidentiality of information stomedany network device belonging to
SMG.

2. Employees are responsible for exercising good jwedgmregarding the reasonableness of
personal use. Individual departments are respangiblcreating guidelines concerning
personal use of Internet/Intranet/Extranet systémthe absence of such policies,
employees should be guided by departmental polangsersonal use, and if there is any
uncertainty, employees should consult their sugenar manager.

3. The Colorado Convention Center recommends thatrdagmation that users consider
sensitive or vulnerable be encrypted. For guidslime information classification, see
The Colorado Convention Center's Information SentsitPolicy. For guidelines on

encrypting email and documents, go to The Colof@dovention Center's Awareness

Initiative.
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4.

For security and network maintenance purposespdatd individuals within SMG may
monitor equipment, systems and network trafficrat taime, per The Colorado
Convention Center's Audit Policy.

SMG reserves the right to audit networks and systema periodic basis to ensure

compliance with this policy.

Security and Proprietary Information

1.

The user interface for information contained ortnet/Intranet/Extranet-related systems
should be classified as either confidential orcwifidential, as defined by corporate
confidentiality guidelines, details of which canfoend in Human Resources policies.
Examples of confidential information include bué awot limited to: company private,
corporate strategies, competitor sensitive, tradeets, specifications, customer lists, and
research data. Employees should take all necestapy to prevent unauthorized access
to this information.

Keep passwords secure and do not share accourtsrxed users are responsible for
the security of their passwords and accounts. Bykeel passwords should be changed
quarterly, user level passwords should be change six months.

All PCs, laptops and workstations should be secuida password-protected
screensaver with the automatic activation featateas10 minutes or less, or by logging-
off (control-alt-delete for Win2K users) when theshwill be unattended.

Use encryption of information in compliance withel@olorado Convention Center's
Acceptable Encryption Use policy.

Because information contained on portable compugezspecially vulnerable, special

care should be exercised. Protect laptops in aaccrlwith the “Laptop Security Tips”.
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6. Postings by employees from a SMG email addresswsgroups should contain a
disclaimer stating that the opinions expressedtietly their own and not necessarily
those of SMG, unless posting is in the course efriass duties.

7. All hosts used by the employee that are connectéldet SMG Internet/Intranet/Extranet,
whether owned by the employee or SMG, shall beigoally executing approved virus-
scanning software with a current virus databaseasnbverridden by departmental or
group policy.

8. Employees must use extreme caution when openingilkattachments received from
unknown senders, which may contain viruses, e-bmaiibs, or Trojan horse code.

Unacceptable Use
The following activities are, in general, prohilit&Employees may be exempted from these

restrictions during the course of their legitimpttle responsibilities (e.g., systems administration
staff may have a need to disable the network aafessost if that host is disrupting production
services).

Under no circumstances is an employee of SMG aizébabto engage in any activity that is
illegal under local, state, federal or internatidas while utilizing SMG-owned resources.

The lists below are by no means exhaustive, betrgidt to provide a framework for activities

which fall into the category of unacceptable use.

System and Network Activities
The following activities are strictly prohibited,tiv no exceptions:

1. Violations of the rights of any person or compangtected by copyright, trade secret,

patent or other intellectual property, or similawk or regulations, including, but not
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limited to, the installation or distribution of 'faited" or other software products that are
not appropriately licensed for use by SMG.

2. Unauthorized copying of copyrighted material inahgd but not limited to, digitization
and distribution of photographs from magazines kbaw other copyrighted sources,
copyrighted music, and the installation of any caghted software for which SMG or
the end user does not have an active licensdafl\sprohibited.

3. Exporting software, technical information, encrgptisoftware or technology, in
violation of international or regional export casittaws, is illegal. The appropriate
management should be consulted prior to exporhpfaaterial that is in question.

4. Introduction of malicious programs into the networkserver (e.g., viruses, worms,
Trojan horses, e-mail bombs, etc.).

5. Revealing your account password to others or atigwise of your account by others.
This includes family and other household membersnwhiork is being done at home.

6. Using a SMG computing asset to actively engageadoyring or transmitting material
that is in violation of sexual harassment or hestibrkplace laws in the user's local
jurisdiction.

7. Making fraudulent offers of products, items, ongegs originating from any SMG
account.

8. Making statements about warranty, expressly origdplunless it is a part of normal job
duties.

9. Effecting security breaches or disruptions of neknammunication. Security breaches
include, but are not limited to, accessing datatoch the employee is not an intended

recipient or logging into a server or account thatemployee is not expressly authorized
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to access, unless these duties are within the sefagular duties. For purposes of this
section, "disruption” includes, but is not limitex] network sniffing, pinged floods,
packet spoofing, denial of service, and forgedinguinformation for malicious purposes.

10. Port scanning or security scanning is expressliiipited unless prior notification to The
Colorado Convention Center is made.

11. Executing any form of network monitoring which wititercept data not intended for the
employee's host, unless this activity is a pathefemployee's normal job/duty.

12.Circumventing user authentication or security of host, network or account.

13. Interfering with or denying service to any userestthan the employee's host (for
example, denial of service attack).

14.Using any program/script/command, or sending messafjany kind, with the intent to
interfere with, or disable, a user's terminal segsvia any means, locally or via the
Internet/Intranet/Extranet.

15. Providing information about, or lists of, SMG emyes to parties outside SMG.

Email and Communications Activities
1. Sending unsolicited email messages, including éneling of "junk mail" or other

advertising material to individuals who did not sifieally request such material (email
spam).

2. Any form of harassment via email, telephone or pggwhether through language,
frequency, or size of messages.

3. Unauthorized use, or forging, of email header imfation.

4. Solicitation of email for any other email addresther than that of the poster's account,

with the intent to harass or to collect replies.
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5. Creating or forwarding "chain letters", "Ponzi"ather "pyramid" schemes of any type.

6. Use of unsolicited email originating from within &% networks of other
Internet/Intranet/Extranet service providers ondtlebf, or to advertise, any service
hosted by SMG or connected via SMG's network.

7. Posting the same or similar non-business-relatessages to large numbers of Usenet
newsgroups (newsgroup spam).

Blogging
1. Blogging by employees, whether using SMG’s propartgt systems or personal

computer systems, is also subject to the termgestdctions set forth in this Policy.
Limited and occasional use of SMG’s systems to gaga blogging is acceptable,
provided that it is done in a professional and oesfble manner, does not otherwise
violate SMG'’s policy, is not detrimental to SMG’sdi interests, and does not interfere
with an employee's regular work duties. BloggiranirSMG’s systems is also subject to
monitoring.

2. SMG's Confidential Information policy also appliesblogging. As such, Employees are
prohibited from revealing any <Company> confidentiaproprietary information, trade
secrets or any other material covered by <Compan@enfidential Information policy
when engaged in blogging.

3. Employees shall not engage in any blogging that haagn or tarnish the image,
reputation and/or goodwill of SMG and/or any ofataployees. Employees are also
prohibited from making any discriminatory, dispareyg defamatory or harassing
comments when blogging or otherwise engaging incamgluct prohibited by SMG’s

Non-Discrimination and Anti-Harassment policy.
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4. Employees may also not attribute personal statesnepinions or beliefs to SMG when
engaged in blogging. If an employee is expressia@hher beliefs and/or opinions in
blogs, the employee may not, expressly or impliciéepresent themselves as an
employee or representative of SMG. Employees assumy@nd all risk associated with
blogging.

5. Apart from following all laws pertaining to the rdlmg and disclosure of copyrighted or
export controlled materials, SMG’s trademarks, bbgad any other SMG intellectual
property may also not be used in connection withkdagging activity.

Enforcement
Any employee found to have violated this policy nieysubject to disciplinary action, up to and

including termination of employment.

Definitions
Term Definition

Blogging Writing a blog. A blog (short for weblog) is a peral online journal that is
frequently updated and intended for general pudditsumption.

Spam Unauthorized and/or unsolicited electronic masginggs.

Reference

SANS Institute. (N.D.). Information Security Polidgmplates. Retrieved October 10, 2009,

from http://www.sans.org/security-resources/posctie
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Policies and Procedures

Department: Executive Issued By:
Topic: Information Sensitivity Procedure Number: ITU-02
Effective Date: Pending Status: Draft 12/1/10

1. Rationale and Background

The Colorado Convention Center (CCC) requires osto manage risks to the confidentiality,
integrity and availability of CCC information. Thindling standard defines the controls
required for highly sensitive information in anyro These required controls represent a
minimum standard for protection of highly sensit&€C information. Additional controls
required under applicable laws, regulations, anddads governing specific forms of data (e.g.,

health information, credit cardholder data), mapapply.

Each individual who creates, uses, processes sstoamsfers, administers, and/or destroys
highly sensitive CCC information is responsible asdountable for complying with this

standard.

In addition to compliance with this standard, aiputers owned by the CCC and/or connected

to a CCC network must comply with the this policy

2. Creation
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CCC employees create records as part of the naooase of conducting the business. These
records document the decisions and activities otomplex enterprise. It is essential that they

be created and maintained appropriately througthmit entire life cycle.

Highly sensitive informationontained in CCC records constitutes an areaitidairconcern
because of the severe risk to CCC should recordsisgieandled or information inappropriately
accessed or disclosed. As a consequence, recartdsrsong highly sensitive information should
exist only in areas where there is a legitimatejastifiable business need, as authorized by the

Director of Finance, and maintained under stricttcas as outlined in this document.

Departments should work to identify and track allCrecords through their life cycle by way of
records retention schedules prepared in collatmratith the director of finance. A first priority
in this effort should be the identification of hlglsensitive information. Records schedules will
document the existence of these materials, thena® behind keeping them, and help ensure
their availability during the period in which thaye vital as either active administrative or
historical records. Record retention scheduleswalBavork to ensure the timely disposal of
non-permanent, inactive records, thereby mitigatiegrisk of exposure of information when it

no longer serves an active administrative or hisabfunction.

3. Access

Highly sensitive information requires strict contneery limited access and disclosure, and may
be subject to legal restrictions. In some caségtrmation is highly sensitive because of its
aggregation into a single document, regardlessheitier it contains highly sensitive data

elements..
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Only CCCemployeesvho have authorization from the Director of Finamsay have access to
highly sensitive information. Any other discloswfehighly sensitive information requires the
written approval of the director of finance in cahation with the general manager or assistant

general manager as necessary.

4. Use, Transmission and Storage

The following controls areequired when using, transmitting or storing highly sensiti

information.

« Do not discuss or display it in an environment vehiémay be viewed or overheard by
unauthorized individuals.

- Do not leave keys or access badges for roomseocdibinets containing such information
in areas accessible to unauthorized personnel.

«  When printing, photocopying or faxing it, ensurattbnly authorized personnel will be
able to see the output.

- Store paper documents in a locked draaretin a locked room, or in another secure
location.

- Properly identify such information as highly sengtto all recipients, by labeling it
"Highly Sensitive," providing training to personnekplicitly mentioning the
classification, or similar means.

- Encrypt electronic information using an encryptagorithm approved by the director of
finance when:

o Placing it on removable media;

o Placing it on a mobile computer (e.g., laptops, BD#nart phones); or
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o Sending it via e-mail toon-CCC addresses
« Do not send this information via instant messagensecured file transfer unless it is
encrypted.
+ Follow an established and documented software dpuent lifecycle when building

applications that process highly sensitive infoiorat

5. Transport

The following controls areequired when transporting highly sensitive information:

« When sending paper copies of highly sensitive m#tdron via United States Postal
Service, UPS or FedEX, information must remain seddonsult with the director of
finance for specific handling restrictions.

« When carrying highly sensitive information, or des containing such information,
ensure that it is physically secure at all times.

« Do not remove highly sensitive information fromapproved secure location without

prior approval of the director of finance.

6. Destruction

CCC records should be destroyed only as detail¢keiCity and County of Denver records

retention requirement of the management contract.

« Destroy electronic instances of CCC informatiomgsa certified records destruction

contractor.. Refer to Asset Disposal Policy ITAf6Rinstructions on media destruction.
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« Crosscut shred or pulp all highly sensitive infotima in paper form. This includes all

transitory work products (e.g., unused copies,tgrabtes).

7. Reference

SANS Institute. (N.D.). Information Security Polidgmplates. Retrieved October 10, 2009,

from http://www.sans.org/security-resources/postie
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Department: Human Resources Issued By:

Topic: Email Use Policy Procedure Number: ITU-03
Effective Date: Pending Status: Draft 12/1/2010

1.0 Purpose

To prevent tarnishing the public image of the Cattar Convention Center (CCC) when email
goes out from CCC the general public will tend i@nwthat message as an official policy

statement from CCC.

2.0 Scope
This policy covers appropriate use of any emait fm a CCC email address and applies to all

employees, vendors, and agents operating on beféié CCC.

3.0 Policy

3.1 Prohibited Use.

CCC email system shall not to be used for the imeatr distribution of any disruptive or
offensive messages, including offensive commentsitatace, gender, hair color, disabilities,
age, sexual orientation, pornography, religiousefelnd practice, political beliefs, or national
origin. Employees who receive any emails with ttoeatent from any the CCC employee should

report the matter to their supervisor immediately.
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3.2 Personal Use.

Using a reasonable amount of CCC resources fooparemails is acceptable, but non-work
related email shall be saved in a separate fotden fvork related email. Sending chain letters
or joke emails from a CCC email account is proleiit Virus or other malware warnings and
mass mailings from CCC shall be approved by the @&8€istant General Manager before

sending. These restrictions also apply to the fodimg of mail received by a CCC employee.

3.3 Monitoring
CCC employees shall have no expectation of privia@nything they store, send or receive on
the company’s email system. CCC may monitor messagtout prior notice. CCC is not,

however, obliged to monitor email messages.

4.0 Enforcement
Any employee found to have violated this policy nieysubject to disciplinary action, up to and

including termination of employment.

5.0 Definitions

Term Definition

Email The electronic transmission of informatiorotigh a mail protocol such as
SMTP or IMAP. Typical email clients include Eudaad Microsoft
Outlook.

Forwarded email Email resent from an internal nekwto an outside point.
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Chain email or letter Email sent to successive [geopypically the body of the note has
direction to send out multiple copies of the natd promises good luck or
money if the direction is followed.

Sensitive information Information is consideredsgve if it can be damaging to the CCC or its
customers' reputation or market standing.

Virus warning. Email containing warnings about giler malware. The overwhelming
majority of these emails turn out to be a hoax etain bogus
information usually intent only on frightening oiisieading users.

Unauthorized Disclosure The intentional or unintaml revealing of restricted information
to people, both inside and outside the CCC whoaldhave a need to

know that information.

6.0 Reference
SANS Institute. (N.D.). Information Security Poliggmplates. Retrieved October 10, 2009,

from http://www.sans.org/security-resources/postie
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Policies and Procedures

Department:. Technology Issued By: Sam Fleming
Topic: Guidelines on Anti-Virus Process | Procedure Nmber: [ITU-04
Effective Date: 6/1/2010 Status: Active

Recommended processes to prevent virus problems:

NEVER open any files or macros attached to an efrmait an unknown, suspicious or

untrustworthy source. Delete these attachments dratedy, then "double delete" them by emptying
your Trash.

Delete spam, chain, and other junk email withouwérding, in with The Colorado Convention
Center'sAcceptable Use Policy

Never download files from unknown or suspiciousrses.

Avoid direct disk sharing with read/write acces$esn there is absolutely a business requirement to
do so.

Always scan removable media from an unknown sofmceiruses before using it.

Back-up critical data and system configurationsoagular basis and store the data in a safe place.
If testing conflicts with anti-virus software, raime anti-virus utility to ensure a clean machine,
disable the software, then run the test. Aftertéisg, enable the anti-virus software. When the anti
virus software is disabled, do not run any applicet that could transfer a virus, e.g., email l&r fi

sharing.
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Policies and Procedures

Department:. Technology Issued By: Sam Fleming
Topic: Support Policy and Procedure Procedure Numeér: 1TU-05
Effective Date: 2/15/10 Status: Active

PURPOSE

The purpose of the technology support policy isrtprove quality of services and assure proper
support for all SMG - Colorado Convention Centeplayees and equipment

maintenance. Furthermore, this policy serves thipgae of communicating details of the
technology and operations support protocols, resipdity and accountability, and work order
logistics.

SCOPE
This policy applies to all SMG - Colorado Conventi©enter employees, and any other

personnel granted access to SMG - Colorado Cororefitenter’s computing resources and
telecommunications equipment.

POLICY

HELPDESK SUPPORT PROTOCOL

All SMG - Colorado Convention Center employeesehwur options to request assistance from

Helpdesk (technical support or operations). Itighty recommended that all employees use the

web portal http://maddox/portal or emaélp@somewhere.com order to expedite the work

order process. If the Internet connection is dbwitding wide or another emergency (i.e.
operations disruption) occurs employees may coftachnology directly via radio.

Option #1. Submit Work Order Online
Employees should request assistance via web atrtedp://maddox/portal. It is recommended

that employees first try the web portal to conthetHelpdesk. Employee’s login is as the email
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account. Example email addressfieming@somewhere.coso the login would be

sfleming@somewhere.com.

Option #2: Submit an Email
Employees should request assistance via emaédlpt@ somewhere.comhen experiencing

difficulty with the Internet.

Option #3: Call the Technology at 30328-8133
The Technology Department will take phone calls anidemail and place them into the

ticketing system for tracking and prioritization.

Option #4: Call the Technology Departent via Radio
Use this means of communication ONLY when it issarergency or you cannot connect to

internet or email.

WORK ORDER REQUESTS
All SMG - Colorado Convention Center employees Wwélassigned a work order number by the

help desk staff for tracking purposes.

WORK ORDER PRIORITIES - TECHNOLOGY
Employees may prioritize their personal work orglamvever, Helpdesk personnel will re-

prioritize the work orders accordingly to serveuwsers more effectively. The following are the

priorities established to serve employees better.

Priority Qualifying Troubles

Critical Impacting entire building
High Impacting Business

Medium Impacting Individual User
Low Request for new items

WORK ORDER RESPONSE TIMES: TECHNOLOGY

Priority Estimated Response Times |Status Update
Critical 1 Hour Response Time + 1 Business Hours
High 2 Hours Response Time + 1 Business Hours
Medium 1Day As needed
Low 5 Days As needed
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WORK ORDER TRACKING
When a technician closes the work order, the eng@dwork order requestor) will receive an

email notification and information regarding thembsition of the problem, request or
repair. Again, verbal requests for support will bethonored and the employee will be asked to

follow the protocol and use email or the help dgls@&ne line

If you have any questions or concerns in regardbisopolicy please feel free to contact Sam

Fleming — Senior Facility Services Manageasfleming@somewhere.com
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