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Disclaimer

Use of the materials available in the Regis University Thesis Collection
(“Collection”) is limited and restricted to those users who agree to comply with
the following terms of use. Regis University reserves the right to deny access to
the Collection to any person who violates these terms of use or who seeks to or
does alter, avoid or supersede the functional conditions, restrictions and
limitations of the Collection.

The site may be used only for lawful purposes. The user is solely responsible for
knowing and adhering to any and all applicable laws, rules, and regulations
relating or pertaining to use of the Collection.

All content in this Collection is owned by and subject to the exclusive control of
Regis University and the authors of the materials. It is available only for research
purposes and may not be used in violation of copyright laws or for unlawful
purposes. The materials may not be downloaded in whole or in part without
permission of the copyright holder or as otherwise authorized in the “fair use”
standards of the U.S. copyright laws and regulations.












SMALL BUSINESS SECURITY SURVEY 26

Figure 441 shows the deployment of Intrusion Detection &ystappears to be growir
While not as common as a firewall, IDS systemsda@oyed at the majority of the sm
businesses surveyed (p8rcen have some form of IDS deployed.) Tab-3 shows the

breakdown of IDS deployments based on overall compg&ze

Intrusion Detection Deployment

/\ M No, not at this time

>

M Yes, network based IDS

i Yes, host based IDS

M Yes, both host based
and network based IDS

Figure 4-11 Intrusion Detection System Deployn

Table 43 IDS Deployment Breakdown by Company

No, not at this Y es, network Yes, host Yes, both host based and
Company Size time based IDS based IDS network based IDS
1to 10 13 8 4 7
11 to 20 2 1 2 2
21to 50 3 1 1 1
51 to 100 2 1 1 0
over 100 1 2 0 0
Totals 21 13 8 10

As canbe seen in Table-3, mompany size does not appear to be a factor inrdetarg
the likelihood of IDS deployment among these sibaflinesses. F companies sized one to
employees, 59 perceot the companies deployed some kind of IDS (netviagec host based,

or a hybrid of the two) which is directly in lineitv the overall deployment rate of percent.
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Figure 4412 shows the percentage of companies using cemmatietwork authenticatio
Centralized authentication allows companies torabaccess to resources in a single loca
and is much more secure than |-to-peer authentication. Peerfeer authentication requir
user credentials to be setup on each resourcaadiyni{and changed manually if required) ¢
is not considered veresure.

Theinterview with the Directory of IT Operations fop&ial Business may reveal part
why IDS and other safeguard implementations werdgigle. When asked about trends see
small business security implementation, he resptyriThe biggestrend | have seen is the I
(Internet Service Provider) offering several saguaspects either built into the equipmen
offered as a purchased service. Small businessdd$able modems are coming with m
advanced features such as stateful fires, IDS, and wireless access points with enterpeisa
encryption. Most ISPs also offer static IP addresgl®wing the small business to host m
services on site rather than paying the ISP to thesserces. ISPs are also offering s
filtering and malware detection as a purchased se” With services offered as part o
business package with little to no user setup anitoong needed, businesses seem to be te

advantage of these services.

Network Authentication
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Figure £-12 Network Authentication Methods



