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 Figure 4-11 shows the deployment of Intrusion Detection Systems appears to be growing. 

While not as common as a firewall, IDS systems are deployed at the majority of the small 

businesses surveyed (59 percent

breakdown of IDS deployments based on overall company size.
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Table 4-3 IDS Deployment Breakdown by Company Size
 

Company Size 
No, not at this 

time
1 to 10 
11 to 20 
21 to 50 
51 to 100 
over 100 

Totals 
 

As can be seen in Table 4

the likelihood of IDS deployment among these small businesses. For

employees, 59 percent of the companies deployed some kind of IDS (network based,

or a hybrid of the two) which is directly in line with the overall deployment rate of 59
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3 IDS Deployment Breakdown by Company Size
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2 1 1 
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be seen in Table 4-3, company size does not appear to be a factor in determining 

the likelihood of IDS deployment among these small businesses. For companies sized one to ten

of the companies deployed some kind of IDS (network based,

or a hybrid of the two) which is directly in line with the overall deployment rate of 59
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Figure 4-12 shows the percentage of companies using centralized network authentication. 

Centralized authentication allows companies to control a

and is much more secure than peer

user credentials to be setup on each resource identically (and changed manually if required) and 

is not considered very secure. 

The interview with the Directory of IT Operations for Spatial Business may reveal part of 

why IDS and other safeguard implementations were so high. When asked about trends seen in 

small business security implementation, he responded, “

(Internet Service Provider) offering several security aspects either built into the equipment or 

offered as a purchased service. Small business DSL or cable modems are coming with more 

advanced features such as stateful firewall

encryption. Most ISPs also offer static IP addresses allowing the small business to host more 

services on site rather than paying the ISP to host the servi

filtering and malware detection as a purchased service.

business package with little to no user setup or monitoring needed, businesses seem to be taking 

advantage of these services. 
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12 shows the percentage of companies using centralized network authentication. 

Centralized authentication allows companies to control access to resources in a single location 

and is much more secure than peer-to-peer authentication. Peer-to-peer authentication requires 

user credentials to be setup on each resource identically (and changed manually if required) and 

ecure.  

interview with the Directory of IT Operations for Spatial Business may reveal part of 

why IDS and other safeguard implementations were so high. When asked about trends seen in 

small business security implementation, he responded, “The biggest trend I have seen is the ISP 

(Internet Service Provider) offering several security aspects either built into the equipment or 

offered as a purchased service. Small business DSL or cable modems are coming with more 

advanced features such as stateful firewalls, IDS, and wireless access points with enterprise level 

encryption. Most ISPs also offer static IP addresses allowing the small business to host more 

services on site rather than paying the ISP to host the services. ISPs are also offering spam

nd malware detection as a purchased service.” With services offered as part of a 

business package with little to no user setup or monitoring needed, businesses seem to be taking 
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