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ABSTRACT

For the purposes of this research, the “desigmeelediscipline of Information Systems
will structure the overall methodology and framekvtor results. By leveraging the design
science framework, this study will dissect and grelarious parts of a hospital’s network, to
uncover substandard practices and problematic vesales that commonly result in an overall
decrease in the quality of healthcare providedattepts, and negatively affect business
operations of hospitals and healthcare facilitiesr the purposes of this research the chosen
hospital will be categorized as Mid-Western Hodpita

This thesis will investigate, in a real world hteahre organization, fault management
technologies in the network design using Dual-MABh#ecture. By analyzing current network
bandwidth performance and financial data of a hezdte organization, as it relates to network
connection cost, organizations can improve netwemrformance and save money in the process.
Additionally, this thesis will propose possible wbns to help manage large health care

organizations’ network.
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Chapter 1

1 Introduction

With an ever-growing need for healthcare and heatthfacilities, large hospitals and
their subsidized branch facilities are demandingenstable and reliable sources for network
solutions. The field of Information Technology addtwork Infrastructure Management has
become crucial components within the healthcarastrg. Today, many hospitals, clinics, and
outpatient care providers are taking full advantaigine benefits that modern technological

advances have to offer.

1.2 Proposal

The object of this research is to lower the totatof ownership and increase network
performance for Mid-Western Hospital, by deployammdual MAN (metro area network) and
using a cost efficient network management Simplevdek Management Protocol (SnMP) tool
to monitor and manage the dual circuits. The euimetwork design of Mid-Western Hospital is
not fully redundant connection and is over 65%zéd and not optimized. The plan of the dual
circuits are more improved total cost of ownerdbymetting rid of clustered expensive T1 lines
to the 20 clinics, and moving them over to the maval-MAN faster network. The Dual-MAN is
two fast Ethernet Optical Connections from two gmr\providers that will provide full fault-
tolerant network connection for increased high lawdity.

Through this study, certain facets of a hospitaésvork and core infrastructures will be
examined. The thesis is comprised of two partswiiibbe evaluated and divided into two main

sections: the first will uncover network design tgaes and the second will show a comparison
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of network performance monitoring systems; the rgan@ent of a hospital’s network
performance will be discussed and analyzed. Manigaapplication response times, network
traffic compositions, infrastructure health andfpenance, early warning alerts and packet-level
diagnostics will make the network more visible attthmately increase proactive detection and
resolution of network devices such as Switches.

Ultimately, the healthcare organization has to wershe upfront costs (hardware and
software) and future expandability. Customizableacity planning, trending tools, and
application response time monitoring provide prijggtcharts over various time periods. The
charts provided in this study will illustrate holetnetwork environment changes for each
application response time and provide networkitafhalysis and device performance.

Network dissection and reporting are also vitatpaf the network upkeep and
maintenance. Further analysis within this study pvbvide a more detailed review of hospital

network protocols, networking systems, and secastit relates to healthcare hospital networks.

1.3 Problem Statement

Large hospitals such as Mid-Western Hospital facarging degree of problematic hot
spots that impede the quality of healthcare togpégi and overall business operations of the
hospital and healthcare facilities. Mid-Westerrspital has multiple facilities networked
together make it difficult to pinpoint the origin§ various problems that interrupt business
operations and decrease the quality of care temiati These problems experienced by the
hospital vary from issues such as network hesnatiad slowness to outages. Due to the fact

that there is an overwhelming amount of varyingaatd problematic occurrences, this can
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consume large amounts of time and resources fomagtnators to detect and isolate problems
within a large clustered network.

As a result, hospitals and healthcare facilitiels experience delays in overall
performance in mission-critical environments suslemergency rooms, operating rooms, and
intensive care units. Administrative performanod unctionality will also be negatively
affected as more time will be needed to reseansplement, and deploy a solution to resolve
these issues. Problematic delays and over-congsumgftnetwork resources will harm the
overall quality of clinician care, as well as the@oing business operations of hospitals and
clinics.

Administrative costs will also drastically increaseproblematic events occur on a
consistent basis. Ultimately, rather than allowaprivate and government funding toward
increased quality of patient care, hospitals arecting this much needed funding to their IT and
administrative departments to resolve these prodieroccurrences. Additionally, the time and
resources of hospital staff are drastically consiibnethese network problems. The over-
consumption of time and resources does not onllydppust hospital IT departments, however,

as the effects can be felt by doctors, nursesparsight clinicians, as well.

1.4 Background Research

Operational standards can be improved by evalu#tteg¢echnology and methods that
are currently implemented within hospital netwof&sbbs & Quillen, 2007, p. 8).
There are various technologies and methods in whielimplementation of a network would
allow for high-speed access. For this instanceliable Dual-MAN network architecture was

chosen to connect all of the medical centers tagetihe implementation of the MAN network
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allows a healthcare center to use high-speedbtelfdoer-optic networks. This is not only
beneficial because of the information sharing tiaet exceed access across multiple sites and
even allow for information sharing across the matlaut it is also cost effective; physicians can
access information which is not limited to theiypical location. In addition, the dual-MAN
architecture has the capabilities to maintain #wgiired bandwidth support for the exchange of

large files across the network. (Gibbs & Quill2ap7, p. 54).

1.5 Relevance to Proposal

The objective of research in hospital network eagiing is to acquire knowledge and
understanding to improve the current network slooniogs that impede the current overall
operations of hospital networks. Examples of th@eblems include, but are not limited to: no
network redundancy, the absence of network perfocmanonitoring tools within the market,
lack network of availability, and network latency e@ngestion. According to Howard Quillen
and Mike Gibbs (2007), authors of “The Medical Gradletwork: Helping Transform
Healthcare™

Several decades ago, single physician treated allpatient’s various illnesses today; a

patient receives treatment from multiple physiciand clinics. This creates the need for

medical and clinical information to be shared selyjuamong many healthcare entities.

To provide the framework for this new healthcareldjca connected knowledge support,

and process optimization are all parts of the systhere information is quickly and

reliably exchanged. (p. 3).

Currently, large hospitals are utilizing networlsim infrastructures that are slow and

expensive. For the purposes of this thesis time tdesign infrastructure” will refer to the
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framework for designing the network. The netwoekfprmance is vital to the functionality of
hospitals and prioritization of resources is crutwahe overall uptime performance and
functionality. When resources are allocated imprbp the performance depreciates. As a
result, the overall cost to manage and maintaiseltemplex networks can be extremely
expensive. The cost will perpetually increase asendedication is spent on maintaining
inefficient designs of complex networks.

Please refer to Figure 1 from the diagram. lwisent that the current network is 85%
utilized. At Mid-Western Hospital MedicalCentetthe network is currently running at 60%
with a WAN speed of only 6Mbps. This is evidenaetipport the fact that hospital networks
are experiencing problems of network slowness aafficiency. Current networks for many
large hospital organizations that are experienthirglack of performance need to take action
and upgrade the circuit to maintain applicatiorfggenance. Based on this use case, we can
assume that the performance and overall businesstigms will be compromised.

In order to get approval from the CIO and CFO ef kiid-Western Hospital, cost-benefit
savings and network performance enhancements Haslgoesented. The higher the bandwidth
the lower the total cost of ownership, and in thd the cost savings will exceed $150,000 a year
just in this division by getting rid of expensiveridlled T1 lines for parasite clinic hubs. These
parasites hubs that are the 20 clinics that ardlyngsen for business from 8AM to 5PM. It will
also improve bandwidth by 60% for these variousic$, a significant increase from the
previous design. Cost is cumulative all 24/7 hadpécilities should have full redundancy at all
levels at all times. The savings will be conclutigdyetting rid of these expensive and slow

bundled T1 lines and moving them on the new duaNv&kchitecture.



A MODERN LOOK INTO A HOSPITAL'S NETWORK 6

The Mid-Western Hospital network uses two primamgyvders, Qwest and Time
Warner, as primary and secondary circuits. Ifgheary path (Qwest) circuit fails for any
reason, the other backup circuit (TW) will routga@mg and outgoing traffic seamlessly. By
upgrading the Qwest circuit, Mid-Western Hospitetvmorks can save over $150,000 a year by
eliminating excess T1 lines. The proposal will igate the two provider circuits with fast optical
Ethernet; the qwest circuit is 100Mbps and the Tianer circuit is a 200Mbps. Generally
speaking, Time Warner has a better customer semhisals vital when it comes to alerting and
pushing out notifications to their customers ararttechnicians to expedite and correct outages
on the circuit. Therefore, the communications eartiat we will be eliminated will be AT&T,
because this is part of the old network serviceiper.

The current design of the hospital MAN networklmasand expensive, and
consequently, it became apparent to redesign tiwerkeinfrastructure for this division. Since
this large hospital chain is a nationwide orgamdizgtall plans will have to get approved from
various executives, managers, and board membetsoNeEngineers will also need powerful
tools to monitor in real time and to help managertatwork. The proposal will need to be well
thought out, and the new design will have to inocoage 24/7 redundancy at all levels for high

network availability.

Current MAN Network Diagram:
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Mid-West Market Current WAN State
(High Level)
Total Monthly MAN/WAN Costs $58,679
Colo
Internet RDC
AT&T MPLS Network \\_-//,/
Great American Hospital WAN
Bhbps
5763/mo
10Mbps 1.5Mbps. r
$3247ma Shbps S462/ma i ! g 5
>60% Utilizati $462imo BEMbps o
SR ey s o
o] s k] we | sle blagina |
s o 1| "o . % Recuires and
B Upgrada ] | |51 ueszade
: H ; & : 4 Medical | IR o !
Medical Centert ; Medical Medical Medical T | gmtary | | Medical T | Medical Medical
| Medical Medical Centerd Center5 | Centerb || Center8 | | Center9 Center10
H | center2 Center3d I
| [
100Mbps GMOE
$1295/mo - 100Mbps OMOE
§1205/mo il
$2760/mo B2760/ma 2760/ma B27E0Mme $2760moe §2760/mo S‘ﬁil‘s‘g:?u v S2760/ma
i i
100Mbps MAN
Midwest Market

>60% Ufilization =
UPGRADE REQUIRED IN 2010 or soonsr

Fig 1 shows example of the current MAN with no nedancy or failover fault tolerance.

The design should take into consideration businessnuity and minimize risk and plan
for disasters. According to tleurnal of World Health and Societal Politi¢2007), “The
continuity of Business is vital in any setting awen more so in hospitals where the product is
literally life and death” (Keene & Auger). Whercibmes to planning and designing a fully
redundant network, it is important make certaindbevice providers have backup power sources
such as diesel generators and ensure physicaldadoy as well as physical diversity in your
cable runs (Johnson, 2003, p. 38)e Network Upgrade Coordinator has a specific avie

responsibilities that apply to the upgrade proj&be timeline to implement and complete this
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proposal encompasses approval, research, plaranidggesting through go-live date. Once the
network is live on the new dual-MAN, the daily ogeonal network leader assumes
responsibility on managing the live environmentlasumented. The role of the network
engineer upgrade coordinator is to be the projestager during the upgrade process and is the
liaison between all facilities within the networkhe network upgrade coordinator is responsible
for all activities described to ensure a smoothsuztessful upgrade, go-live day, and transition
to the daily business operations. Administrativpport from the facility CIO and other
managers is vital to the overall success of theagey Communication is critical to the overall
success of the network upgrade, by keeping hogmtalonnel informed as to the status of the
upgrade on a regular basis. My role in the netwprdrade project is gathering pricing
information from circuit provider vendors and pnetseg this information to our network
engineers and the company CFO. This contributisisgesd in solving the company’s problem

by saving money and having full redundant network.

Upgrade Process Overview

This section provides an overview of the 4 majdestones in the upgrade process:

I. Getting Ready by preparedness, planning the ciupgtades and planning proper

facility notifications
Il. Order the new circuits
Il. Go-Live and test fail over

IV. Disconnect AT&T the MAN\WAN circuits and get rid tfe additional bundled T1 lines.

Task completed UPGRADE COMPLETED.
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This is the process to upgrade to a dual-man hub néguration.

The plan is your friend.

Use all the tools provided.

Milestones must be completed

Team to attend mid-upgrade status call
Conduct integrated testing

Best practice testing

Maintain current software

Complete all activities prior to go/no go call

Validate your parameters

Upgrade Management

Team needs access to available resources

Create process to share upgrade related material
Questions to be routed through network upgradedioator
Establish issue tracking process

Follow best practices for reporting issues

Team needs access to available resources

Create process to share upgrade related material
Questions to be routed through network upgradedioator
Establish issue tracking process

Follow best practices for reporting issue.

9
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Hospitals and the healthcare industries are seeimngre growing demand for a better
understanding and functionality of its network syss. With utmost pressure on healthcare
services and professionals, there is a large demaigh systems availability. The pressure
felt by these professionals is brought on by higlumes of patient activity in the emergency and
operating rooms, which require healthcare profesdsoto enter and document charts, access
patient vitals and information instantly. Usingalérom the healthcare industry, an investigation
was conducted to differentiate costs in monthlyrapeg and installing fast optical Ethernet
circuits, and decrease the percent of networkzatilon.

With the advancement in modern technology, advaeoésrin network monitoring
devices enables doctors and hospital professiomgsrform rounds and have access to patient
information, vitals, and lab results via hand-he&iceless devices. Proper network traffic
analysis that leverages network flow allows forweetunderstanding of which applications, hosts,
and conversations are consuming the most netwsdurees.

High availability and scalability for large enteig@s is critical to maintain proper
network performance; therefore, quickly pinpointmgfwork outages can help maintain general
operability at a more optimum level. This will@aN for a more reliable and stable resolution in
long-term network operability, maintenance, andqremance.

The healthcare industry is an information intensindtistry that requires a high-level of
security, while maintaining network flexibility. M patient life at stake or often patient life
lying on the table on an operating table; being @ablaccess patient information bed side quickly
is critical. Clinical data needs to be fully acsibe because it directly can affect patient care.
Some of the data that needs to be fully accesaiel@atient information and patient clinical

information such as vitals, labs, x-rays, and ddtis data also needs to be “HIPAA (Health
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Insurance Portability and Accountability Act) Comapit” to protect patient information.
Hospitals have financial data that also needs teadily accessible. In order to improve the
guality of care, every healthcare organization nfiusttrecognize and understand the importance
of enterprise network backbone. The network dearmgharchitecture should be by design to
promote high availability and fault tolerance ftddundancy at all levels.

As federal law and compliance guidelines forcesrmaddates all healthcare
organizations to be up and running with an eledtraredical records system, more and more
hospitals are converting to this new electronid¢esys This electronic medical records
application system has high priority on the netwakdwidth.

Two of the most demanding and rapidly changing $tdes lie in the field of Network
Engineering best practices and the healthcare induslthough the field of information
technology and network engineering is constantgnging and developing, the “need” remains
constant. As the industry continues to grow arahge, so does the demand. Through
examining the significance of information technglagthin the healthcare industry, this study
will also expose the current lack of informatioradable regarding the types of data that reside
on the network circuit via real time network monig tools. Through careful examination of
modern technology and its components, healthcarfegsionals can one day adapt to a more
technologically educated healthcare industry. Aessalt of more education, industries may
experience greater advancements in the medicdldial improve the overall quality of patient
care.

It is most certainly a fact that planned outageswaravoidable. In order to minimize the
stress and panic of an organization it is bestftarin everyone of any planned outage well in

advanced. An example of what this email notificatt@uld look like:
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I«"_ HDO e WMEDF Core reload tomprrow 1am - outage - Message (HTML) - X
1 44 L

- Meisage L

3 T S 5 £ 3 | dAFna
e X DS P B s By L
— J = L ; =y Related -
Reply ‘Reply Forward § caii =  Delete Moveto Create  Other || Blotk  |jjor ik | Ctegorize Follow Marksd
to Al Folder= Pule Adtions = | Sender . Up= Unresd | Select ®
l Respond Aftlont hunik E-madl . Optiomi = Fina |
From: & Sent  Mon 06/28,/2010 2:04 P
T
Ce
Suhper,l.' MOF Core reload tomorrow 1am - ﬂuﬂg!
- |

Team, =

We ara reloading the primary core switch in the MOF tomorrow at 1:00am. There will be a 1-3 minute, facility-wide, outage

during the reload, Plesse be aware of this if/when you receive any calls or alerts during this time frame,

Everything should fallover and return to functionality within 1-3 minutes, - the downtime, then failback (seamlessly) after core

switch comes back online.

Thanks!

David

a
L.
|
=1

Fig 2 is an example of a planned down time netveartage notification communicated to proper

facility or various hospital departments.
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VAN Link
Facilities Speed Current Utilization AT&T TW |Qwest QMOE HW Costs Comments
= 60% requires a circuit upgrade
|to maintain application
perfdormance 4 Users begin
Medical Center 1 | BMbps | 75% | $1,763| $2,780| nia {to complain of sl 55 i
= 60% requires a circuit upgrade
to maintain application
performance 4 Users begin
Medical Center2 | 10Mbps | 85% | $3,247| 2,760 nia
Medical Ceners | eWnps | 85% | s1e23 s27s0) nia
|t maintain appli
| performance. =80% users hegin
Medical Center 4 | BMbps | 85% | $1,623| $2760) $1295 nia \to complain of slowness
Wedical Center5 | 1.5Mbps | 50% | 5462 50| 51,285/ n/a
Medical Center 6 1.5Mbps 55% 5462 50| $1.295 nia
= B0% requires a circuit upgrade
to maintain application
performance. =80% users beain
Medical Center 7 | BMbps | 75% l §1823 52760, nia to complain of slowness
Medical Center 8 1.5Mbps 50% 5462 52760 nia
= B0% requires a circuit upgrade
{to-maintain application
performance. =80% users hegin
Medical Center 9 | 3Mbps | B80% | 5839 1 SDDf nia to complain of slowness
| * Currently 20Mbps cenverting to
Medical Center 10| *100Mbps | 45% | 57,500 58350 nia |100Mbps EaVEN
Medical Center 11 IMbps 50% $839| 52760/ nia
TW ColLo 0 0% 0| $2,760; nia
Total Monthly costs per vendor: | | %20443] $32430 $3,885
| | | |Netwark State of Unicn as of
Total Monthly Market MAN/WAN costs 2009 | $56,_758_ | |7i509

Table 1 2009 sample monthly circuit costs (singkeNVconnection).

The outcome of this research will be evaluatedheycost savings and overall network
stability and improvement. The logical approackaitving this problem will be resolved in the

following three sequential phases.

The Dual-MAN implementation is broken down in threelogical phases:

Phase 1
Order dual circuits from QMOE 100Mbps and Time Waurwith 200Mbps and wait for

activation from provider.
Phase 2

At the 2" stage we should have and be carrying 3 circuinsprunning at the same time
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QMOE, Time Warner, and AT&T.

Phase 3

Deactivate the AT&T circuit and test the new dualmfior fail over.

The following diagram will show the comparison bétold network MAN and the newly

improved network that will show the cost savingd aptimized network management.

Failover Procedure

Failure Scenario #1:
Inbound Internet circuit fails at any of the medicenters or at the Central Business Office

Internet Router fails at a Medical Center X fagilit

Action to be taken:

Verify the scenario

Shut down the Internet circuit to keep it from boing

Send email to notification to destitution list inttmok Team to alert the market

Instant failover will happen in less than 3 secoad traffic will be re-routed to TW provider
Over the MAN and out to the RDC.

Troubleshoot the issue as needed: Either corredtahdware issue or contact Time Warner or
QMOE for the Internet circuit support

Verify traffic has normalized between facilities

Failure Scenario 2:

Core/LAN problems at specific Medical Center.

Action to be taken:
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Verify the scenario

Shut down the MAN port on the facility with the igssmain core switch, port#
Shut down the Internet circuit at this site

Send email to the Team to alert the market to ises¢écondary destination

Verify traffic has normalized between facilities.

Business Continuity Planning is critical to a fagito ensure that in the event of a
significant unexpected business interruption, sagh natural disaster, the facility can
effectively recover its business capabilities. Business Continuity Plan should document all
business functions and assets required to runusi@dss, not just Information Systems
processing resumption, which are referenced iDibaster Recovery Planning Guideline. The
arrangements for continuity should account for gmged unavailability of: critical information
resources, key personnel, telecommunications,eoffacommodations (or access to facilities),
and managed services.

For the purposes of this research notification b@lemailed out asking for a 30 minute
time slot from all the medical center facilitiestédke down each circuit and move them over to
the new much faster circuits. The actual switabusth not take more than 10 minutes at the

most.

Current Diagram

By examining and detailing certain facets of infation technology engineering in the
field of healthcare and hospitals, this study witbvide a thorough analysis of health
information management and security. This can béged by analyzing the network traffic
data that resides within the network, which wittlude, but is not limited to: patient data,

scientific study data and results, and businesarti@gntal data. A survey of hospital networks
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will allow a thorough understanding, breakdown, andrpretation of what type of data truly

resides on a hospital network.

Mid-West Market Current WAN State
(High Level)

Total Monthly MAN/WAN Costs $58,679
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Figure 1

1.6 High Availability and Disaster Recovery

According to the Joint Commission Industry Standad Compliance Hospital

Regulation Committee, “The reason of the continoftpusiness plan is to identify the most

critical information needs for patient care, treaim) services, business processes and the impact

on the hospital if information systems were sewedetrupted” (Keene & Auger, 2007).

Ways to make sure resources are available are psctedundant array of inexpensive

disks RAID and clustering. Some of other techna@edhat ensure high availability are fault
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tolerance, network data mirroring and redundanvagt connections and equipment. Always
backup configuration on routers and switches ahdratetwork devices make sure redundant
mode power is set not "combined mode" for the pasugply swap that way we have stateful
failover. A stateful failover allows the networkwlee such a switch or a router to maintain
power while swapping out hardware devices. If cowgr supply fails the other one will remain
fully functional and we can pull the bad hardwae®ide out and replace it seamlessly. High
network availability is designed in hardware; m@gtco, Juniper and HP switches and routers
are designed with hardware redundancy. Hardwalenaancy is necessary component to
maintaining operations in times of hardware failufidnis is even more true for instances such as
hospitals and clinics. Switches come with hot quedybe parts, such as dual power supplies for
high availability. It is vital to have spare swied) power supplies, and other network devices

and parts in case of hardware malfunction.

Avoiding unexpected outages and downtimes is ortbeobiggest challenges hospital
information technology professionals face. All gopent should be fault tolerance from design
to hardware equipment. Because just one of theitadsn this network could easily have over
30 IDF's they should be designed in a way of prilp&ault tolerance and they all are dual
homed dual channeled. Voyence is the leading genwof configuration and change
management solutions that automate critical chactmapliance, configuration backups of Cisco
network devicesVoyence also enables network professionals to rmoaitd track and record of

who made changes in configuration of network des/iggh date and time stamp.

Chapter 2
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Network Infrastructure & Design: A Review of Literature & Research

2.1 Past Research

The research for this project will prove-out thgbthesis that Dual-MAN network
architecture with redundancy and failover capaegiwill improve the overall performance of a
hospitals network while providing the availabilapd bandwidth required communicating and
exchanging large files. The hypothesis will bedgdsagainst by using the information gathered
from previous research data and materials. Furtbes, information will be gathered and
presented on past research completed on the haapitdealthcare industry and the integrated
advancement of Information Technologies, which Wélp improve the quality of patient care
and increase cost savings. According to a prewviiagertation completed by Alex George,
titled, Analysis of a Highly Available Fault Tolerant ClestArchitecture(2006), “Large
technology driven health care organizations useart redundancy technology to provide fault
tolerance and high availability on the network $gstems to run mission critical applications.”
The dissertation provided relevant information toiwne current architecture standings of
clustered networks. George writes that “withifwstered network environment of an
enterprise, high availability standards and faitosagpabilities must be met to improve network
flow and maintain the standards required to keegin@ss operations at an optimal level” (2006).
This statement is true when relating a clusteragremment to large hospital chains and
healthcare facilities. Many enterprises and orgtions become victims to problematic security
breaches and hot spots. When dealing with clusteeévorks, these problems must be located
and isolated quickly. Once found, additional reses must be leveraged in order to implement

a solution to remedy the problem.
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2.2 Theoretical Frameworks

The design should take into consideration contisumusiness productivity and minimize
risk and plan for disasters of all kinds. AccordtogheJournal of World Health and Societal
Politics, “The continuity of business is vital in any settiand even more so in hospitals where
the product is literally life and death” (Keene &der, 2007). The network upgrade coordinator
has specific roles and responsibilities that appihe upgrade project. Some of these include:
producing timetables, planning, and test through.e. Once the network is live on the new
dual MAN, the daily operational network leader ases responsibility for managing the live
environment as documented. The network coordiratdrhis/her team will assemble and meet
all milestones and deliverables for the networkradg Go-Live date. The Network Upgrade
Coordinator is responsible for all activities désed to ensure a smooth and successful upgrade,

Go-Live Day, and transition to the daily businepsrations.

2.3 What are the Questions to Be Answered?
A) What are some problems and challenges Netwodirteers face in large enterprise
organizations?

B) Can Ethernet MAN/WAN save money over point tanb@onnections?

2.4 How Have Others Answered the Questions?
A) Feamster, Winick, and Rexford, authors of “A Mbdf BGP Routing for Network
Engineering (2004) answer the aforementioned question by plaemphasi®n various

network engineer problems anballenges; some of these difficulties are ‘changésaffic
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load’, ‘changes in link capacity’, ‘planned mainéece’, and ‘failure and disaster planning’. The

following is an excerpt from their article:
Because traffic is dynamic, the amount of traffi@hy destination may suddenly change,
causing changes in traffic distribution across mekWinks a network operator must
reconfigure routing policy to alleviate congestidletwork links are frequently upgraded
to higher capacity. In response, network operata@ayg wish to adjust configuration to
route additional traffic through recently upgradiets. Network Operators commonly
perform routine maintenance on portions of thetmoek, adjusting interior routing link
weights to divert traffic away from the part of thetwork that is undergoing
maintenance. A network Operator may wish to evaltia robustness of the network by
examining the effects of failures on routing araffic flow (p. 332-333).

B) According various connection service providetisdEnet MAN services are less expensive

than private point-to-point connections. More amafe organizations are utilizing fast Ethernet

connection option as the primary connection foirteeterprise.

Chapter 3
Methodology: Research Instruments and Materials
3.1 Introduction
The research and data was formulated by gatheatayfcbm local hospitals. The pricing
information was sourced from various venders sgc@west, Time Warner, and Solarwinds.
For the simplicity of the network design comparistbre current network diagram and the
new proposed network diagram with redundancy valshown to illustrate the before and after

transformation.
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3.2 Design as an Artifact
A data center provides a centralized location tst Ineain distribution frame and
intermediate distribution frame points in networkhatecture. A data center supports server and
network devices, such as routers and blade swii#&resgoces & Portolani, 2004). Data center
goals and initiatives should include the followifigusiness continuance, increase security in the
Data Center, application server and Data Centesalwlation, integration of applications, and
storage consolidations” (Arregoces & Portolani,£0Q8. 6). The specifications for the data
center design are “availability, scalability, setyrperformance, and manageability” (Arregoces
& Portolani, 2004, p. 6). The criticality of thetdacenter’s issues are “power capacity, cooling
capacity, cabling, temperature and humidity costridte and smoke systems, physical security;
restricted access and surveillance systems, ragddesgnd raised floors” (Arregoces & Portolani,
2004, p. 7).
Data center architecture is composed of three jpaits: scalability, flexibility and high
availability.
» “Scalability — The data center must support fast sgamless growth without major
disruptions” (Arregoces & Portolani, 2004, p. 117).
* “Flexibility — The data center must support newgms without a major overhaul of its
infrastructure” (Arregoces & Portolani, 2004, p7)11
» “High-Availability — The data center must have mogbe point of failure and should offer
predictable uptime and plan for hardware failuf@s’tregoces & Portolani, 2004, p.117).
The New Dual MAN Hub architecture network desigil i faster and more cost effective
than the current network implementation. Theaegebeing proposed will involve designing

and implementing a new network MAN diagram for @éhospital chain using a Visio diagram
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and by contacting telecommunication circuit prov&d® conduct the research and provide the
results for the cost benefit and savings. We areently proposing and seeking approval of a
dual-MAN network architecture design for each mafkeility. The upgrade will lower the total
cost of ownership; this would increase bandwidtlalminimum of 10X for each site and still
provide redundancy. The Qwest Metro Optical Eteef@MOE) is to be configured as the
primary circuit. We need the 100mbps QMOE as tlvagmy through Medical Center 10. The
Time Warner 200mbps p2p (peer to peer) connecaas to be reconfigured on the MAN.
Ultimately, the bundled T1 lines need to be shwtror all the parasite clinics and moved over
on the new dual MAN connection.

The restructuring and improving of a network as ttmagnitude takes precise planning
and execution. The duration of this project cadtinately take up to one year. The overarching
plan is to redesign and restructure the networkaée it become a dual MAN system. Large
hospital chains have many parasites, clinic faedithat are not 24/7 operational and we can
save cost by allocating enough bandwidth for thetmet functional without fail-over. Only our
main ten hospital facilities should be in full tadace with instant 24/7 fail-over. What this
means is that if a circuit connection is ever losta provider goes down for unexpected reasons,
no network downtime will be experienced, and nekngerformance and quality of service will
be preserved with the secondary provider.

Two of these ten facilities will be our “hub siteshere we have our MAN connections
coming in from the providers. For the purpose @ #tudy, Central Business Office and Medical
Center 1 will be our hub sites. Time Warner andeQwQwest Metro Optical Ethernet-QMOE)

will be the new providers once we fully eliminake tcostly bundled T1 lines from AT&T.



A MODERN LOOK INTO A HOSPITAL'S NETWORK 23

This plan will be methodologically implemented mde logical phases over a six-month
to a year time span, in order to migrate and upgthd proposed plan. A data center provides a
centralized location to host main distribution fieaand intermediate distribution frame points in
network architecture. This plan should include haghilability design, which “translates into a
fully redundant architecture in which all possibkrd failures are predictable and deterministic”
(Arregoces & Portolani, 2004, p. 118). In additins would mean that “each possible
component’s failure has a predetermined failover fafiback time, and that the worst case
scenario for a failure condition is within the gatable failover limits” (Arregoces & Portolani,
2004, p. 118).

The New Dual-MAN Hub architecture network desigmigewill be faster and more cost
effective than the current network implementatiohhe research was conducted by designing
and implementing a new Dual-MAN network for the Midest Hospital by creating a Visio
diagram to structure the new design. Additioregearch steps were executed by contacting
telecommunication circuit vendors to provide theutts for the cost benefit and savings. The
next step after data gathering would involve seghkipproval of Dual-MAN network design
architecture for this region. The upgrade will lowiee total cost of ownership; this would
increase bandwidth by minimum speeds of 10X fohesite and still provide full redundancy.
Qwest Communications, AT&T and Time Warner arefitse established service providers to
announce optical Ethernet services (Caisse, 200i8. Qwest Metro Optical Ethernet (QMOE)
is to be configured as the primary circuit. We n#el100mbps QMOE as the primary through
Medical Center 10. The Time Warner 200mbps p2prib@ peer) connection needs to be

reconfigured on the MAN.
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3.2.1 Design Science Architecture
Metropolitan Area Network (MAN)

A Metropolitan Area Network (MAN) is a large netvkaihat typically covers large areas
such as towns or cities. A MAN usually interconsedrious other networks using high-
capacity technology such as fiber-optic links, anavides services to the WAN and the internet.
The Mid-Western Hospital dual-MAN consists of teadital centers, one supply chain
warehouse, and the twenty clinics.

For the purposes of this research MANs will be exah for the network, which links
multiple hospitals and healthcare facilities. Teevie providers, such as Qwest and Time
Warner, lease high-speed connections and equipimenimpanies. As a result, additional costs
are accumulated to the implementation and maintanaha MAN network. Kim Caisse of
Network World Magazinstates, “Ethernet in the MAN offers bandwidth titeactive prices”
(2001). Furthermore, Caisse add that, “Today’s Higtels mature, fast and flexible enough to
support data links to metropolitan and wide-areavaeks” (Caisse, 2001). For example, users at
Medical Center 1, could use the high-speed dataexiion through the MAN network to easily
access data from other branch centers such as dM&bkater 10, with ease and security. It is

also frequently used to provide a shared connetbiather networks using a link to a WAN.

The new dual-MAN
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The above map shows the new Dual-MAN for the Mids®en Hospital market. Mid-Western
Hospitals have multiple markets across the UnitiateS. Orion Solarwinds is a powerful

network analyzer solution that allows for full \agity of the network.
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Fig, 6 Division WAN diagram courtesy of Orion Solawinds June of 2010*
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Wide Area Network (WAN)

Unlike MAN, which just covers areas like cities it a state, a WAN spans across
multiple states, as seen in Figure 6. WANs oftemeat multiple smaller networks, such as
LANs or MANSs.

The WAN is a secure and accessible network thatighes interconnection between the
facilities or medical centers in various statese WAN is often used to improve the speed of the
backup solution (Gibbs & Quillen, 2007, p. 54). Aading to Tim Greene dfletwork World

Magazine(2010), “WAN optimization boosted application parhance by reducing congestion”

(p. 25), and network downtime.

The New Dual WAN Network Diagram:

-MAN Design

Mid-Western Hospit:
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Fig, 4 New Dual-MAN network Diagram (full 24/7 reduindant connection)
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AT&T circuits go away at all facilities

TW MAN will be added as the backup connection aA€B traffic

Qwest QMOE provides primary/backup with diversehfiaovider to each facility.
TW Connection is the 200Mbps secondary market octiore

All facilities benefit with higher LAN/MAN Speeds A00Mbps or greater.

WAN Hospital Configurations

Cisco equipment and configurations are used foMitteWestern Hospital WAN
configuration. Cisco routers use routing protossh as Border Gateway Protocol (BGP) and
Open Shortest Path First (OSPF). According to &&lfuillen in, “The Medical-Grade
Network: Helping Transform Healthcare (2007), “Tdwal [of the WAN and the MAN] is to
have reliable connectivity that can be updatedye®siile scaling to meet evolving business
needs” (p. 8). In addition, the authors write tinabrder “to support healthcare’s high-bandwidth,
mission-critical applications across a WAN and MABtwork” are needed (Gibbs & Quillen,
2007, p. 8). Frame Relay, ATM, and/or Leased-Lieevi8es are some of the WAN connections

that healthcare organizations choose from (Gibl§du#llen, 2007, p. 8).

3.2.2 Structure & Guidelines

Network architecture, is the logical and structlagbut of the network consisting of
transmission equipment, software and communicatiotocols and infrastructure (wired or
wireless) transmission of data and connectivitydeen components (Keene & Auger, 2007). To
create and design a working network we need todtate a plan. Planning consists of making

certain we are prepared for the network upgradendié diagrams models, hardware and
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software requirements, protocols, rules and dewaoeisphysical specifications and limitations
are taken into consideration. Application and safewplanning also plays a significant factor or
role in network deployment. Sometimes maintaing sungporting legacy applications such as
“Meditech” hampers network efficiency. Network dgsiarchitectural diagram models are the
foundation of the back bone of the network.

The network design “phase of a Data Center dec¢ldephysical medium to be used
between network devices and servers, how to corsmetithes and routers, [and] how many
LAN segments will be present” (Arregoces & Portel&004, p. 479). The Mid-Western
Hospital choice of physical medium is fast Etherfith considerations of throughput and
distances” (Arregoces & Portolani, 2004, p. 479)r€ntly, the majority of data centers “use
either Fast Ethernet or Gigabit Ethernet as the ltédtnology (Arregoces & Portolani, 2004, p.
479). Additionally, “the cost of Fast Ethernet a&Bidjabit Ethernet network interface cards is no
longer a determining factor in which technology&ploy” (Arregoces & Portolani, 2004, p.

479).

3.3 Research Procedure

There were numerous steps in the completion ofstioidy. To begin, information
gathering was essential to support the argumethi®tlissertation. This process included
gathering data from literature, World Wide Web, @nelvious dissertations. The system design
methodology approach was used to gather and assds®logy solutions.

To demonstrate the new network diagram proposéuisrthesis, Microsoft Visio was

used to create detailed network diagrams. Perseoréd experience was extremely helpful and
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beneficial in providing insight, industry terminghp and background in network engineering in
this thesis study.

Specifically, articles ilNetwork World MagazinandBusiness Wirgupport network
management tools, such as NetQoS, Solarwinds, akd Wdundancy and optimization. Once
the information was gathered, filtering the artsckeas important in deciding which articles were
most relevant to this study and which could be taditAll sources were printed and placed in
different binders. Filtering was conducted by highling and note taking to finalize the
research, which then was summarized, paraphraséddgotly quoted throughout this study to

begin the writing process.

3.4 Research Participants

To help with the deployment of the dual MAN circuigrade project, the following are
key roles in research activity, implementation degloyment: Division Network Engineers,
Division PACS Manager and PACS Systems Administraiithe System Administrator
coordinates activities related to the PACS Systeth te Division PACS Project Manager, (the
PACS application will have a 100Mbps of the 200MbpSN connection allocated and
dedicated for improved accessing of PACS imagels iwiproved performance. The
Organization’s Information Systems Department dnedldcal Radiology Department. Some of
the responsibilities of maintaining a hospital PASStem are; Daily system monitoring,
Storage media management; Network management;t@aaifitrol and performance

monitoring; Security, including development and maning of policies and procedures.

The Network Upgrade Coordinator is responsiblectonmunication and awareness:
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» Appropriately sharing all upgrade-related commutiiees to all members of the network

and/or facility team any network or facility exeiwats involved.
» Pushing down awareness through all levels of thargezation.
* Promoting and ensuring communication throughoutttgrade process.

* Following the Network Upgrade Plan as a guide fay &teps including communication

items and timeframes
» Determining additional communication items, as seaey.

Level-setting expectations within the network/fagilpgrade team.
Assemble a Network Upgrade Team based on your mesv&upport structure. This team

should include all appropriate facility specificpennel involved in the upgrade as well.

3.5 Research Location

The research location was respectively dependent tige research task. Local libraries
and universities were accessed to conduct seconelsegrch of scholarly journals and
documents related to the research material. Tingapy research was conducted mostly in a
central business office and at the IT departmeatlatal company Denver. Further research and

data collection was conducted at local hospitatstealthcare clinics.

3.6 Research Instruments and Materials
The various tools used for this dissertation staidy library research, journals,

magazines, previous dissertations, world wide wadlme, work experience, Microsoft Visio,



A MODERN LOOK INTO A HOSPITAL'S NETWORK 31

venders for pricing resources such as Insight, QWest, and network performance and

monitoring software such as NetQoS Report Analgner the Orion Solarwinds.

3.6.1 Network Performance Monitoring Tools

These fast optical Ethernet data connections regad failure detection capabilities;
hence, the need for network management and networitoring software and hardware
solutions is in demand (Caisse, 2001). As netwaiikches and devices become more prevalent,
there are various Network Management Monitoringsdloat are available today (Caisse, 2001).
For the purposes of this research, two very unaneepowerful tools will be researched and
examined. NetQoS and Orion SolarWinds are botwertmonitoring and reporting tools that
provide real-time results of network systems. Adaag to Keith Schultz ofinfoWorld, a leading
source of Information on emerging enterprise tetdgies, “Other forces are at work conspiring
to rob your WAN'’s performance and response timinay, congestion, chatty applications, and
traffic contention and the size of the pipe” (S¢huR005, p. 39). Furthermore, he went on to
say, “congestion also affects WAN performance; estign occurs when no bandwidth-
allocation policy has been applied to traffic oa iIWAN, Network latency could be a significant
problem on the MAN/WAN it can kill the network perfnance, both in response time and
overall throughput on the MAN/WAN” (Schultz, 200%,40).

The Simple Network Management Protocol (SNMP) “is used to retrieve information
from network devices and hosts (manage devices)tdbeir configuration, state, and counters
for hardware and software components and to setalue of those components for
configuration purposes” (Arregoces & Portolani, 200. 697). SNMP provides management

information services from network devices to thplaation server. The SNMP Management
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Station locates and fixes network issues, prodgtimeproves network performance, and
prepares for network development and growth.

Netflow - When performance starts to deteriorate we camatflow from solar winds to
show us what and where on the network is the dulpietFlow shows the network traffic runs
from a sgl database and reports on Cisco equiprNentflow gives us a metrics from SNMP.
With NetFlow module in solar winds report analyaer can sniff down to packets and IP
address of switches or other network devices agdielep to see packets and protocol bits that
resized on the network. Netflow data is sourcedastination conversation that helps with
troubleshooting that resides on the network andrten the areas that are consuming the most
bandwidth, and the least bandwidth. Netflow datihalso provide network engineers with
information regarding which applications are consgrthe most bandwidth within their
network and alert them when the circuit routingasvn.

*Refer to the diagram below for an example of Netftelating to Hospital Medical Center 1A*

Fig 10A shows NetQoS core Infrastructure

MetQoS
SuperAgent

+— —p | & —p | 4 >
Outer Connection Inner Connection COuter Connecticn
Source IP: A Source IP:B Source 1P A
Destination IP: D Destination IP: C Dastination IP: D
Source Port: 13728 Source Port: 37261 Source Port, 13726

Dastination Port: B0 Destination Port: 7800 Dastination Port: 80
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prozy 109.99 MBytes 214 %
W prozy 8582 MBytes 1ET %
prosy: 7715 MBytes 1.50 %
W prozy £9.19 MBytes 134 %
prosy £4.55 MBytes 1.25%
B prozy 60,57 MBtes 148%
prosy: 53.07 MBytes 1.03%
B prozy 46 51 MBytes 0.81'%
B prosy 46,44 MBytes 040%
B prowy 39,90 MBytes 078%
Other 2.28 GBytes 4436 %
Total 515 GBytes 10000 %

Fig 13 Protocol conversation Summary of various primcols on the Mid-Western Hospital

network.
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Fig 14A - According to NetQos trade monitor datashet NetQos can organize reports by

orders messages with highest latency bubble to thep for easy investigation via drill

downs to the message details. Top organizationstime world use this tool to monitor and

manage and optimize application performance.

3.6.2 Orion SolarWinds
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According to Solarwinds.com (2010), the company feasded in 1998 and it provides
powerful and affordable IT operations managemeftiveoe for network visibility and
management. By continuing to grow and market teewahge of companies and housing a
competitive array of network management tools, IS%iads is to be looked at as an example of
the future of network management (Solarwinds.codd02.

Some of the other useful products offered by salagare the Orion network
performance monitor, Orion network configurationnager, Orioin application performance
monitor, Orion Netflow traffic analyzer, Orion IRldress manager and VMware WMI monitors
for the virtualization infrastructure (Solarwindsma, 2010). Based on my cost analysis case
study solarwinds is the smart, feasible, and cuiainte solution for any medium to large
environments (Solarwinds.com, 2010).

SolarWinds is a network monitoring tool that is muwcore adaptable. We can customize
and build in reports; it is easy to setup and érsemdly. Cisco has their own suite of network
management and monitoring tools that point the sadate, but with solar winds it's more
efficient and cost effective. Cisco uses a javabagtup and pearl script for most of their
software management tool that can sometimes béarmue.

According toSpectrum Insighta company that sells hardware and software téciss,
the SolarWinds Hardware and Software Price Qubtetdtal cost of the Orion SolarWinds
ownership is $110,000 (2010). The software coap@oximately $42,939.49 (2010).
Additionally, the cost of each server equals toual35,000 per server (2010). The cost of
ownership SolarWinds (Acquisition, Implementati@gployment) source for all price quotes is

Insight Global and they are subject to change witmotice. Mid-Western Hospital decided to
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purchase software and hardware fr§pectrum Insighbecause it is less expensive compared to

purchasing directly from SolarWinds’ manufacturesbsite.

Solar Winds NetFlow Example Screen Shots:

2 NetFlow Node Details - COA-SZ-SWED-6513-2 - Microsoft Internet Explorer BEE
% - If,} hitpf, ad.netiorion/ TrafficAnalysisiNstflowhiodeDatails, aspx?NetObject= | g" =]

Fle Edt Wew Favortes Tools Help
Links g | Customize Links %5 Windows Marketplace

Home  Top 10 Alerts o a Veriew 26| Admin em e C IV Teamroom I soiarwln(!s-‘;'

@ & @ 0 ¢ s Y Bookmark This Page [ Customize Page ] NetFlow Settings

NetFlow Node Details 1-6513-2 Tuesday, June 29, 2010 5:23:20 AW
Last 15 Minutes J

Top 5 Protocels EDIT | |HELP Top 10 Endpoints EDIT | | HELE

LAST 15 MINUTES LAST 15 MINUTES

1Me 2Me
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Wkl Tee 6.5 lbytes 15.065 K packsts 99.87% | E] 10 5.0Mbytes  15.003Kpacksts  46.27%
W we 8.5 Kbyles 22 packets 0.13% | E} 39 Mbyles  4785Kpackets  30.19%
] 13Mbyles  T.B67 Kpackets  5.89%
Top & Applications S i [N ERRL 13Mbyles  2378Kpackets  9.76%
LAST 15 MINUTES | E] 0 4777Kbytes  1.057 Kpacksts  3.56%
1 Me | ERRL 11.8Kbytes 30 packets 0.09%
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Fig 7 Solarwinds Netflow Diagram (15 minute Incremats)
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Top 10 NetFlow Sources by % Utilization EDIT | HELP
NODE INTERFACE RECEIVE TRANSMIT
& © GigavitEtnernets/s - UPLNK TO DVISION 110 | - <. I
OFFICE 2
e © Gigabitsthernet2t - TWMAN circid ggo, DN % |
4O/KEFS/000241/TWCS/DO1
o © GigabitEthernet2/1 - TW MAN circ id g —"TTT
§509-1 40/KEFS/000241/TWCS/DO1
e © seriaio 777 - wan: Heawpis-tous 1% 9% N
e © GigabiEthernetd/47 - QMOE MINIMANTO 305 [l 0%
EMS AND SFM
: © GigabitEthernet7/22 - TW MAN GIG
o | CONNECTION CKTID 1% | g% |1
40/KFFS/000241/TWCS/EDT
e 1 ® seriali0.777 - 20Mbps-MPLS 6% 1 1% |
o
] . 0% a%
&bt Vian&s - PACS VLAN
© oka-PRESBY-3845-1 O GigabitEthernet0/0 - UPLINK: to8513-1 631 1% | 3% |
e © vian1s - SERVER VLAN 3% | 0%
Traffic View Builder EDIT  HELP

@ Solect a filtered view to build: [Node Details _+| [ BuD

Fig 9A is an example diagram of a sample report from OriorSolarWinds shows percentage
of network utilization. The diagram is changed to potect the company’s confidentiality.

The data is presented in a clear and organized usertterface which allows network

monitors to read and interpret data quickly. The Orion SolarWinds tool shows reports of
the network interface by percent utilization and vdume and memory utilization. This

power tool also alerts Network Engineers of Vlan nimatches discovered on the network,
status changes and packet information received artdansmitted and connection outages or

data loss that might affect performance and entergse functionality.
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Traffic viewer Solar winds:

Traffic View Builder

“ Select a filtered view to build: | Node Details ¥

Top 5 Applications
LAST 2 HOURS

Unmonitored traffic =

AFF ROUTER INTERFACE BYTES
* .% Unmonitored traffic 49.2 Gbytes
+ & worka wide web HTTP (30) 225 Gbytes
+  [T]%B8 wicrososi-DS (445) 222 Ghytes
+  [B%bs neTBIOS Session Servics (139) 119 Gbytes
+  [B]%8 icLtwobaset (25000 TCP) 7.4 Gbytes

d

Fig 8A - from Orion Solarwinds diagram of the top 5talkers on the network in almost live

BUILD

“iclkwobase [250...

EDIT | HELP

EDIT = HELP

« World Wide Web HT...

Mioiosok-D3 (445)

* NETBIOS Session S...

FACKETS
79.9838 M packets

28.789 M packets
82.0322 M packets
24.2808 M packets

7.7593 M packets

time. This example illustrates HTTP web traffic ashe top throughput.

SolarWinds allows users to run reports on top Siegions and top 5 conversations or

top talkers and view the bytes and packets sendemaived from router to any facility hub.

The following are excerpts from the article “Bagan Concepts” (2007) that define

different connection types:

WANSs are generally grouped into three separate extion types:

* Point-to-Point technologies
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» Circuit-switched technologies
» Packet-switched technologies
Point-to-Pointtechnologies (often called dedicated lines or ledseg are usually the
most expensive form of WAN technology. Point-tosRdechnologies areasedfrom a
service provider, and providguaranteedbandwidth from location to another (hence
point-to-point). Cost is determined by the distan€¢he connection, and the amount of
bandwidth allocated. Generally, point-to-point links requir® call-setup, and the
connection is usually always on. Examples of ptaApoint technologies include:
* T1 lines
* T3 lines
Circuit-Switched technologies requireall-setupto occur before information can be
transferred. The session is usually torn down odae transfer is complete (this is
identified as an On-Demand Circuit). Circuit swigchlines are generally low-speed
compared to point-to-point lines. Packet-Switchemthnologies share a common
infrastructure between all of the service providesubscribers. Thus, bandwidgnot
guaranteed, but is instead allocated on a bestt éfésis. Packet-switched technologies
are ill suited for applications that require cotesis bandwidth, but are considerably less
expensive than dedicated point-to-point li@&alchunas, 2007, p.2).
The above excerpt describes the different choicesonnection types that carriers offer or
provide to companies.
This solution will be fully customizable and momsaatable than the current standards
that have been implemented. SolarWinds is extremnstr friendly when administered by

properly educated IT professionals. To add a newice or switch, users login and click on an
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admin tab, and then add a node - type in the dksisgtch IP or the new network device desired.

Then simply name the device using a desired fggibming convention.

Fig, 15A. Automatic Email Notification Alerts froifolarwinds

™

L"1 = * ¥ 7 Node Down - Message (Plain Texti -
—" | Message (7]
a8 > e . M T 3 Find
Al Hi ™ - x JJ G Gosatelistsr |
! S B Ll [ 4 |0 9 g, peaena
Reply Reply Forward &, call - Delete Moveto Create Other Block ot Jir Categorize Follow Mark as
to All Folder= Rule Actions= | Sender — - Up~> Unread || 4§ Select~
Respond Actions Junk E-mail Options £l Find
From: Network Performance Monitor [donotreply@solarwinds. com] Sent: Maon 06/28/2010 11:19 PM
To:
Ce
Subject: Node Down

Medical Center3
10.x.x.%

Weather Goose- monitors temperatures at IDF and MDF level, espgbrts on temperature,
humidity and moisture levels. A flashing red ligaports that the temperature is over 90 degrees
and is reaching critical temperatures, or thatvacgeis down.

A yellow flashing light is a warning sign indicagjthat one of the operating areas is
experiencing a problem. A red light indicates tihat system is down and has experienced a

critical problem. The gray indicator indicatestttiee system is experiencing an unknown

occurrence.
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Network engineers could drill down by conversataonl block ports that could exploit
the network. Some of the common ports that virasasetwork intruders can attack are 445 and
139.

One of the many customizable reporting tools thatlwe incorporated within SolarWinds
is Weather Goose2 developed by the "IP Watch Dogigany. Weather Goose monitors IDF
temperatures on network devices and UPS battergléVices. Because these devices are
constantly running at high levels, the operatinggerature correspondingly increases. As a

result, higher temperatures will lower the life egfancy of the devices.

3.6.3 NetQoS

According to NetQos.com (2010)NetQoSprovides network performance management
software and services that improve application vee)i across the world's most complex
networks.” “Analyzing network traffic to determinehich applications, servers, and clients are
consuming network resources is a best-practice adeflor understanding root causes of
application delivery issues” (NetQos.com, 2010).

“NetQos will ultimately improve the day-to-day bness operations by providing
network performance management products and sefigedorbit.com, 2010). “Their unique
product provides companies the ability to monitoplacation service levels as well as
troubleshooting service” (Redorbit.com, 2010).

An example of a company that has benefited fron@QQdstis Community Medical Center
(CMC). CMC consists of over 13 healthcare fa@tand whose business model and success is
predicated upon their ability in providing fastieiint access to patient files, as well as to assur

health care providers that this information willdecessible 24x7x365 (Redorbit.com, 2010).
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Not even cataclysmic events, such as a server,craghd impede this accessibility
(Redorbit.com, 2010). “With this application netw@ngineers can report on detailed
application traffic patterns and them data enathlem to justify bandwidth upgrades, reduce
network costs by identifying under —utilized sitesubleshoot issues faster and analyze the
impact of new application rollouts to prioritizatfic appropriately” (Redorbit.com, 2007).
The following is an excerpt from an article pub&shnBusiness Wiré¢2006), retrieved
from Redorbit.com:
Community Medical Center’s practice of implementimgre than one circuit in order to
ensure the patient files will at all times be asdade and backed-up has guaranteed a
faster more efficient health care facility. Thepoyees of this healthcare chain have
noted that before implementing this practice byQ¢et, they were not able to pin point
the accuracy of their previous network system. WigtQos product makes reporting to
hospital leadership easier on application senggellquality on applications such as
picture archiving and communications systems (PAG&#)ology, lab, payroll, and
hospital information system. NetQoS gives the oekvweam an overall view of network
performance, enabling them to better predict peréorce and troubleshoot problems fast
The NetQoS application is helping Community Hodpitanother hospital chain like the
Mid-Western Hospitals monitor PACS, one of the lesfgapplications and network
intensive with no problems the network team an aerew of network performance,
enabling them to better predict performance anagblieshoot problems faster. IT will
enable network engineers provision the bandwidthersargically which could save
WAN costs by getting rid of unneeded bandwidth.céxding to Eric Rystad, a senior

network communications engineer at Community HadqitNetQoS provided value they
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were over 90 percent of the bandwidth on the WA, lthe network team was getting

calls that the network was slow, but did not knbe tause until they deployed this

powerful tool, which enabled them to see and fexpinoblem. The performance

improved instantly. (Redorbit.com, 2006).

An example of CMC'’s inability with their prior aessibility to patient files is evident by
CMC'’s IT team having to spend hours of wasted étfoat could have been better spent in other
endeavors, such as troubleshooting(Redorbit.cof6)20it is easy to see how this wasted effort
could ultimately lead to CMC not being able to pdavthe proper care to the patients
(Redorbit.com, 2006). As a result of implementNgtQos’ products/services, the CMC facility
was soon running faster and more time was speasmdittg to the patients in a timely matter
(Redorbit.com, 2006.)

The NetQos Reporter Analyzer product enables yowsde which applications are
consuming large amounts of bandwidth, user recimgnivf the bandwidth use, and when the
users are logged on to the network and consumingvaidth (NetQos.com, 2010). The
application flow lets you maximize performance atahclinical healthcare applications such as
Meditech and PACS. In NetQos Report Analyzer, thestmimportant tool in network
performance is the WAN and MAN management. Oncekymaw which applications and users
are consuming network resources, you can maketian@l costeffective decisions to optimize
network performance.

The overall cost of ownership with this hardward aaftware is approximately $500,000
list price. This includes the report analyzer,oripg SNMP NetFlow, and IP round trip time
test. Following support hardware, maintenancesamgpbort costs, and optional training costs are

also necessary to be able to fully implement amgdayethis product. You can push SNMP
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Traps. Real time reporting on IDF power issuesatimy hospital power generator test can
cause IDF power supply to flake out and and setittgeshold on critical email notifications
and alerts incase a device because unreachableertbgtstats and monitoring and alerting

proper staff members is vital when you deal withrge hospital of patient care.

3.7 Data Analysis

The data gathered was analyzed based on circuisaosg benefits and overall
increased bandwidth and reduced network utilizatiothe new dual MAN for Mid-Western
Hospital. Further data was gathered by comparimgwa network management tools and
comparing them to NetQoS and Orion Solar Winds. @hen SolarWinds and NetQoS Report
Analyzer are the clear choice for ease of use ameeful reporting functionalities and
capabilitiesThis data was then analyzed based on feasibilty real time visibility and

alerting, and customizability.

3.8 Hospital Network Security

Patient confidentiality, high network availabilignd data integrity, and employee
security safety information and awareness are e wbjectives for information security.
Given these objectives, many IT professionals imatety begin to think of ways to safeguard
the healthcare organization against possible thréabrmation systems architecture should
satisfy the defined business and security requineésnén addition, the architecture should
provide capability, flexibility, performance, easkeuse, and cost efficiency in the design. The
security requirements for an information systermusdhde carefully considered to define its

architecture. Security should be built in to aroinfation system by design. This strategy helps
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lower the implementation costs and reduces theadsaof risk due to the presence of loopholes
in the system'’s security.

When designing the architecture of an informatigstesm, you need to balance the business and
security requirements. Too much security can bfea&tionality and day to day operation and
business continuity. Trade-offs is involved in re@ag a balance between security and business
requirements.

The Network architecture of an information systdrawdd include a plan and designed to
be fully redundant at all levels including hardwegdundancy and a well documented disaster
recovery plan. The ultimate goal is high availapiind we can achieve this objective in the
design infrastructure. Security policies and praced are key element in safeguarding the
organizations assets. It is up to every employebdrorganizations to read and understand the

security policy and report any security breachenédiately.

3.9Mission Critical Clinical Applications

The two primary mission critical clinical applicatis are PACS and Meditech Health
Information Management (HIM) system. Meditech hes/gled Mid-Western Hospital's core
hospital information system and been the trustethpafor many years. As healthcare changes
with reform, Mid-Western Hospital is faced with tbieallenge of migrating to a fully functional
electronic health record. To keep up with the adiramtechnologies, the organization needs a
more versatile, robust clinical application, sushtee EMR system, that would support
electronic health record system. Electronic heatord system is a paperless electronic system
that makes it possible to access patient informatimply from any hospital or physician’s

office.
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To meet the functional requirements necessarydiizeeour mid and longer term
objectives for Mid-Western Hospital's Electronicafth Record (EHR), significant investment
is required. Such a move is a strategic decisiahrhust satisfy physicians and support clinical
operations for many years; therefore, all altexgatimust be considered and all necessary due
diligence must be completed. Organization exeegtonly get one chance to ensure that this is
the right decision for the long term.

As is expected, our evaluation of EHR solutionsfisrmed first by the ability to support
the best possible patient outcomes and the grasabtlity by physicians, nurses, and other
clinicians. To ensure Mid-Western Hospital’'s susgésis also informed by the ability to
support the new business realities of contempdragjthcare in assuring the information
resources to deliver the best patient care possible

PACS Systenis the Picture Archiving and Communication Systesadiby hospitals.

This system is vital since doctors would requireirsg patient information or images. These
images are large and require more bandwidth altmtéiecause they have to be readily available
across the WAN at all of the hospitals and thisdhets to travel across the WAN to the RDC
regional data center. To maintain application penBnce and network functionality | propose to
set 60% of the 100Mbs just for this system to imvprand sustain quality of service QS. The
magnitude and the importance of accessing sciemtifd patient information instantly is vital

and it can certainly effect patient care. The badtwallocated or reserved for accessing patient
images is vital for surgeons and radiologist tovte and uphold a level of patient care that can
potentially save lives. The PACS server is loadbetd for optimization and higher

accessibility. Mid-Western Hospital's Informatidechnology Services is rolling out the Picture

Archive Communication System (PACS) in hospitald antpatient centers using a market
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approach. It is a three-year strategic initiatRACS will digitally store and transmit a patient’s
medical images to any facility in the market corteddo the system.

Meditechor Magic is the primary health care informationteys used by Mid-Western
Hospital and various other prestigious hospitatesgAmerica. Meditech is the primary
electronic health medical records (EMR). The feblgoaernment mandates all healthcare
agencies to use an electronic medical recordsmyttat is secure. Hospitals utilize this system
for admissions, clinical information such as labd &itals, patient information face sheet to
insurance information. Meditech gets automaticgoprity and will automatically get bumped
up.

All the aforementioned clinical application systemsst have a 24/7 up-time and
application priority on the network because it diectly affect patient care. Hospital network
support engineers must use tools, such as Solaswind NetQoS, in conjunction to help scale

down the large network and make it more feasiblmanage.

Chapter 4 - Results & Objective Evaluation

4.1 Results & Discussion

Getting approval was a very clear and easy decfsioexecutives at Mid-Western
Hospitals with regards to the implementation ofialeMAN network design for each market
facility. Through this analysis, we have discowktieat the network dual man upgrade
ultimately increased the overall bandwidth spegda minimum of ten times for each site
accompanied with full redundancy capabilities.

After reviewing various technical solutions andlspevhile comparing and contrasting

various methods of implementation, a fairly suctidssonclusion has been formulated that
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allows for a more cost effective and efficient netkvprocess and framework. The design to
implementation was rapid and frictionless. In rating and telecommunication industry the
term “T-1" is a data circuit leased connectior thims at 1.544Mbit/s. Typically T1's are
expensive; they usually run (1.5 Mbps) at $120G féw bandwidth for our restructured MAN
is ten times faster. The cost savings added appooximately $200 per month excluding
maintenance and support costs.

Through research and analysis of the numbers fsgame statistics provided the graphs
and diagrams related to the Mid-Western Hospitehoek, a conclusion can be made that the
new infrastructure and developed network procesalliamately saved money and improved

overall performance.

VAN Link
Facilities Speed Current Utilization AT&T TW |Qwest QMOE HW Costs Comments
= B0% requires a circuit upgrade
|to maintain application
Isers begin
Medical Center 1 | 8Mbps | 75% | $1,763| $2,780| nia VNEess i
circuit upgrade
begin
Medical Center 2 | 10Mbps | 85% | $3.247| $2,760] nia i
it upgrade
Isers begin
Medical Center 3 GMbps 85% $1,623| $2.760] nia 58
| circuit upgrade
1
pedormance I1sers begin
Medical Center 4 | EMbps | 86% | $1,623) 52760 §1,295 nfa {to complain of S5
Medical Center 5 1.5Mbps 50% 5462 50| $1,295/n/a
Medical Center 6 | 15Mbps | 55% | $462| 50| $1,.205/nja | i I
= 60% requires a circuit upgrade
to maintain application
performance. =80% users begin
Medical Center 7 GMbps 75% $1623| $2.760; nia \to complain of slowness
Medical Center 8 | 15Mbps | 50% | $462| SZ,TEU: nia |
= B0% requires a circuit upgrade
ito maintain ap n
performance Isers begin
Medical Center 9 3IMbps B80% $839| $1,500| nia to complain of slowness
| * Currently 20Mbps cenverting to
Medical Center 10 *100Mbps 45% $7,500| 8,850 nia 100Mbps EaVPN
Medical Center11 | 3mbps | 50% | $839] 32,760 nia
TW Cala | 0 | 0% | 50] 82760, nia
| Total Monthly costs per vendor; | | $20,443| $32,430| $3,885
) I [ Netwark State of Union as of
Total Monthly Market MAN/WAN costs 2009 $56,758 7/5/09

Table 1 Mid-Western Hospital 2009 Example monthly @cuit costs (85% network utilized)
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DUAL-MAN Estimated 2010 Monthly Circuit Costs
HW Costs
& QMOE
Facilities ATET TW  |Qwest QMOE install fees Comments
|each site realizes between a 10-
Medical Center 1 50|  $2760| §1,205|  5600|20x speed increase
Medical Center 1/Market point to point 200Mbps 50| $9,300] 80| $2,500("new™ 10-20xfaster.
| ieach site realizes between a 10-
Medical Center2 | 50| $2760) $1,295 $600/20x speed increase
| | |each site realizes between a 10-
Medical Center 3 50| 2760 $1,295| SﬁUUEZUXﬁDeed increase
each site realizes between a 10-
Medical Center 4 0| 2760 §1,205) 50|20x speed increase
|each site realizes between a 10-
Medical Center § 50| $2,760 $1,295 50|20x speed increase
|each site realizes hetween a 10-
Medical Center 6 $0| 82750 $1.295] $0|20x speed increase
ieach site realizes between a 10-
Medical Center 7 $0| $2760 $1,295 $600|20x speed increase
|each site realizes between a 10-
Medical Center & 0| $2.760| $1,295 5600 20x speed increase
|each site realizes between a 10-
Medical Center @ 0| 51.500| §1,295| $600|20x speed increase
each site realizes hetween a 10-
Medical Center 10 $7,500) 93,350 §1,295 5600 20x speed increase
| | |each site realizes between a 10-
Central Supply Chain 50| 52760 $1,295| SEUUiZUX speedincrease
W CoLo | 80| 82,760/ 50| 80|nfa_
Total Monthly costs per vendor: $7,500) $41,750)  $14,245
Total Hardware costs and circuit install fees 1 | ] $7,300] L
| This solution is CHEAPER,
FASTER, GAH-corporate-
approved, and highly
$63,495 recommended

Table 2 Sample Total Monthly Market MAN/WAN costs 210 (New Solution)

Network State of Union as of

$56,758 715109
Estimated 2010 Monthly Circuit Costs
VAN Link
Speed after
Facilties | _upgrading Estimated Utilization AT&T | TW QwestQMOE HW Costs | _Comments

B0% requires a circuit upgrade o
maintain application

| Medical Center 1 | 10Mbps 50% $3.247| 352760 | 5000 |performance.

% reguires a circuit upgrade lo
maintain application

lMedical Center2 | 15Mbps 60% 3,950 $2.760| | |performance.
60% requires a circult upgrade to
maintain application

Medical Center 3 | 10Wbps 60% $3.247| 82,760 | 5000!performance
60% requires a circuit upgrade o
mairtain application

B

Medical Centerd | 10Mbps 80% $3247| S2750  §1205 5000 perormance
Medical Center § 3Mbps 50% §839] 80 $1.295
edical Center5 | 1.5Mbps 50% 5462 50/ §1,295]

reguires a circuit upgrade to
maintain application

Medical Center7 | 10Mbps 60% $3.247| 5000 performantce

Hedical Cenfer 8| 151lbos 55% 5452 [

Medical Centerd | GMbps | 55% |goes to Gibps

Medical Center 10 | *100Mbps 40%

Central Supply Chain | 3Wbps 50%

7 Colo i

[ Total Monthiy costs per vendor: $26,663] §32.430 $3885 |

Total Hardware costs | | [ sagpoe] |
This is the same technology path
we have been taking. Problems
and hottlenecks still persist even
after upgrading circuits. More

$54,978§‘ upgrades are required.

Table 3 2010 Example MAN/WAN costs
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4.2 Data Collection and Analysis

Cost savings analysis and network performancezatibn helps the Mid-Western
Hospital Engineers justify this project to the HibglpCIO Chief Information Officer. Capital
Expenses: Add $5,000 per facility and clinic wheagh circuit is to be upgraded.

Operational Expenses: Subtract $200 per monthdch éacility and clinic.

These numbers do not account for additional castsfernal resources and man hours
needed to constantly upgrade and maintain theitsrclthe overall process is a very daunting
and time consuming event to upgrade all of the ssang circuits. Additionally, there is a one-
time connection fee per circuit, which costs apprately $1000.

There are twenty clinics that were on dedicatecfd T3 lines. Each T1 line per month
was approximately $1,295.00 per month multipliedvegnty facilities, totals to $25,900 per
month at 1.5Mbps per clinic. These clinics aredgfly open only from 8AM to 5PM and there
was no redundancy and the network was fully utiliZEhe current configuration of the twenty

clinics was slow and expensive total annual circagts of $310,800.

4.2.1 Overview of Research Data
Current Network Speeds after the upgrade
e The new dual MAN is 200 Mbps Time Warner.
» Time Warner at Medical Center 1 and Medical Ceh€are 1gig, and same sites Qwest
500 Mbps (hub sites).
» Every other facility 100 mbps Time Warner and Qwest
» 200 Mbps Time Warner and 100 Qwest to Ft. Worth,(R&gional Data Center).

» $5,000 x facilities consist of 10 medical centercifiics and 1 supply chain location.
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» Every facility is now 100 mbps or faster speeds parad to 1.5Mbps.

4.2.2 Analysis, Comparisons, and Results of NetwoRerformance Monitoring Tools

« In comparison SolarWinds Orion is more intuitivasg to use and the best value network
management solution.

« Matches and surpasses NetQos report analyzer tigpabi

« Complete visibility and control across network sifearious hospitals on the MAN),
physical and virtual systems (Virtualization manageat and reporting), applications as
well as Windows Event and Syslog monitoring to ma&eonly rapid decisions and
troubleshooting.

« Fault, configuration, traffic analysis, performansecurity and compliance management
as part of a complete solution

« Proven in hundreds of thousands of medium to largerprise business matrix, and
service provider networks worldwide

- 5times less in cost than NetQos (Source Insight)

« Clear cut and user friendly to use compared to dexnpompetitor solutions such as
Ciscoworks and NetQos

« Increased network availability and network deviealth more greens on the network

4.3 Analysis and Comparison of Previous Investigains and Research Findings
According to Angelo Coiro’s research and abstrsiog, states, “Ethernet carrier-grade
technologies can be used to guarantee the perfesrarcurrent transport technologies on the

MAN or WAN in terms of operations, administrationdamaintenance, quality of service,
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monitoring, and test capabilities in support ofvgar level agreements; in particular, the
Ethernet could replace current transport technigsieglifying network design and reducing
both capital and operational expenditures” (Caatal., 2009). Previous research supports
moving to a fast Ethernet connection is cost beradfior other organizations; also research
supports substantial evidence that NetQoS and Gudarwinds are the leading companies for
network monitoring and management for large orgations all over the world. Furthermore,
other large hospital chain healthcare organizatimesNetQoS Report analyzer to help pinpoint

network performance issues.

4.4 Unanswered Variables

As technology advances and changes these questi@ways come to play:
» How fast can the WAN\MAN speeds be from servicevigters if ‘cost’ was not a factor?
* As new competing companies arise in the industrgtwther network management

monitoring solutions are suitable for large healihe organizations?

4.5 Research Study Limitations & Recommendations

Limitations of this case study are choosing cirepieeds and services that optimize the
network while saving money in the process. Oveetfarther network upgrades will have to be
taken to increase MAN speeds to meet with the nektle changes in day to day business. This
case study was not limited because it actuallygavegnificant amount of money, making it
feasible and a wise choice and decision for approva

Further research or recommendations to improveopeegnce would be to move the

primary domain controllers that authenticate ugens the Fort Worth, TX RDC to inside the
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MAN. This will eliminate thousands of authenticatitvaffic from the WAN circuits. This might
not be an issue with smaller enterprises but witbrapany the size of Mid-Western Hospitals it

can make a significant difference and free up nekvweandwidth resources on the network.

4.6 Barriers and Unknown Variables of the Research

There are few barriers to consider in this projébere are some planned network
outages downtimes to plan ahead for. And the duradf this project can take up to 1 year to
execute and implement. An unknown factor is theiserevel agreements from the two service
providers.

All the prices quoted in this study are subjeatltange without notice. For the purposes
of this dissertation research, we will assume wtdeding of key routing protocols such as BGP
and OSPF are principle requirements that are utodetsOther technologies such as Vlan’s and

other common network abbreviations are implicit.

Chapter 5 - Conclusion
The concepts learned in this context is with e eetwork architecture and design
processes; enterprises can accomplish full redwydamnimized downtime, and possibly save
patient lives and save money simultaneously bytetirgy connections over a dual MAN. By
having a fully redundant connection and with sgatglanning and long-term strategies, Mid-
Western Hospitals is minimizing risk and they arady for future expansions of future medical
centers or clinics. Having a dual MAN hub alloveptbyment of advanced network technology

without any down times; this is a phenomenal bissirenefit. Having a dual redundant physical
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MAN in place, with the help of powerful real-timesibility products and solutions such as
Orion SolarWinds and NetQoS Report Analyzer, pré&vand minimizes network outages.

Further research project or recommendations toawgnetwork latency and network
performance would be to move the primary domairtrodiers that authenticate users from the
Fort Worth, Texas Regional Data Center to insidgeMAN. This will eliminate thousands of
authentication traffic from the WAN circuits. Thmsight not be an issue with smaller enterprises
but with a company the size of Mid-Western Hospitatan make a significant difference and
free up network bandwidth resources on the netwiink. New Dual MAN Network design
implemented is now faster and more cost-effective.

The healthcare organization achieved objectivesreéating a new full network
redundancy by adding another MAN and increasindg#redwidth speed to 200Mpbs and
reduced network utilization tremendously. Oftendsnwhen performing a massive network
upgrade, it is a good practice to take into comsititen alterative backup plans and the total costs
associated with them to compare them to the prirmpky. The planning phase is key to take into
account every hidden planned and unplanned ex@emksmake a strategic informed decision. If
Mid-Western Hospital would upgrade each circuigytivould have to pay a $1000 one-time
circuit build/connection fees and charges for exarguit implemented within the network.
Another capital expense to consider is the DS3sctrely cost about $5,000 each, this would
increase the capital expense but the long terrmgawvould make up for this expense. The
network upgrade is cost effective that lowers tialtcost of network ownership.

Another problem we are currently facing with havstgwer T1 lines is that every time
the system administrators would push out an SM&ggecto a facility, it will bring down the

entire network to a screeching halt. SMS is therbiioft Systems Management server that
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pushes out software and takes a collection of tieeeorganization. The SMS packages pushed
to the clinics are causing network congestion beeavery single byte or packet would be
authenticated over the WAN (back and forth) onsMbps pipe. Now after the network
upgrade implementation network speeds improved ftd&Mbps to 10Mbps allocation per each
clinic; the clinics SMS packages or security updand or software are pushed out during off
hours of the night - usually midnight and businggsrations is not being effected any longer
with improved bandwidth.

With rapid cutting edge technologies, industry r@tnexperts can bring ingenuity and

cost saving benefits and deliver a higher qualdignt care to healthcare.
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