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Codification and Results, Part 2: Operations Maturity Model 

The second result of this project was to identify and associate the laboratory 

design with a maturity model for implementing these technologies at various types of 

institutions, and identifying approaches that institutions can use to advance through the 

levels of the model. 

As previously discussed, institutions seeking to develop or enhance their 

information technology studies programs can find great advantages from evaluating their 

own processes against the Operations Maturity Model (OMM).  Whereas this project 

focused on the organizational layout of laboratory facilities, some concrete laboratory 

solutions are suggested – based upon the matrixed objectives, requirements, and physical 

components defined and identified in this study – that can serve an institution using the 

OMM as a means for improving their own services. 

Level 1: Informal 

Perhaps surprisingly (or perhaps not), most educational institutions operate at this 

informal level (at a minimum) in almost every academic classroom setting, in which 

faculty often haphazardly and independently develop educational training systems that 

are focused on the individual instructor’s personal experiences, tastes, skill sets, and 

general comfort level.  It is presumed that any organization with some level of IT funding 

and the ability to establish any formal academic setting will minimally operate at this 

level. No suggestions are made. 
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Level 2: Controlled 

This level suggests a controlled but cost-effective environment, and is the primary 

basis for this project: to move a program from Level 1 to Level 2.  Movement to this 

level still requires buy-in from all faculty involved, and may be difficult in some 

academic environments.  Some of the technical suggestions for maintaining a Level 2 

operation include: 

Removable hard drive systems.  Inexpensive used or low-capacity drives often 

make good choices and do not require dramatically-modified or expensive PC systems. 

Removable drives can be created using lockable trays or external SATA connections that 

allow each student to have their own installation that can be easily protected by simply 

removing the drive and storing it away in a secure cabinet.  These solutions are cost 

effective, and have the distinct advantage of not requiring more frequent or regular 

backups of students’ work, while providing security by protecting that work from other 

mischievous students or even the occasional virus/spyware attack (when the drive is not 

installed).  The downside to these systems is that they are inherently more susceptible to 

physical damage.  An accidental drop during transportation to and from a storage unit can 

render a drive useless, while physical impacts and movement when/if they are connected 

externally can cause minor damage and data corruption over time.  More technologically 

advanced alternatives exist, but they usually require a more significant investment to 

ensure stability and availability for students. 

Occasional backups of data and information. Implementing inexpensive 



60 

DVD-R/RW drives for occasional backups is an easy choice.  Dual-layer burnable DVD 

technology is still a bit expensive in terms of the media, but drive units now rival their 

earlier incarnations in terms of cost, availability, and ease of use.  At 8.4GB per dual-

layer DVD, a single disc is generally more than sufficient to back up an entire hard disk 

containing an operating system, installed services, a complete installation of Microsoft 

Office, and a variety of maintenance programs and education tools.  Of course, at 45-60 

minutes per system to backup, the process will require some time be allocated by the 

student, teaching/lab assistant, or instructor to oversee the operation.  Extra software must 

also be purchased, since most backup tools included with the various operating systems 

(such as with XP and Server 2003) do not support backing up data directly to CD/DVD 

media.  For a class of 25 students, backing up their drives once a month per semester 

would require approximately 100 dual-layer disks, which can be purchased in bulk for as 

little as 50 cents a piece.  On the other hand, the process can generate 150 hours of work 

or more per class each semester – a significant time investment for an instructor with 

multiple courses to oversee.   

Faculty-maintained lab systems.  It can be both expensive and difficult in high 

schools and colleges with shorter academic timeframes (i.e. two-year vs. four-year 

programs) to find and retain persons who are adept at understanding and maintaining and 

academic lab environment.  Although permanent lab employees could resolve this 

concern, it is seldom an affordable alternative.  To this end, then, it would be necessary 

that faculty configure, maintain, and oversee the core functions of the laboratory.  Certain 

responsibilities, such as the backup process mentioned above, may be shifted of to work 
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study-based lab assistants, but the quality of such employees cannot always be 

guaranteed, and the instructor must be prepared to carry the burden of the network alone, 

if necessary. 

Level 3: Automated 

An automated operational environment is rare in most organizations of any kind, 

much less in an academic IT environment which necessarily dictates often dynamic and 

abrupt changes in the operational infrastructure in order to accommodate changes in 

technology. The ability to anticipate and mechanize system failures and established 

automated, repeatable and well-document processes are exceptional difficult.  There are 

some technical solutions that can bring a facility closer to this object, however.  They 

include: 

Virtualization of all student computer interfaces. Virtualization has provided 

an amazing opportunity in academia to utilize file-based images of entire operating 

systems.  Virtualization takes advantage of the default high-capacity hard disks, 

inexpensive memory, and powerful dual core processors available in today’s simplest 

personal computers, and optimizes the flexibility with which students can work in a lab 

environment, both simulated and real.  The easiest mechanism for distributing “virtual 

computers” involves the creation of a single installation of an operating system that can 

be placed in a shared folder and quickly distributed to any number of PCs on a network 

(barring any mitigating licensing issues).  Virtual PC, Virtual Server, and VMWare are 

readily available low-cost virtualization programs that can present these installations to 
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students as if they were a separate, individualized PC computer.  Moreover, corrupted or 

damaged images can be readily replaced, backups of the student’s work within the image 

are simply a function of backing up a handful of files (and which does NOT necessarily 

require specialized backup software). Beyond this, virtual software supports the 

customization of the ‘virtual hardware’ for a particular lab: additional hard drives, 

network cards, and even SCSI devices can be ‘added’ to a students virtual machine with 

the click of a mouse. 

Setting the technical aspects aside, virtualization also makes sense from a student-

centered learning perspective.  Traditional hardware-based environments restrict 

student’s work to the physical location of a machine.  Virtualized systems, however, can 

be duplicated and even transported (or transmitted home given sufficient bandwidth) so 

that students can work on their system from any capable PC.  Moreover, by setting up a 

set of two or more virtual images for a student, each individual can maintain their own 

virtual network on a single machine. 

Requirements for virtualization, however, often necessitate a significant initial 

investment.  Practically, the physical PC systems that will support virtualization require a 

minimum of 1GB of memory for the host operating system, and then at least 512MB per 

simultaneously running virtual machine.  Processors should be as advanced as possible, 

and even multiprocessing should be strongly considered.  Each virtual image can easily 

reach 3-4GB of hard drive space with a default installation, and approach as much as 8

10GB in size per image with additional software installed. 

Remote desktop solutions.  Remote desktop solutions (such as Microsoft’s 
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Terminal Services or Citrix MetaFrame Server) have a distinct advantage over some 

automated solutions – they provided centralized access and control of multiple 

‘presentations’ (or server software-based PC-like terminals), and can provide this service 

to anyone anywhere in the world. Backups can be done for a single machine, and the 

number of student connections is limited only by the hardware and bandwidth available. 

Such a solution also eliminates the need to maintain large numbers of high-end PCs to 

support many traditional laboratory requirements.  There is one downside, however: the 

cost of these systems can easily exceed $100,000 or more when fully implemented in an 

operational academic setting, make the investment significant enough to offset any PC 

hardware savings. Combine this with the fact that most educational institutions are still 

expected to provide on-site PC systems anyway, and the justification to administrators 

and other fiscal monitors is likely to be very difficult unless the need or benefit of remote 

access is considerable.  

Automated, regular backups of all systems.  Assuming virtualization is in 

place, backups are dramatically simplified and can be done with greater frequency over a 

network when given sufficient localized bandwidth.  Gigabit to the desktop would be 

strongly recommended, as would a localized backup server, on which the data would 

need to traverse no more than a single switch.  Put into a practical context, if one assumes 

each student maintained two virtual images averaging 5GB each, and that there were five 

courses that utilized the virtual machines with 25 students in each one, total data to back 

up would be approximately 1.25TB.  Not so long ago this volume of data would have 

appeared to be insurmountable in terms of both storage costs and time to backup, but 
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inexpensive Serial ATA hard drives and RAID controllers mean that a 2TB storage array 

can be added to an existing server for less than $1500.  If backups are rotated so as to 

occur every three days per system, this process is also easily achievable using an existing 

(but upgraded) CAT5e network infrastructure.  Of course, this begs the question: do 

backups need to be done every three days?  The answer, however, will always be quickly 

answered with a resounding ‘yes’ by any student who realizes that their hard work is 

constant threatened by the potential failure of the local hard drive. 

A completely documented environment.  A solidly documented infrastructure is 

critical to ensuring the long-term stability and supportability of an information 

technology environment.  Documentation must be maintained for the purposes of 

divesting responsibilities for maintenance (when appropriate), driving sound decision-

making for upgrades and equipment replacement, troubleshooting and repair, and 

coordination of instruction and laboratory preparation amongst the various instructors 

who would utilize said facilities.  At the core of this process, there are three areas of 

specific documentation that must be maintained: laboratory design and equipment 

specifications, and curriculum-equipment requirements, and systems baselines and 

ongoing system performance records.   

•	 Proper documentation which outlines how a laboratory both physically and 

logically routes data is important to being able to develop curriculum that will 

work within that environment.  Stable records of facility drawings and the wiring 

plant should be combined with the more dynamic records of switch/router/firewall 

configurations, server hardware and operating systems, installed service packs 
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and hotfixes, and any currently running programs on the network. 

•	 Without knowing what hardware and what configurations will be necessary to 

carry out student labs and experimentation in a course, it is extremely difficult to 

properly “place” a course within a particular facility.  The matrices developed and 

discussed earlier in this project are representative of one method in which this can 

be accomplished. 

•	 One of the most fundamental instructions in an information technology-related 

course is the importance of knowing how a system is supposed to perform, as 

compared to its current level of functionality.  To not implement the same 

processes so vehemently lectured to students is hypocritical at best, and 

potentially costly at worst.  Even in a laboratory, it is important to constantly be 

aware early of whether existing equipment is adequate to carry out the tasks 

expected in an upcoming academic term.  Operating systems and servers should 

have baselines created for them when first put into production, and then again 

following each subsequent academic term.  Routers and switches should be 

evaluated as well, even though sluggish performance may be less noticeable in a 

lab environment where the net traffic flow is likely to be substantially less than a 

production environment.  Good planning is critical in academia, where 

instructional-side budgets may have to be prepared years in advance, and 

purchases must be anticipated for technologies that don’t even exist on the market 

yet. It is seldom that educators are afforded the same just-in-time planning that 

corporate management is more likely to provide (or even encourage). 
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Designated laboratory support staff.  This is perhaps the most difficult 

objective to achieve under Level 3, not so much as a consequence of locating qualified or 

capable individuals – but in the simple fiscal realities of academia.  High schools and 

colleges alike find budgets continuously squeezed when it comes to dollars for support 

staff and operational expenditures.  Couple this with academic programs like information 

technology that have a high ‘investment dollar-to-return’ ratio, and the situation becomes 

more bleak.  In the end, the use of trained students paid on federal or state-subsidized 

work study dollars is one alternative, but program directors must be prepared to invest 

time in a continuous recruitment, training, and retention process that will never wane. 

Better options including establishing a combination of the aforementioned student 

positions with one or more permanent support positions that allow a person to transition 

from student to new graduate (both high school and college), with the opportunity to be 

employed in-field at the school, albeit with modest pay and benefits, and acquire 

experiences that allow them to more successfully transition from the often-perceived 

‘inexperienced graduate’ to ‘viable employee’. 

Levels 4 and 5: Instrumented and Continually Optimized 

Both conceptually and realistically, it is almost impossible for any organization of 

any size or type to realize Levels 4 and 5 in either the academic presentation or daily 

operations of information technology.  In fact, most consulting firms that specialize in the 

application of the Capability Maturity Model and its variants are seldom willing to make 

any contractual obligation to the possibility of an organization achieving either of these 

levels. Of course, while there are technically not any functional barriers to achieving 
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these levels, there are several practical ones (ExtraQuest, 2002): 

•	 Moving from Level 3 to Level 4 is extremely time and resource intensive (i.e. 

attempting to achieve nearly 100% automation and 99.999% uptime or higher) 

•	 Ever-changing business or educational requirements in technology result in an 

operational target that is never static. 

• Level 5 is defined as attaining near ‘operations perfection’. 

Such an objective should always be sought – even if they affect only modest elements of 

operations – but there is usually the simple limitation of too rapid a change in the field, 

and not enough funding to support such an aggressive objective. 

Summary 

The design and results of this approach demonstrate that, first and foremost, the 

selection of a course of study and a defined curriculum to utilize are pivotal components 

to designing and implementing a successful laboratory design.  Without these, the intent 

of the laboratory goes undefined, making selections for specific equipment and 

infrastructure nearly impossible. 

Second, the selection of specific equipment can vary widely depending upon 

particular training needs and individual instructional styles.  Although some general 

guidelines can be given regarding the current state of technology and the possibilities that 

may be used to create a functional and successful laboratory, indeterminate variables 

such as the manpower available, budgeting (both one-time and recurring), class sizes, 

student skill level, etc. will play an important role in making a specific selection. 

Third, the application of a methodology for demonstrating the successive maturity 
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of an operational design provides an excellent mechanism for gauging the quality of an 

information technology environment.  Although the operations maturity model presents 

an idealistic set of operational achievements, it can nonetheless serve to identify 

weakness in an environment and encourage laboratory managers to focus on the 

importance of a continuous improvement process.  
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Chapter Four: Project History 

Project Beginnings 

The project was initiated as a result of the author’s own personal involvement in 

the development of an Information Technology Center at San Juan College in 

Farmington, NM.  In the Fall of 2000, only a couple of months after he began his new 

career as a full time instructor at the institution, he was approached by the Dean of his 

school and the President of the institution to explore the costs and requirements for 

developing a new IT Training Center.  Needless to say, this was a daunting task for 

anyone, much less someone who was still new and trying to learn the basic functions of a 

new organization. Nonetheless, the task was clear and work was diligently carried out to 

present a list of needs, approximated costs, and even a general design recommendation 

for the facilities.  One key advantage during this process was the fact that the space was 

already pre-defined: an ‘unfinished basement’ of sorts was allocated for the project, 

below a recently constructed classroom facility, with a relatively open floor plan from 

which the Center could be molded from the more than 22,000 square feet of space 

available. 

The author initially sought the assistance and advice of coworkers, but whereas 

they, too, had no expertise in this level of development, they choose to exclude 

themselves from the entire project.  Another instructor within the author’s department 

served as an architect in a previous career, and assisted in developing a set of blueprints 

for how the facility would be physically laid out in terms of walls, electrical, doors, and 

rough locations of student desks and instructor workstations. 
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It was around this time that the author realized that much of what was being done 

regarding the design of the space and the facilities within it was essentially guesswork. 

During this same time, the author and another instructor were working on developing the 

academic curriculum and degree programs that would utilize these facilities, but whereas 

the curriculum and courses would be new to both persons, there was no real sense of 

what would be required of the facilities to successfully conduct labs and other hands-on 

activities with students.  Educated guesses were made at what would be needed by using 

a variety of textbooks and lab manuals (although not necessarily the ones to be adopted 

for the courses).  This review provided a sense of what kinds of activities would occur, 

but the harder reality was that much of this was being done blindly. 

The core of the work for this project occurred well after the facility was built and 

educating students. Nonetheless, over the years the facility has continued to show 

deficits in their ability to provide the quality of classroom instruction and training sought 

by the instructors. Over time the faculty have had to face the consequences of systems 

and designs that were put into place without understanding the interconnections between 

curriculum expectations and the physical environment.  Even up to the time of the 

completion of this project – some six years after the facility was developed – additional 

money is still being investing, and more time spent, in an effort to further manipulate and 

mold the facility. Many aspects of each room have been redesigned to better serve 

students and more accurately support the needs of the courses held in them. 

It is with these experiences in mind that the project was undertaken: taking a good 

hard look at what technologies are involved in teaching a particular course, finding 

similar courses that can more easily be meshed together, and developing facilities that are 
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specifically designed to meet the requirements of the courses.  For some observers, the 

project did not have the same gritty technological underpinnings as many that were 

presented to Regis University, but many understood the critical role that planning and 

design play in Information Technology architecture: both technologically and physically. 

Project Management 

Unlike most projects that go through this process, this one required little oversight 

or outside interaction/intervention to ensure progress.  This project represented a 

combination of research and personal experiences gained by the author over the past five 

years to establish a model of architectural planning and design relative to a specified 

curriculum set.  The simplest analysis of the situation is that, without having gained the 

personal experiences over these past years to understand what is involved in providing 

this type of instruction, it would have proved exceeding difficult to achieve results 

beyond the guesswork used when the principle was first applied. 

Significant Events/Milestones in the Project 

Identifying a basis for curriculum selection.  The Association for Computing 

Machinery had not formally developed an Information Technology component to its 

curriculum recommendations when this project was first proposed; bits and pieces had 

been pulled together from various resources in 2001 to create a draft concept, but it was 

not until three years later than the vision was realized.  Using this evolving standard, 

however, provided an excellent foundation on which high school, community college, 

and four-year institutions alike could find some common ground.  The only alternative 
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would have been to select courses based upon the author’s personal perceptions, but this 

method would have almost certainly resulted in natural biases towards his own strengths, 

instead of ensuring a well-rounded curriculum. 

Identifying and selecting diverse curriculum. In any program of study, a 

program director attempts to achieve a balance between the theoretical and practical 

knowledge a student must acquire in order to be successful in an operational 

environment.  The choice for using certification-based training was difficult due to the 

conflicting attitudes regarding its use in academia, versus its exceptionally well-defined 

knowledgebases and stable learning objectives.  Nonetheless, until the curriculum was 

selected, there was little opportunity to move the project forward. 

Development of a curriculum matrix. The matrix looks relatively 

straightforward, but it required using a combination of the author’s personal experiences 

and his use of resources from various textbooks, lab manuals, and training programs to 

understand what was expected in terms of equipment and facilities.  Once the matrix was 

done, it was much easier to identify how many laboratories would be minimally required, 

and where the courses would best align within those facilities. 

Discovery of the Operations Maturity Model. The author’s initial advisor, Mr. 

Sam Conn, first pointed out the Capability Maturity Model in 2004, well after this project 

had begun. One of the challenges the author had was in identifying how to ‘rank’ 

different approaches to facilities design, but the offshoot of the CMM, the Operations 

Maturity Model (OMM), presented the perfect approach. 
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model are all grounded in the sound principles of education and business today, 

suggesting that their merging has produced an equally sound model of design.  The 

technologies suggested in this project as means of achieving progressive maturity are also 

consistently considered to be reliable, proven, and – most importantly – possible in a 

laboratory environment.  Although there are many technologies that are available that are 

either prohibitively expensive or unwieldy to manage, those outlined in this project are 

technologies which any faculty member or modestly proficient student should be able to 

master. 

Summary 

Although the history of this project proposal originates several years ago, the 

timeliness and applicability of its goals has gone unchanged.  Educational facilities are 

inherent cumbersome facilities to manage, and without the proper initial design can 

create unending frustration for both its managers, and the students who utilize them. 

The project’s progression, although delayed, went relatively smoothly, with only 

nominal concerns regarding external changes that could have required updates to the 

document.  As each significant milestone was achieved, the project continued to take 

shape and suggest that a positive result was at hand.  In the end, the author believes that 

the project was very successful, and can be a useful tool for any organization or facility 

preparing its laboratory design. 
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Chapter Five: Lessons Learned and Next Evolution of the Project 

Experiences and Lessons Learned 

In some sense the project itself was a culmination of the experiences and lessons 

the author learned from working as a program coordinator for an Information Technology 

program.  The project represents a blueprint for what should have been done nearly six 

years ago when the author developed information technology facilities for his own 

institution, and it is a document which can be relied upon for making future decisions 

when new academic programs are developed, or existing ones are expanded. 

This project also afforded the author an opportunity to unite various aspects of his 

background: prior experiences and education in business, recent studies in information 

technology and enterprise architecture at Regis University, and current employment as a 

professor of information technology all came together to develop this project. 

Some of the specific experiences and lessons learned during this project include: 

•	 Certification in academic curriculum will remain a hotly debated topic, but it is a 

topic worthy of debate given its importance and relevance in the marketplace, and 

its impacts on current students and graduates alike. 

•	 Technological change is never ending, but there are ways to prepare for the 

technological unknown. 

•	 There are better ways to both design and run an academic laboratory than those 

set by one’s predecessors, but it requires using techniques and ideas that 

sometimes have little to do with information technology itself. 

•	 Technology can be both a burden and a salvation. The key to implementing 
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technologies in an academic setting are choosing ones that are manageable for 

both instructors and students, and that move learning forward without generating 

frustration or defeatism. 

Possible Alternative Approaches 

This project was developed with some specific decisions that intentionally 

narrowed the scope of the project, and in this way there were several alternatives that 

could have been considered. For example, the decision to use the ACM Information 

Technology Computing Curricula as the basis for the subject areas to be included in the 

curriculum could have just as easily been substituted with state-university curriculum (for 

the purposes of students transferring to other institutions), alternative accreditation 

standards (such as the Computing Accreditation Commission of ABET), or even 

instructor-driven subject matter expertise (in the case of institutions with limited faculty 

support). 

Another significant alternative approach rested in the use of professional industry 

certification as the guidelines for defining specific course content.  This decision was 

driven by several personal and professional factors, but course content could have been 

just as easily driven by transferability guidelines to other colleges and universities, a 

decision to use pre-selected textbooks and other course materials that define the 

objectives of a course, or even regionalized and/or industry-requested inclusions at a 

particular institution.  High schools may be driven to use only curriculum that is readily 

available via online availability (i.e. Adobe PDF files and online multimedia training), in 

order to minimize expenses associated with textbooks and other tools that usually have a 
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short shelf-life in this field of study. 

The last major alternative option was the use of alternative business modeling 

techniques. Classic business models like Just-In-Time (JIT) management and 

Continuous Quality Improvement (CQI) efforts may have served certain niche 

institutions or individuals already intimately familiar with these processes.  The author 

selected the Operations Maturity Model because it seemed to best define levels of 

continuous improvement, as opposed to other methods that simply identify cycles of a 

process. With the understanding that most academic laboratory environments seldom 

have the time or resources at their disposal to employee the other more aggressive 

corporate strategies, this solution seemed best; some institutions, however, may have the 

manpower and resources to be more aggressive, and thus prefer to implement an 

alternative evaluative model. 

Correspondence with Initial Project Expectations 

The project both met and exceeded the initial expectations.  As with many 

projects that are presented through the Regis University’s Information Technology 

program, initial anticipation was that, although the project would fulfill the requirements 

of the degree program, the useful life of the end-product would be inherently limited as a 

result of the rapid changes in technology itself.  The modest changes to the project, 

however, have yielded a product which is much more universally applicable to good 

information technology laboratory design, and – more importantly – much more timeless 

because of its ability to define the methodology to a greater degree, while using examples 

of modern technologies that are more likely to survive the tests of time. 
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Next Evolutionary Steps of the Project 

As the author has progressed through the project, the next area of focus that has 

most naturally presented itself is in the practical implementation of the methodology, and 

the education of instructors and program coordinators on the usability and practicality of 

implementing the OMM model in programmatic and facilities management.  Several 

segments of this project may serve as ideal candidates for a set of lecture and poster 

presentations for information technology-related conferences, such as the ACM Special 

Interest Group for Information Technology Education (SIGITE), or the League for 

Innovation's annual Conference on Information Technology (CIT). 

Academic instructors can become entrenched in the theory that they are subject 

matter experts who should not have to be bothered with the managerial aspects of 

classroom instruction.  While this may be much more true for humanities, mathematics, 

and social sciences, the hard sciences – including information technology – can always 

benefit from learning new ways to mature both the facilities and the classroom 

experience, and how to apply new or existing technologies to advancing the 

sophistication of classroom management solutions, not just industry ones.  The author has 

found in his own experiences that there is a seductive trap of focusing on ‘teaching the 

technology’ that is easy to fall into, without noticing whether best practices are truly 

being applied to the operations. 

From a more pragmatic perspective, it would also be useful to expand the matrix 

to include greater specificity of equipment, systems, and supplies, as well as a greater 

inclusion of additional certification courses and traditional academic coursework that is 

relatively consistent across institutional types and/or state-by-state standards.  As the 
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ACM Computing Curricula for IT matures, this option will become increasingly feasible. 

Of course, the curriculum is more likely to be implemented by traditional four-year 

colleges and universities rather than high schools and community colleges, but the gap 

between the divergent missions of K-12, two-year, and four-year institutions is unlikely 

to change any time soon. 

Conclusions and Recommendations 

This project has hopefully advanced the way in which it is possible to develop 

information technology laboratory facilities for educational institutions, without 

defaulting to casual guesswork and expectations that potential problems can be resolved 

after-the-fact. The project can be considered a success if it encourages technologist, and 

especially technology educators, to think more dynamically about their facilities, and the 

possibilities that technology and good business sense can bring to the classroom. 

Hopefully this project can also spark additional dialog about the various topics 

that have been broached in this paper – curriculum design, certification, business 

modeling – and the potential they have to transform educational processes.  Although 

many of these items are controversial, it is a healthy process to invite that controversy, 

and ensure that educators, particularly those in technology, do not become complacent in 

their ideologies or theories about what constitute the best solutions to a particular 

problem. 

Summary 

This project presented a series of progressive approaches to developing a training 
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laboratory for educators.  It begins with selecting the basis for an academic curriculum, 

defining how and what courses will fulfill those areas of learning, identifying the 

technological requirements necessary to carry out those training sessions, and finally 

identifying and segregating those that have common facilities requirements. 

This project also demonstrated that through the creative combination of existing 

stable and affordable technologies, facilities can be designed that are functional, yet 

modular in their design. Facilities created with the broadest and simplest platforms are 

most likely to be the most cost-effective solutions over the span of their utilization, given 

that the future development of information technologies is exceptionally difficult to 

predict. 

Finally, this project demonstrated that, once a facility is in place, opportunities 

will always exist to continuously improve and mature the facility’s operations for the 

purpose of better serving students’ educational needs.  By using business approaches like 

the Operations Maturity Model, a facility manager can assess the current state of 

operations, as well as discover new goals and objectives that can be targeted for 

improving the system.  With the plethora of new technologies that are constantly 

evolving to enhance automation, maintenance, and disaster recovery efforts, the ability to 

achieve progressively higher maturity levels is becoming increasingly more possible. 

With careful planning and a detailed analysis of the goals one wishes to achieve, 

information technology facilities can become a reality – even when budgets, space, and 

manpower are at a premium.  It is hoped that this project can serve alas a guideline for 

others who are struggling to make information technology education in their institution a 

reality. 
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Appendix A 


Computing Curricula 2005, DRAFT – I.T. Excerpts 


The following are excerpts from the May 11, 2005 draft release of the 2005 Computing 

Curricula - Information Technology Volume document: 

“1.3 Definition of Information Technology as an Academic Discipline 

Information Technology (IT) in its broadest sense encompasses all aspects of computing technology.  IT, as 

an academic discipline, focuses on meeting the needs of users within an organizational and societal context 

through the selection, creation, application, integration and administration of computing technologies. 

1.4 Broad Goals of an IT Program 

IT programs aim to provide IT graduates with the skills and knowledge to take on appropriate professional 

positions in Information Technology upon graduation and grow into leadership positions or pursue research 

or graduate studies in the field. Specifically, within five years of graduation a student must be able to: 

1.	 Explain and apply appropriate information technologies and employ appropriate methodologies to 

help an individual or organization achieve its goals and objectives; 

2.	 Manage the information technology resources of an individual or organization; 

3.	 Anticipate the changing direction of information technology and evaluate and communicate the 

likely utility of new technologies to an individual or organization; 

4.	 Understand and for some to contribute to the scientific, mathematical and theoretical foundations 

on which information technologies are built; 

5.	 Live and work as a contributing, well-rounded member of society. 

1.5 Program Outcomes 

To enable IT graduates to achieve the above goals, they must possess the following skills upon graduation, 

namely the ability to: 
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(a)	 Use and apply current technical concepts and practices in the core information technologies; 

(b) Analyze, identify and define the requirements that must be satisfied to address problems or 

opportunities faced by organizations or individuals; 

(c) Design effective and usable IT-based solutions and integrate them into the user environment 

(d) Assist in the creation of an effective project plan; 

(e)	 Identify and evaluate current and emerging technologies and assess their applicability to address 

the users’ needs; 

(f)	 Analyze the impact of technology on individuals, organizations and society, including ethical, 

legal and policy issues; 

(g) Demonstrate an understanding of best practices and standards and their application; 

(h) Demonstrate independent critical thinking and problem solving skills; 

(i)	 Collaborate in teams to accomplish a common goal by integrating personal initiative and group 

cooperation; 

(j)	 Communicate effectively and efficiently with clients, users and peers both verbally and in writing, 

using appropriate terminology; 

(k) Recognize the need for continued learning throughout their career. 

1.6 Purpose and Structure of This Document 

The primary purpose of this document is to set out a model curriculum that enables students to acquire the 

skills outlined above. It is intended as a guide for educational institutions of higher education in the 

creation and/or revision of baccalaureate programs in IT. It is expected that it will also be useful in the 

creation and/or revision of associate programs in IT.” (ACM, 2005). 
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ITF. Information Technology Fundamentals (33 core hours) Hours 

 ITF1. Pervasive Themes in IT (17) 17 

 ITF2. Organizational Issues (6)   6 

 ITF3. History of IT (3) 3 

 ITF4. IT and Its Related and Informing Disciplines (3)   3 

ITF5. Application Domains (2) 2 

 ITF6. Applications of Math and Statistics to IT (2)   2 


 HCI. Human Computer Interaction (20 core hours)
 HCI1. Human Factors (6)  6 
 HCI2. HCI Aspects of Application Domains (3)   3 
 HCI3. Human-Centered Evaluation (3)   3 
 HCI4. Developing Effective Interfaces (3)   3 
 HCI5. Accessibility (2) 2 
 HCI6. Emerging Technologies (2) 2 
 HCI7. Human-Centered Software (1)   1 

 IAS. Information Assurance and Security (23 core hours)
 IAS1. Fundamental Aspects (3)  3 
 IAS2. Security Mechanisms (Countermeasures) (5)   5 
 IAS3. Operational Issues (3)   3 
 IAS4. Policy (3) 3 
 IAS5. Attacks (2) 2 
 IAS6. Security Domains (2)   2 
 IAS7. Forensics (1)   1 
 IAS8. Information States (1)   1 
 IAS9. Security Services (1)   1 
 IAS10. Threat Analysis Model (1) 1 
 IAS11. Vulnerabilities (1) 1 

 IM. Information Management (34 core hours)
 IM1. IM Concepts and Fundamentals (8)   8 
 IM2. Database Query Languages (9)   9 
 IM3. Data Organization Architecture (7)   7 
 IM4. Data Modeling (6)   6 
 IM5. Managing the Database Environment (3)   3 
 IM6. Special-Purpose Databases (1)   1 

 IPT. Integrative Programming & Technologies (23 core hours) 
 IPT1. Intersystems Communications (5)   5 
 IPT2. Data Mapping and Exchange (4)   4 
 IPT3. Integrative Coding (4)   4 
IPT4. Scripting Techniques (4) 4 
 IPT5. Software Security Practices (4)   4 
IPT6. Miscellaneous Issues (1) 1 
 IPT7. Overview of programming languages (1)   1 

 NET. Networking (20 core hours)
 NET1. Foundations of Networking (3).   3 
 NET2. Routing and Switching (8) 8 
 NET3. Physical Layer (6)   6 
 NET4. Security (2)   2 
 NET5. Application Areas (1)   1 
 NET6. Network Management   

 PF. Programming Fundamentals (38 core hours)
 PF1. Fundamental Data Structures (10)   10 

 PF2. Fundamental Programming Constructs (9)   9 

 PF3. Object-Oriented Programming (9)   9 

 PF4. Algorithms and Problem-Solving (6)   6 

 PF5. Event-Driven Programming (3)   3 

 PF6. Recursion (1)   1 
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PT. Platform Technologies (14 core hours)   
 PT1. Operating Systems (10)   10 
 PT2. Architecture and Organization (3)   3 
 PT3. Computing infrastructures (1)   1 
 PT4. Enterprise Deployment Software   
 PT5. Firmware  
 PT6. Hardware

 SA. System Administration and Maintenance (11 core hours) 
 SA1. Operating Systems (4)   4 
 SA2. Applications (3)   3 
SA3. Administrative Activities (2) 2 
SA4. Administrative Domains (2) 2 

 SIA. System Integration and Architecture (21 core hours) 
 SIA1. Requirements (6)   6 
 SIA2. Acquisition/Sourcing (4)   4 
 SIA3. Integration (3)   3 
 SIA4. Project Management (3)   3 
 SIA5. Testing and QA (3)   3 
 SIA6. Organizational Context (1)  1 
 SIA7. Architecture (1)   1 

 SP. Social and Professional Issues (23 core hours)
 SP1. Professional Communications (5) 5 
 SP2. History of Computing (3)   3 
 SP3. Social Context of Computing (3)   3 
 SP4. Teamwork Concepts and Issues (3)   3 
 SP5. Intellectual Properties (2)   2 
SP6. Legal Issues in Computing (2) 2 
 SP7. Organizational Context (2)  2 
 SP8. Professional and Ethical Issues and Responsibilities (2)   2 
 SP9. Privacy and Civil Liberties (1)   1 

 WS. Web Systems and Technologies (21 core hours)   
 WS1. Web Technologies (10)   10 
 WS2. Information Architecture (4)   4 
WS3. Digital Media (3) 3 
WS4. Web Development (3) 3 
 WS5. Vulnerabilities (1) 1 
 WS6. Social Software   

 Total Hours 281 

Notes: 
1. Order of Knowledge Areas: Fundamentals first, then ordered alphabetically. 

2. Order of Units under each Knowledge Area: Fundamentals first (if present), 
     then ordered by number of core hours.   
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Appendix B 
Certifications and Courses Selected for Inclusion 

Certification Preparation Courses 
Cisco CCNA – Semesters 1 through 4 
CIW Fundamentals 
CIW Site Building 
CIW E-Commerce 
CIW Internet Security and CompTIA Security+ (comparable coverage) 

 CompTIA A+ 
 CompTIA Linux+ 

CompTIA Network+ 
CompTIA Security+ 
CompTIA Server+ 
Oracle Certified Professional (OCP), Database Administration 
Microsoft MCSA and MCSE, for Server 2003 
Microsoft Office Specialist 
Planet 3 Certified Wireless Network Associate (CWNA) 

General Courses 
Introduction to Information Technology 
Programming (C++, Java, Visual Basic) 
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Appendix C 
Certification Knowledge Domains 

Cisco CCNA (Academy Semesters 1 through 4) 
The Open Systems Interconnect Model (OSI)   
Hardware and the OSI Reference Model 
Wide Area Network Protocols   
TCP/IP Technologies 
Understanding Layer 2 Switching Technology   
Understanding Layer 3 Routing Technologies 
Configuring a Cisco Switch 
Configuring a Cisco Router 
Creating and Applying Additional Router Configurations   

CIW Foundations 
The Internet and the World Wide Web  

Internet Addressing and Servers 

Scripting, Connectivity, and Security  

E-Mail, FTP, Newsgroups, and Telnet 

Objects, Plug-Ins, Viewers, and Security  

Search Engines and E-Commerce  

Web Page Authoring and HTML Coding 

Graphical Elements, Hyperlinks, and Tables  

Forms, Images, and Frames  

HTML Editors and Extensions 


CIW Site Designer 
Web Design Concepts and Site Development 
Basic Web Technologies 
Using Paint Shop Pro, Flash, JavaScript & DHTML 
Using FrontPage, Dreamweaver, and Homesite  
Advanced Web Technologies and Website Publishing 

CIW E-Commerce 
E-Commerce Overview 

Legal Issues and the Internet 

Marketing to the Web  

Online Promotion Techniques 

Building Usable Web Sites 

E-Service for E-Customers 

Supporting Business-to-Business Activities Online 

Entry-Level E-Commerce Outsourcing 

Mid-Level Online Storefront Packages 

High-Level Online Storefront Packages 

Working with Internet Information Server 

Working with E-Commerce Software  
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Customizing an E-Commerce Site 

Creating Online Catalogs

Processing Online Transactions 

Supporting E-Services 

E-Commerce Transaction Security 

Managing E-Business Information 


CIW Security Professional 
Security Fundamentals  

Security Auditing and Log Analysis 

Security Attack Types and Encryption 

Security Protocol Layers and Security 

Security Firewalls  

Security Operating System Security 

Security Assessing and Reducing Risk  

Security Auditing 

Security Auditing and the Control Phase  

Security Attack Detection and Response 


CompTIA A+ Core 
Installation, Configuration and Upgrading 
Diagnosing and Troubleshooting 
Motherboard/Processors/Memory 
Preventive Maintenance 
Printers 
Basic Networking 

CompTIA A+ Operating Systems 
OS Fundamentals 
Installation, Configuration and Upgrading 
Diagnosing and Troubleshooting Networks 

CompTIA Linux+ 
Planning the Implementation 
Installation 
Configuration 
Administration 
System Maintenance 
Troubleshooting 
Identify, Install, and Maintain System Hardware 

CompTIA Network+ 
Media & Topologies 

Protocols & Standards 

Network Implementation 

Network Support 
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CompTIA Project+ 
IT Project Initiation and Scope Definition 

IT Project Planning 

IT Project Execution, Control and Coordination 

IT Project Closure, Acceptance and Support 


CompTIA Server+ 
Installation 

Configuration 

Upgrading 

Proactive Maintenance 

Environment 

Troubleshooting and Problem Determination 

Disaster Recovery 


CompTIA Security+ 
General Security Concepts 

Communication Security 

Infrastructure Security 

Basics of Cryptography 

Operational/Organizational Security  


Microsoft MCSA/MCSE for Server 2003 
70-270 

Installing Windows XP Professional 
Implementing and Conducting Administration of Resources 
Implementing, Managing, Monitoring, and Troubleshooting Hardware Devices 
and Drivers 
Monitoring and Optimizing System Performance and Reliability 
Configuring and Troubleshooting the Desktop Environment 
Implementing, Managing, and Troubleshooting Network Protocols and Services 
Configuring, Managing, and Troubleshooting Security 

70-290 
Managing and Maintaining Physical and Logical Devices 

Managing Users, Computers, and Groups 

Managing and Maintaining Access to Resources 

Managing and Maintaining a Server Environment 

Managing and Implementing Disaster Recovery 


70-291 
Implementing, Managing, and Maintaining IP Addressing 
Implementing, Managing, and Maintaining Name Resolution 
Implementing, Managing, and Maintaining Network Security 
Implementing, Managing, and Maintaining Routing and Remote Access 
Maintaining a Network Infrastructure 

70-293 
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Plan and Implement Server Roles and Server Security 

Plan, Implement, and Maintain a Network Infrastructure 

Plan, Implement, and Maintain Routing and Remote Access 

Plan, Implement, and Maintain Server Availability 

Plan and Maintain Network Security

Plan, Implement, and Maintain Security Infrastructure 


70-294 
Planning and Implementing an Active Directory Infrastructure 

Managing and Maintaining an Active Directory Infrastructure

Planning and Implementing User, Computer, and Group Strategies 

Planning and Implementing Group Policy 

Managing and Maintaining Group Policy 


70-296 
Planning and Implementing Server Roles and Server Security 

Planning, Implementing, and Maintaining a Network Infrastructure 

Planning, Implementing, and Maintaining Server Availability 

Planning and Maintaining Network Security 

Planning, Implementing, and Maintaining Security Infrastructure 

Planning and Implementing an Active Directory Infrastructure 

Managing and Maintaining an Active Directory Infrastructure

Planning and Implementing User, Computer, and Group Strategies 

Planning and Implementing Group Policy 

Managing and Maintaining Group Policy 


70-297 
Creating the Conceptual Design through the Gathering and Analyzing of Business 

and Technical Requirements 
Creating the Logical Design for an Active Directory Infrastructure 
Creating the Logical Design for a Network Services Infrastructure 
Creating the Physical Design for an Active Directory and Network Infrastructure 

70-298 
Creating the Conceptual Design for Network Infrastructure Security by Gathering 
and Analyzing Business and Technical Requirements 
Creating the Logical Design for Network Infrastructure Security 
Creating the Physical Design for Network Infrastructure Security 
Designing an Access Control Strategy for Data 
Creating the Physical Design for Client Infrastructure Security 

70-299 
Implementing, Managing, and Troubleshooting Security Policies 
Implementing, Managing, and Troubleshooting Patch Management Infrastructure 
Implementing, Managing, and Troubleshooting Security for Network 

Communications 
Configuring and Troubleshooting Authentication, Authorization and PKI 

Planet3 CWNA 
Radio Frequency (RF) Technologies 

Wireless LAN Technologies 




96 

Wireless LAN Implementation and Management 

Wireless LAN Security 

Wireless LAN Industry and Standards  


Programming (C++, Java, Visual Basic) 

Oracle Certified Professional, Database Administration 
SQL 

Writing Basic SQL Select Statements 

Restricting and Sorting Data 

Single-Row Functions 

Displaying Data from Multiple Tables  

Aggregating Data using Group Functions 

Subqueries 

Producing Readable Output with iSQL*Plus 

Manipulating Data 

Creating and Managing Tables 

Including Constraints 

Creating Views 

Creating Other Database Objects 

Controlling User Access


Database Administration Fundamentals I 
Understanding Oracle architecture and its main components 
Setting up password file authentications 
Creating and Managing Initialization Parameter Files 
Create a database using Oracle Database Configuration Assistant 
Creating a database manually 
Configuring OMF 
Identifying DBA administrative tools 

Database Administration Fundamentals II 
Using Oracle Net Services and Client-Server connections 
Establishing web client connections through Oracle networking products 
Troubleshooting database connections 
Using and Configuring the Oracle Shared Server 
Backing up, restoring, and recovering databases 
Configuring the database archiving mode 
Using Recovery Manager (RMAN) 
Loading data into, and transporting data between databases 

Database Performance Tuning 
Overview of Oracle9i Performance Tuning 

Diagnostic and Tuning Tools 

Sizing the Shared Pool 

Sizing the Buffer Cache 

Sizing other SGA Structures 

Database Configuration and I/O Issues 

Optimize Sort Operations
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Diagnosing Contention For Latches 
Monitoring and Detecting Lock Contention 
Tuning Oracle Shared Server 
Application Tuning 
Using Oracle Blocks Efficiently 
SQL Statement Tuning 
Tuning the Operating System and Using Resource Manager 
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Appendix D 

Matrix 1 – Certification and Curricula Mapping 
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 ITF. Information Technology Fundamentals
 ITF1. Pervasive Themes in IT (17)

 ITF2. Organizational Issues (6)

 ITF3. History of IT (3)  

 ITF4. IT and Related/Informing Disciplines (3)

 ITF5. Application Domains (2)  

 ITF6. Applications of Math and Statistics to IT (2)  


x x x x x x x x x x x x x x x
x
x
x x
x x
x x x x

 IAS. Information Assurance and Security
 IAS1. Fundamental Aspects (3) 

 IAS2. Security Mechanisms (5)

 IAS3. Operational Issues (3)  

 IAS4. Policy (3)

 IAS5. Attacks (2)

 IAS6. Security Domains (2)

 IAS7. Forensics (1)  

 IAS8. Information States (1)  

 IAS9. Security Services (1)

 IAS10. Threat Analysis Model (1)  

 IAS11. Vulnerabilities (1)


x x x x x x x
x x x
x x
x x
x x
x
x
x
x x x x
x
x x x

 IM. Information Management
 IM1. IM Concepts and Fundamentals (8)  

 IM2. Database Query Languages (9)  

 IM3. Data Organization Architecture (7)

 IM4. Data Modeling (6)

 IM5. Managing the Database Environment (3)

 IM6. Special-Purpose Databases (1)  


x x
x x x
x x
x

x
x

 IPT. Integrative Programming/Technologies
 IPT1. Intersystems Communications (5)

 IPT2. Data Mapping and Exchange (4)  

 IPT3. Integrative Coding (4)  

 IPT4. Scripting Techniques (4)  

 IPT5. Software Security Practices (4)

 IPT6. Miscellaneous Issues (1)  

 IPT7. Overview of programming languages (1)  


x x x x x x x
x
x

x x
x x x

x
x x

 NET. Networking
 NET1. Foundations of Networking (3).

 NET2. Routing and Switching (8)  

 NET3. Physical Layer (6)  

 NET4. Security (2)

 NET5. Application Areas (1)  

 NET6. Network Management


x x x x x x x
x x x
x x x
x x x x
x x x x x
x x x 
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 PF. Programming Fundamentals
 PF1. Fundamental Data Structures (10)  

 PF2. Fundamental Programming Constructs (9)  

 PF3. Object-Oriented Programming (9)  

 PF4. Algorithms and Problem-Solving (6)  

 PF5. Event-Driven Programming (3)  

 PF6. Recursion (1)  


x
x
x
x
x
x

 PT. Platform Technologies
 PT1. Operating Systems (10)  

 PT2. Architecture and Organization (3)

 PT3. Computing infrastructures (1)  

 PT4. Enterprise Deployment Software


 PT5. Firmware


 PT6. Hardware  


x x x x x
x x
x x x x

x x x
x x
x x x

 SA. System Administration/Maintenance
 SA1. Operating Systems (4)  

 SA2. Applications (3)

 SA3. Administrative Activities (2)

 SA4. Administrative Domains (2)


x x x x x
x x x x

x x
x x

 SIA. System Integration and Architecture
 SIA1. Requirements (6)  

 SIA2. Acquisition/Sourcing (4)  

 SIA3. Integration (3)

 SIA4. Project Management (3)  

 SIA5. Testing and QA (3)  

 SIA6. Organizational Context (1)

 SIA7. Architecture (1)  


x x x x
x x

x x x x x x
x x x

x x x x
x x

x x x
 SP. Social and Professional Issues 
SP1. Professional Communications (5)  


 SP2. History of Computing (3)  

 SP3. Social Context of Computing (3)  

 SP4. Teamwork Concepts and Issues (3)  

 SP5. Intellectual Properties (2)

 SP6. Legal Issues in Computing (2)

 SP7. Organizational Context (2)

 SP8. Professional/Ethical Issues (2)  

 SP9. Privacy and Civil Liberties (1)  


x
x
x x x x x x x x x x x x x x x

x
x
x
x
x

 WS. Web Systems and Technologies
 WS1. Web Technologies (10)  

 WS2. Information Architecture (4)  

 WS3. Digital Media (3)

 WS4. Web Development (3)  

 WS5. Vulnerabilities (1)

WS6. Social Software  


x x x x x x x x x
x x x

x x
x x
x x x x x 

 HCI. Human Computer Interaction
 HCI1. Human Factors (6)

 HCI2. HCI Aspects of Application Domains (3)

 HCI3. Human-Centered Evaluation (3)  

 HCI4. Developing Effective Interfaces (3)

 HCI5. Accessibility (2) 

 HCI6. Emerging Technologies (2)  

 HCI7. Human-Centered Software (1)  
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Appendix E 
Matrix 2 – Certification and Equipment 
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PC - General x x x x x x x x x x x x x x x x 
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* 
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* 
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* 
* 

PC - Internals x x x x x 
Server - General Hardware x 
Server - Internals x 
Peripherals x x x x x x x x 

Hub/Switch x x x x x x x x x x x 
Router Networking x x x x x 
Wireless x o x o x x 

Rackmounting x x x x x 
Cabling Infrastructure x x x x x x x x x 
Support Server(s) x x x x x x x x x x x 

General x x x x x x x x x x x x x x x x 
Network Services x x x x x x x x x 
Directory Services Operating x x x x x x 
Windows System x x x x x x x x x x x x x x x 
Linux/UNIX x x x x x x x x x 
Other x x x 

Major Vendor x x x x x x x 
Minor Vendor Software x x 
Free/Shareware x x x x x x x x x x x x x 

To Internet x x x x x x x x x x x x x x x x 
To Intranet x x x x x x x x x x x x x x x x 
From Internet Lab o o 
From Intranet Accessibility o o 
Outgoing Filtering x x x x x x o x o 
Incoming Filtering x x x x 

Sample Textbooks for Reference: 

Andrews, J (2005). A+ Guide to Software: Managing, Maintaining, and 
Troubleshooting, Third Edition Enhanced.  Boston, MA: Course Technology. 
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Brown, J., Thomas, S. & Bruzzese, J. (2002).  CIW: Site and E-Commerce Design Study 
Guide. Berkeley, CA: Sybex 

Bott, G. (2004). Implementing, Managing, and Maintaining a Microsoft® Windows 
Server™ 2003 Network Infrastructure (70-291).  Redmond, WA: Microsoft Press. 

CCNA 1 and 2 Companion Guide, Revised. (2004).  Indianapolis, IN: Cisco Press. 

CCNA 3 and 4 Companion Guide, Revised. (2004).  Indianapolis, IN: Cisco Press. 

Ciampa, M. (2004).  Security+ Guide to Networking Security Fundamentals, Second 
Edition. Boston, MA: Course Technology. 

Conrad, J. (2001). Server+ Guide to Advanced Hardware Support.  Boston, MA: Course 
Technology. 

Corbin, W. (2004).  Planning, Implementing, and Maintaining a Microsoft® Windows 
Server™ 2003 Active Directory® Infrastructure (70-294).  Redmond, WA: Microsoft 
Press. 

Dean, T. (2005). Network+ Guide to Networks, Fourth Edition.  Boston, MA: Course 
Technology. 

Eckert, J. & Schitka, M. (2005). Linux+ Guide to Linux Certification, Second Edition.  
Boston, MA: Course Technology. 

Lane, P., Sodeman, W. * Dulaney, E. (2002).  CIW: Foundations Study Guide.  Berkeley, 
CA: Sybex 

Mackey, D. (2003). Web Security for Network and System Administrators.  Boston, 
MA: Course Technology. 

McCann, B. & DiNicolo, D. (2005). 70-290: MCSE Guide to Managing a Microsoft 
Windows Server 2003 Environment, Enhanced.  Boston, MA: Course Technology. 

McCann, B. & Wright, B. (2005).  70-293: MCSE Guide to Planning a Microsoft 
Windows Server 2003 Network, Enhanced.  Boston, MA: Course Technology. 

Tittel, E. & Stewart, J. (2005).  70-270: MCSE/MCSA Guide to Microsoft Windows XP 
Professional, Second Edition. Boston, MA: Course Technology. 

Zacker, C. (2004). Managing and Maintaining a Microsoft® Windows Server™ 2003 
Environment (70-290).  Redmond, WA: Microsoft Press. 

Zacker, C. (2004). Planning and Maintaining a Microsoft® Windows Server™ 2003 
Network Infrastructure (70-293).  Redmond, WA: Microsoft Press. 
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Appendix F 
Core Facility Requirements and Courses 

Filtered Key 
Requirements 

Matrix 

x = required 
o = optional 
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Infrastructure Rackmounting x x x x x * 
* 
* 
* 
* 
* 
* 
* 

Hardware PC - Internals x x x x x 
O.S. Network Services x x x x x x x x x 
O.S. Directory Services x x x x x x 
O.S. Linux/UNIX x x x x x x x x x 
O.S. Other x x x 
Access Outgoing Filtering x x x x x x o x o 
Access Incoming Filtering x x x x 

Key Courses X X X X X X X 


